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TUYEN BO BAN QUYEN
Tai liéu nay thudc loai sach gido trinh nén cic ngudn thong tin co thé
dugc phép dung nguyén ban hoic trich dung cho cac muc dich vé dao tao
va tham khao.
Moi muc dich khdc mang tinh 1éch lac hodac st dung véi muc dich
kinh doanh thiéu lanh manh s& bi nghiém cam.

LOI GIOI THIEU

Day la tai liéu duoc xdy dung theo chuong trinh khung chuong trinh
dao tao cao dang nghé Céng nghé théng tin (Ung dung phan mém)

Trong giai doan viét gido trinh ching t6i ciing dd c6 nhitng sy diéu
chinh dé gido trinh c6 tinh thiét thuc va phit hop hon véi sw phdt trién ciia
linh vue cong nghé thong tin.

Ldp trinh truyén théng la mét mé dun dao tao nghé Cong nghé théng
tin (Ung dung phan mém) trinh do cao dang nghé trong linh vuc Cong
nghé théng tin. Ngay nay, ching ta cé thé san xudt ra cdc hé thong phan
mém 16n va hitu ich la nho phan 16m vao sw phdt trién cia linh vuc Ldp
trinh truyén thong.

Trong pham vi gido trinh Ldp trinh truyén théng ndy, ching t6i gici
thiéu so lwgc vé ngén ngir java cho cdc sinh vién da cé kién thirc can ban
vé Ldp trinh hwéng doi twong véi C++. Gi6i thiéu nhitng van dé co ban
nhdt vé ngon ngir Java. Gi6i thiéu co ché giao tiép lién qud trinh dau tién
la Pipe va cdch sir dung né trong Java dé lam phwong tién giao tiép giita
cdac Thread trong mét chieong trinh. Gidi thiéu vé cdach thirc xdy dung tng
dung Client-Server trén mang TCP/IP theo cd hai ché @6 Cé noi két (TCP)
va Khéng néi két (UDP). Gidi thiéu cdch thire xdy dung cdc g dung phén
tan bang cdc co ché goi thii tuc tir xa (RPC - Remote Procedure Call va
RMI - Remote Method Invocation).

Trong qud trinh bién soan, mdc dit dd cé gang tham khdo nhiéu tai
liéu va gido trinh khdc nhung tac gid khéng tranh khoi dwoc nhitng thiéu
s6t va han ché. Tac gia chan thanh mong doi nhitng nhdn xét, danh gid va
g6p ¥ dé cuodn gido trinh ngay mét hoan thién hon.

Tai liéu nay duoc thiét ké theo tng mo dun/ mon hoc thudc hé tho”'ng
mé dun/mén hoc ciia mét chwong trinh, dé dao tao hoan chinh nghé Céng
nghé thong tin (Ung dung phan mém) & cdp trinh do cao dang nghé va
dwoc dung lam Gido trinh cho sinh vién trong cdc khoa dao tao, ciing co



thé dwoc sir dung cho dao tao ngcfn han hodc cho dao tao cong nhan ky
thuat, cdc nha quan ly va ldp trinh vién tham khao.
Da Lat, ngay 07 thang 7 nam 2017
Tham gia bién soan
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CHUONG TRINH MO DUN

Tén mé dun: LAP TRINH MANG
Ma mo dun: MD38
I. Vi tri, tinh chét ciia md dun:

1. Vi tri: M6 dun nay duoc b tri gidng sau mon hoc Céu trac dir lidu va
giai thuat.

2. Tinh chit: 14 mé dun tu chon thudc chuyén mon cta chuong trinh dao
tao Cao dang Cong nghé thong tin (Ung dung phan mém).
I1. Muc tiéu mo dun:

1. Vékién thic:
Trinh bay nguyén 1y lap trinh mang, co ché hoat dong ciia chuong

trinh thong qua cac Giao thirc, ham truy xuét,

Mo ta mo hinh mang, Giao thac truy cap thong qua cac chuong
trinh duoc cai dat.
2. Veéky ning:

- Sur dung thanh thao cac cong cu lap trinh Windows hodc Java dé
lap trinh.

- Xay dung duoc cac (ing dung mang : dich vy, hé thong, dit liéu dé
bao vé hé thdng, giam sat hé thdng, truy van di liéu.. ..

3. Vé nang luc tu chu va trach nhiém:

- Co kha nang ty nghién ctu, ty hoc, tham khao tai liéu lién quan
dén mon hoc dé van dung vao hoat dong hoc tap.

- Van dung duogc cac kién thac ty nghién ctu, hoc tap va kién thuc,
k¥ nang da duoc hoc dé hoan thién cac ky nang lién quan dén mén
hoc mot cach khoa hoc, dang quy dinh.

ITI. N§i dung mo dun



BAI 1 CAC KHAI NIEM CO BAN VE LAP TRINH MANG

Ma bai : MD 38.1
Muc tiéu:

- Phén loai hé thdng tin hoc: tip trung va khong tap trung (hé théng phan
tan)

- Trinh bay cac van dé vé diéu hanh mang : Van dé tro thong tin, Giao
thire, cac tang lién lac va tinh phan cip cua cac giao thuc, thong diép.

- Trinh bay duoc cac kiéu truyén thong : ddi thoai théng qua mang truyén
thong, hoi thao gitra cac ddi tac, truyén thong tin.

- Hé théng duogc cac qui udc.

- Thuc hién céac thao tac an toan véi may tinh.

1.1. Co ché giao tiép lién qua trinh la gi ?

Truyén thong 1a mot khai niém dung dé chi su giao tiép, trao doi
thong tin giira hai hay nhiéu thuc thé trong mot hé thong nao do. Néu hé
théng ma chung ta xem xét 1a xa hoi loai ngudi, thi truyén thong c6 thé 1a
qua trinh trao ddi thong tin giita ngudi véi ngudi trong cudc séng thong
qua cac phuong tién truyén tai thong tin khac nhau nhu khong khi (trong
tro chuyén truc tiép), hé théng dién thoai, sach, bao, cac phuong tién
nghe nhin, mang may tinh...

Néu hé thong ma chiing ta xem xét 1a mot hé théng may tinh hay
mot hé thong mang thi truyén thong co thé dugc phan thanh hai muc:

= Muc phan cang: 1a sy giao tiép, trao doi thong tin gitra cac bo
phan vat 1y cdu thanh nén hé thong may tinh nhu CPU, bo nhd, thiét bi
vao ra, card giao tiép mang, nhd vao cac phuong tién truyén thong nhu hé
théng BUS ndi, hé théng BUS vao ra hay cac day cap mang . . .

= Muc phan mém: la su giao tiép, trao ddi thong tin giita cac thanh
phan bén trong ctia mot chuong trinh hay gitta cac chuong trinh véi nhau
thong qua cac co ché truyén thong duoc hd trg bai cac hé diéu hanh, hé
diéu hanh mang.

Trong cac hé théng may tinh don nhiém (monotasking) ¢ dién, vi
du MS-DOS, tai mot thoi diém chi cho phép ton tai mét qua trinh. Viéc
giao tiép, trao do6i thong tin chi dién ra trong pham vi cua mot chuong
trinh. D6 1a sy giao tiép gitta cac thu tuc dudi hinh thuc chia sé cac bién
toan cuc, hay bang cach truyén cac tham sé khi goi ham, thu tuc hay bang
gia tri tra vé& caa mot ham . . . Nguoc lai, trong cic hé thdng da nhiém



(multitasking) c6 nhiéu qua trinh tdn tai song song nhau, méi qua trinh
duogc thuc hién trong mot khong gian dia chi (Address space) riéng biét.
Viéc giao tiép gitra cac qué trinh muén thuc hién dugce doi hoi phai co
nhitng tién ich hd tro bai hé diéu hanh, hé diéu hanh mang. Cac tién ich
nay thudng dugc goi Voi cai tén 13 Co ché giao tiép lién qua trinh (IPC
- Inter-Process Communication).

1.2.Phan loai co ché giao tiép lién qua trinh

Céac co ché giao tiép lién qua trinh dwoc hd trg boi cac hé diéu
hanh da nhiém, hé diéu hanh mang duogc chia ra 1am hai loai:

. Loai 1: Co ché giao tiép lién qua trinh hd tro giao tiép giira
cac qua trinh trén cung mot may tinh. (Hinh H1.1)

s

Hinh 1.1 - Co ché giao tiép lién qua trinh loai 1

. Loai 2: Co ché giao tiép lién qua trinh hd tro giao tiép giira
cac qua trinh nam trén cac may tinh khac nhau (Hinh H1.2).

Hinh 1.2 - Co ché giao tiép lién qua trinh loai 2

Trong co ché giao tiép lién qua trinh trén cung mot may, dit liéu
trao doi qua lai giita cac qua trinh phai di xuyén qua hat nhan (kernel) cua
hé diéu hanh. D6 c6 thé 1a mot ving nhé dung chung cho cc qua trinh da
dugc qui dinh truéc boi hé diéu hanh, hay mot tap tin trén dia dugc quan
Iy boi hé didu hanh trong d6 mot qua trinh & ghi dir liéu vao, qua trinh
khac doc dir liéura, . . .

Trong co ché giao tiép lién qua trinh trén cac may tinh khac nhau,
dir liéu trao doi gitra cac qua trinh khong nhiing phai di qua hat nhan nhu
co ché giao tiép lién qua trinh trén mot may tinh ma hon thé cac hat nhan
cia cac may c6 lién quan phai hiéu nhau. No6i cach khac cac hat nhan
phai thoa thuan trudc véi nhau vé cac qui tic trao do6i thong tin giira
chung. Thong thuong ta goi cac qui tic nay 1a cac giao thirc (Protocol).



1.3. M6 hinh tham khao OSI

Pé dé dang cho viéc ndi két va trao ddi thong tin gitta cac may tinh
v6i nhau, vao nam 1983, T6 chuc tiéu chuan thé gisi 1SO da phat trién
mot mé hinh cho phép hai may tinh c6 thé ggi va nhan dit liéu cho nhau.
M6 hinh nay dua trén tiép can phan tang (I6p), voi mdi tang dam nhiém
mot s6 cac chirc nang co ban nao d6 va dugc goi 1a mé hinh OSI.

Pé hai may tinh co thé trao d6i théng tin duoc v6i nhau can co rat
nhiéu van dé lién quan. Vi du nhu can c¢6 Card mang, ddy cap mang, dién
thé tin hiéu trén cap mang, cach thiac dong goi dir lidu, diéu khién 15i
duong truyén ... Bang cach phan chia cac chiic nang nay vao nhiing tang
riéng biét nhau, viéc viét cac phan mém dé thuc hién ching tro nén dé
dang hon. Mo hinh OSI giup déng nhat cac hé thong may tinh khac biét
nhau khi chung trao d6i thong tin. Mo hinh nay gém c6 7 tang:

1. Tang vat ky (Physical Layer)

Piéu khién viéc truyén tai that su cac bit trén dudng truyén vat 1y.
N6 dinh nghia céc tin hiéu dién, trang thai dudng truyén, phuong phap ma
hoéa dit liéu, cac loai dau néi duoc st dung.

2. Tang lién két dir liéu (Data-Link Layer)

Tang nay dam bao truyén tai cac khung dir liéu (Frame) giira hai
may tinh c6 duong truyén vat 1y ndi truc tiép voi nhau. N6 cai dat co ché
phét hién va xtr 1y 16i dit liéu nhan.

3. Tang mang (Network Layer)

Tang nay dam bao cac gbi dir lidu (Packet) cé thé truyén tir may
tinh nay dén may tinh kia cho du khéng c6 duong truyén vat Iy truc tiép
gitta ching. N6 nhan nhiém vy tim duong di cho dir liéu dén cac dich
khac nhau trong hé thbng mang.

4. Tang van chuyén (Transport Layer)

Tang nay dam bao truyén tai dir liéu gitra cic qua trinh. Dit liéu
goi di duoc dam bao khong cé 15i, theo ding trinh tu, khéng bi mat mat,
trung lap. PSi v6i cac goi tin co kich thude Ion, tang nay s& phan chia
chang thanh cac phan nho trudc khi goi di, cling nhu tap hop lai chung khi
nhan duoc.

5. Tang giao dich (Session Layer)

Tang nay cho phép cac tng dung thiét 1ap, sir dung va xoa cac kénh
giao tiép giita chung (duoc goi 1a giao dich). N6 cung cip co ché cho viéc
nhan biét tén va cac chirc ning vé bao mat thong tin khi truyén qua mang.



6. Tang trinh bay (Presentation Layer)

Tang nay dam bao cac may tinh c6 Kiéu dinh dang dir liéu khéc
nhau van c6 thé trao do6i thong tin cho nhau. Thong thuong cac may tinh
s& théng nhat véi nhau vé mot kiéu dinh dang di liéu trung gian dé trao
d6i thong tin gitra cac may tinh. Mot dir lidu can goi di s& duoc ting
trinh bay chuyén sang dinh dang trung gian truéc khi né duoc truyén lén
mang. Nguoc lai, khi nhan di liéu tir mang, tang trinh bay s& chuyén di
liéu sang dinh dang riéng ctia no.

7. Tang &ng dung (Application Layer)

Pay la tang trén cliing, cung cap cac ang dung truy xuat dén cac dich
vu mang. N6 bao gém cac mg dung cta nguoi dung, vi du nhu cac Web
Browser (Netscape Navigator, Internet Explorer ), cac Mail User Agent
(Outlook Express, Netscape Messenger, ...) hay cac chuong trinh lam
server cung cip cac dich vu mang nhu cic Web Server (Netscape
Enterprise, Internet Information Service, Apache, ...), Cac FTP Server, cac
Mail server (Send mail, MDeamon). Nguoi dung mang giao tiép truc tiép
VGi ting nay.

V& nguyén tic, tang n cia mot hé théng chi giao tiép, trao doi
thong tin véi tang n cua hé thong khac. Mdi tang s& co cac don Vi truyén
dir liu riéng:

=  Tang vatly: bit

= Tang lién két dir liéu: Frame

= Tang mang: Packet

= Tang van chuyén: Segment

Trong thuc té, dir liéu dugc gai di tir tang trén xudng tang dudi cho
dén tang thap nhat cua may tinh goi. O d6, dit liéu s& dugc truyén di trén
duong truyén vat Iy. M3i khi dir lidu duoc truyén xudng tang phia dudi thi
n6 bi "goi" lai trong don vi dit lidu cua tang dudi. Tai bén nhan, di liéu
s& duoc truyén nguoc 1én cac tang cao dan. Mdi lan qua mot ting, don vi

dir liéu tuong

ung s& duocC

“thao” ra. Data Encapsulation
bon vi dir liéu cua
~ . \ M v - .
mdi tang s& (Application ; Application | ¢6 mot  tiéu
X Presentation maty Presentation “n
de  (header) riéng, duoc
. w Session ir | Session hinh 1.3
mo ta trong e— e Traisport nh 1.
Network Hesder Loty Network
Data Link || frame]temonp, ) e Bl Data Link
Physical A0HANAA01I000] § == Physical




Hinh 1.3 - X Iy dit liéu qua cac tang

OSlI chi 1a mé hinh tham khao, mdi nha san xuat khi phat minh ra
hé théng mang caa minh s& thuc hién cac chuc ning & ting ting theo
nhitng cach thuc riéng. Céc cach thiic nay thuong dugc mo ta dudi dang
cac chuan mang hay cac giao
thirc mang. Nhu vay din dén .
truong hop cung mot chuc e

nang nhung hai hé théng mang e 18 s Fik 10
khac nhau s& khong tuwong tac | i i H:
dugc va6i nhau. Hinh 1.4 s€ so ' =103
sanh kién trac cua cac he didu [t =EHRE SPX e
hanh mang thong dung véi [tie ' S

mo hinh OSI. Safimc b Lo LanDrvex

Plisyral Fhisyral Flusyal Prosyral

Hinh 1.4 - Kién trac cua mot sé hé diéu hanh mang thong dung

Pé thuc hién cac chic niang & tang 3 va tang 4 trong mo hinh OSI,
mdi hé théng mang sé ¢ cac protocol riéng:

. UNIX: Tang 3 dung giao thuc IP, ting 4 giao thirc TCP/UDP

. Netware: Tang 3 dung giao thirc IPX, tang 4 giao thic SPX



" Windows NT: chi dung 1 giao thiuc NETBEUI

Néu chi dung lai ¢ day thi cac may tinh UNIX, Netware, NT s&
khong trao dbi théng tin dwoc véi nhau. Véi sy I6n manh cua mang
Internet, cac may tinh cai dit cac hé didu hanh khac nhau doi hoi phai
giao tiép duoc véi nhau, tic phai st dung chung mét giao thirc. Do chinh
1a bo giao thuc TCP/IP, giao thirc ciia mang Internet.

1.4.Mang TCP/IP

P4y 1a kién tric ctia mang Internet, chi gdm 5 tang nhu hinh vé& duéi

Process

Tiarsport Tiarspoet

Hetarodk Hetarodk
Dat-lnle DiataInk

Pleaal Plusyal

Hinh 1.5 - Kién trac mang TCP/IP
Nguoi ta con goi mo hinh nay la moé hinh OSI don gian. Cac giao
thic duge str dung trén mdi tang duoc qui dinh nhu sau:

Appheation Prooonl A ppbic aticn Protoecl Process
............... _n.-_-_._-._-_-.--.-_.-.-_._-._._-.--.-.-.I_._.-_._-.-._-. Layer
----------------- T P e
TCF DF Trarspot
( Trarsrvission Covtcl PaoiocD) (User Datzmon Protoecl) Layer
Ir
(Teteamiet Hetarcak
protoeal) Lawr
_________ F
¥
Hardrae Dat-lnk
Drtertine Lamr

Hinh 1.6 — B¢ giao thuc TCP/IP
Tang 3 st dung giao thuc IP, ting 4 c6 thé sir dung giao thicc TCP
& ché a6 co ndi két hoic UPD ¢ ché d6 khong ndi két.



Tang 5 1a ting cua cac tng dung. Mdi loai tng dung phai dinh
nghia mot giao thic riéng dé cac thanh phan trong ung dung trao doi
thong tin qua lai v6i nhau. Mot sé ung dung phd bién da trd thanh chuan
cua mang Internet nhu:

= Ung dung Web: St dung giao thicc HTTP dé tai cac trang web tir
Web Server vé Web Browser.

= Ung dung thu dién tir: St dung giao thic SMTP dé chuyén tiép
mail goi di dén Mail Server cua ngudi nhan va dung giao thirc POP3 hoic
IMAP dé nhan mail vé cho nguoi doc.

= Ung dung truyén tai tap tin: Sir dung giao thic FTP dé tai
(download) cac tap tin tir cac FTP Server ¢ xa vé may nguoi dung hay
nguoc lai.

Thong thuong cac tang 1,2,3 va 4 duoc phét trién bai cac nha san
xuat hé¢ diéu hanh, nha san xuat cac thiét bi phan cang mang. Ching
dam nhan nhiém vuy truyén tai thong tin cho cac qua trinh trén tang ung
dung. Chung cai dit cac co ché giao tiép lién qué trinh dé cac qua trinh
trén tang Gng dung c6 thé truy xuat dén dich vy truyén tai thong tin do
chung cung cép. Trong khi d6, ting 5 13 noi cac nha san xuat phan mém
khai thac dé tao ra cac tng dung giai quyét cac van dé khac nhau cua
cudc sdng. N duge xem nhur 1a tang xu 1y thong tin.

1.5. Dich vu mang

Dich vu mang (Net service) 1a mot chuong trinh rng dung thuc hién
mot tac vu ndo d6 trén hé théng mang.

Vidu:

= Dich vy in trén mang cho phép nhiéu may tinh cung sir dung mot
may in.

* Dich vu tap tin trén mang cho phép chia sé chuong trinh, dir liéu
gitra cac may tinh.

= Dich vu web cung cép cac trang web cho cic may tinh khac nhau

C6 nhiéu mé hinh khac nhau dé xay dung cac dich vu mang. Mot
trong nhitng mé hinh duoc sir dung kha phd bién 1a mo hinh Client-
Server. Pay 1a mot mo hinh co ban dé xay dung cac dich vu mang.

1.6. M6 hinh Client — Server

1.6.1. Giéi thigu



Trong mo hinh nay, chuong trinh tng dung duogc chia thanh 2 thanh
phan:

=  Qud trinh chuyén cung cap mot s6 phuc vu nao d6, chang
han: phuc vu tap tin, phuc vu may in, phuc vu thu dién tu, phuc vu
Web... Cac qua trinh nay dugc goi la cac trinh phuc vu hay Server.

= Mot s6 qua trinh khac c6 yéu cau st dung cac dich vu do cac
server cung cap duoc goi 1a cic qué trinh khach hang hay Client.

Viéc giao tiép gitra client va server dugc thuc hién dudi hinh thirc
trao ddi cac thong diép (Message). Dé duoc phuc vu, client s& goi mot
thong diép yéu cau (Request Message) mo ta vé coéng viéc mudn server
thuc hién. Khi nhan dugc thong diép yéu cau, server tién hanh phan tich
dé xac dinh cong Viéc can phai thyc thi. Néu viéc thuc hién yéu cau nay
c6 sinh ra két qua tra vé, server s& goi né cho client trong mot thong diép

tra loi (Reply ... St Message).
Dang thuc (format) | va y nghia
cia cac thong diép : trao doi gitra
client va server duoc ' qui dinh 10
boi giao thac (protocol) cua
ung dung.

Hinh 1.7 — M6 hinh Client-Server
Qua trinh dang dugc thuc thi
............. Qua trinh dang bi nghén
1.6.2. Vi du vé dich vu Web.
Dich vu web duoc td chitc theo mé hinh Client -Server, trong do:

= Web server san sang cung cap cac trang web dang dugc luu
trir trén dia cung cuc bd ctia minh.



Web Client, con goi la cac Browser, c6 nhu cau nhan cac trang
web tir cacWeb Server

HTTP 1a giao thirc trao ddi thong tin qua lai gitta Web client
va Web Server.
Thong diép yéu cau 1a mot chudi co dang sau:
Command URL HTTP/Ver \n\n
Thong di€p tra 101 c6 dang sau:
<HEADER>\n\n
<CONTENT>



1.6.3 Cac ché d¢ giao tiép

Qua trinh giao tiép giira client va server c6 thé dién ra theo hai ché do 1a
nghén blocked) hay khong ngh&n (Non blocked).

1.6.3.1. Ché d@ nghén :

Cliead Sermr
recenve()
b1 :
Wi e | e
NE. ° Fequest message - i ligu
liéu chus i e
duice nhén ; cxrs

— (8 dhsh dang dvide dox o
“+ =0 (uf choh dang bi nghin

Hinh 1.8 - Ché d¢ giao tiép nghén

Trong ché d6 nay, khi qua trinh client hay server phat ra 1énh goi dir liéu,
(thong thudng bang 1énh send) , su thuc thi ctia nd s& bi tam dung cho dén khi
qua trinh nhan phat ra I¢nh nhan s6 dit liéu do (thuong 1a Iénh receive).

Tuong tu cho truong hop nhan dir liu, néu qua trinh nao do, client hay
server, phat ra 1énh nhan dir liéu, ma & thoi diém d6 chua co dit lidu goi dén, su
thue thi ctia no ciing tam ding cho dén khi c6 dit liéu goi dén

1.6.3.2. Ché @9 khong nghén:

Trong ché d6 nay, khi qua trinh client hay server phat ra 1énh goi dit liéu, su
thuc thi cua né van dugc tiép tuc ma khong quan tam dén viéc co qua trinh nao
phat ra 1énh nhan s6 dir liéu d6 hay khong.

Tuong tu cho truong hop nhan dir li¢u, khi qua trinh phat ra 1énh nhan di
liéu, né sé nhan duogc sb lugng dir li€u hién co (bﬁng 0 néu chua c6 qué trinh nao
gdi1 dir 1iéu dén). Su thuc thi cua qua trinh van dugc tiép tuc.

Trong thyc té can cht ¥ dén ché do giao tiép nghén khi lap trinh, vi né co thé



dan dén truong hop chuong trinh bi "treo" do sb 1an goi va nhan giit liéu khong
bang nhau giira hai bén giao tiép.
Cliert Server
wozive()
send()

Fequest message

— (s ruwhdang duoe dur di
“- - (as ruwhdang bi nghén

Hinh 1.9 - Ché d9 giao tiép khong nghén
1.7. Cac kiéu kién triic chwong trinh

O muc luan 1y, cac chuc ning ma mot chuong trinh tng dung thuc hién c6
thé xép thanh mét trong 3 loai sau:

1. Cac chuc nang thuc hién viéc tuong tac véi nguoi dung nhu tao cac giao
dién nhap liéu hay in cic bao biéu, thong bao ra man hinh. Cac chuc nang nay
duoc goi chung 1a Dich vu giao dién ngwoi dung (User Interface Service).

2. Cac chuc nang tinh toan cac dir liu, xur 1y thong tin theo nhiing qui
luat (rule), giai thuat dugc qui dinh boi van dé ma ung dung giai quyét. Cac chuc
nang nay duoc goi chung la Dich vu nghiép vu (Business Rule Service).

3. Trong qua trinh tinh toan, chuong trinh tng dung can truy van dén céac
thong

tin da c6 duoc luu trén dia cung hay trong cac co s& dir liéu. Ciing nhu
can thiét phai luu lai cac két qua tinh toan dwoc dé st dung vé sau. Cac chuc
nang nay duoc goi chung la Dich vu lwu trir (Data Storage Service).

O muc vat 1y, cac chuc ning nay co thé duoc cai dit vao mot hay nhiéu tap
tin thyc thi hinh thanh cac kiéu kién tric chuong trinh khac nhau. Cho dén thoi
diém hién nay, nguoi ta chia kién trac cua chuong trinh thanh 3 loai dugc trinh
bay tiép theo sau.

1.7.1. Kién tric don tang (Single-tier Architecture)

Trong kiéu kién tric nay, ca 3 thanh phan cua chwong trinh Gng
dung (User



Interface, Business Rule, Data Storage) déu duogc tich hop vao mét tap tin thuc
thi.

Vidu: BKAV, D2, Winword, . . .

Cac ung dung kiéu nay chi dugc thyc thi trén mot may tinh.

User Interface

Business Rule

Data Storage

Hinh 1.10 - Kién trac chuong trinh don tang
Uu diém:
Dé dang trong thiét ké cai dat tmg dung kiéu nay.
Nhuoc diém:
= B61 vi ca 3 thanh phﬁn duoc cai vao mdt tap tin thuc thi, nén viée
stra 10i hay nang cap chwong trinh thi rt khé khan. Toan bo
chuong trinh phai bién dich lai cho du chi stra doi mot 13i rat nho
trong mot thanh phan nao d6 ( User Interface chang han).
= Viéc bao tri, ndng cap 4n ban méi 1a mot cong viée cuc ky ning né
vi ta phai thuc hién viéc cai dat trén tat ca cac may tinh.
= Trong kiéu nay, mdi may tinh duy tri mot co so dit liéu riéng cho
nén rat kho trong viéc trao d6i, tong hop di liéu.
= May tinh phai du manh dé c6 thé thuc hién dong thoi ca 3 loai dich
VUL
1.7.2. Kién truc hai ting (Two - Tier Architecture)
Kién tric nay con duogc biét dén voi tén kién trac Client-Server. Kién tric
nay gém 2 chuong trinh thuc thi: chuong trinh Client va chuong trinh Server. Ca



hai chuong trinh c6 thé dugc thyc thi trén cing mot may tinh hay trén hai may tinh
khac nhau.

Client va Server trao dbi thong tin voi nhau dudi dang céc thong diép
(Message) . Thong diép goi tir Client sang Server goi 1a cac thong diép yéu cau
(Request Message) mo ta cong viéc ma phan Client mubn Server thuc hién.

Eecquest -

Client SErVeEr
q Eeply

Hinh 1.11 - Kién trac chuong trinh Client-Server

MOdi khi Server nhan duoc mot thong diép yéu cau, Server s& phan tich
yéu cau, thuc thi cong viéc theo yéu cau va goi két qua vé client (néu co) trong
mot thong diép tra 101 (Reply Message). Khi van hanh, mt may tinh lam Server
phuc vu cho nhiéu may tinh Client.

Mobi mot ung dung Client-Server phai dinh nghia mot Giao thire
(Protocol) riéng cho su trao doi thong tin, phdi hop cong viéc giita Client va
Server. Protocol qui dinh mot sé vén dé co ban sau:

» Khuon dang loai thong diép.

= S6 luong va y nghia caa ting loai thong diép.

= Céch thuc bét tay, dong bo hoa tién trinh truyén nhan giira Client
va Server.

Thong thuong phan client dam nhan cac chic niang vé User Interface, nhu
tao cac form nhap liéu, cac thong bao, cic bao biéu giao tiép véi nguoi dung.
Phan Server dam nhan cac chic ning vé Data Storage. Nho d6 dé dang
trong viéc bao tri, chia sé tong hop dit liéu trong toan bd cong ty hoic to chic.
Céc chuc nang vé Business Rule co thé dugc cai dat & phan client hoic &
phén server tao ra hai loai kién trac Client - Server la:
= Fat Client
= Fat Server.
1.7.2.1. Loai Fat Client



Trong loai nay Business Rule dugc cai dit bén phia Client. Phan Server
chu yéu thuc hién chic nang Vé truy van va luu trit thong tin.

Eecquest
TTzer Intetface >

Data Storage
Buaness REule q Eeply

Hinh 1.12 - Kién trac chuong trinh Client — Server theo kiéu Fat Client
Uu diém
» Tao ra it giao thong trén mang nho dir liéu tam thoi trong qua trinh
tinh toan duoc luu tai Client.
Nhuoc diém
= Vi Business Rule dugc cai dit trén phia Client, do1 ho1 may tinh thuc
thi phan Client phai du manh, dan dén ton kém trong chi phi dau tu
phan ctrng cho cac cong ty xi nghiép.
= Phai cai lai tit ca cac may tinh Client khi ning cap chuong trinh.
1.7.2.2. Loai Fat Server
Trong loai nay, phan 16n cac chuc nang vé Business Rule duoc dit ¢ phan
Server. Phan Client chi thuc hién mot sé chic nang nhoé cua Business Rule vé
Kiém tra tinh hop 1€ cua dir liéu nhap béi nguoi dung.

Eecquest

> Eusiness Eule

Tser Inteiface

q Eeply Data Storage

Hinh 1.13 - Kién trac chuong trinh Client — Server theo kiéu Fat Server
Uu diém
= Vi Business Rule dugc dit ¢ phan Server, cac may tinh Client khong
can phai ¢6 cdu hinh manh.
= Viéc nang cip chuong trinh khi Business Rule thay d6i tré nén nhe
nhang hon vi chi phai cai dat lai phan Server.
Nhuoc diém
= Tao ra nhiéu thong diép trao d6i giira Client va Server 1am ting giao
thong trén mang.
= Ting tai trén may Server vi nd phai dong thoi thuc hién cac chuc
nang cua Business Rule va Data Storage lam giam hi€u ndng cua
chuong trinh.



1.7.3. Kién trac da tang (N-Tier Architecture)

Pay 1a kién trac cho cac Ung dung phan tan (Distributed Application).
Thong thuong 13 kién tric 3 ting. Chuong trinh ¢ng dung duogc tach thanh 3 phan
riéng biét twong ung cho 3 chuc nang User Interface, Business Rule va Data
Storage. Vi cac chuac nang thuoc vé Business Rule duoc tach thanh mét phan
riéng, nd c6 thé duoc thyc thi trén mot may tinh Server riéng giai quyét dugc hau
hét cac nhugc diém méc phai cia kién triac don ting va kién tric hai tang noi trén.

Feguest - _
TTaer Business

Intetface Eule
« Eeply - Eeply

Renguest >

Data Storage

Hinh 1.12 - Kién triac chuong trinh da tang

Kién trac ndy dap tng tét v6i nhitng thay doi vé qui luat xir 1y dix liéu cua
van dé ma mg dung giai quyét. Viéc thay do6i chi anh huong trén ting Business
Rule ma khong anh huong dén hai tang con lai.

Thong thudng, nguoi ta goi tén cac thanh phan trén 1a:

Client — Application Server — Database Server

1.8.Bai tap

Baitap 1.1: Protocol HTTP

Tim doc va viét mot bao cdo khong qua 10 trang vé giao thirc HTTP.
Bai tap 1.2: Chat Protocol

Tim hiéu vé dich vu Chat trén mang Internet. Viét mot bang bao céo
khong qua 10 trang trinh bay 2 ndi dung sau:

= Mot bang md ta cac chuc ning thuong duoc hd tro trong mot dich vu
Chat.

= Xay dung Chat Protocol riéng cua ban trong d6 mo ta:
e Cac chuc nang ho trg boi Chat Server.
e Khuon dang (Format) va cac loai thong diép (Message) hd tro boi
e Protocol.
e So db trang thai hoat dong cua server va client (giai thuat).
e Minh hoa cac kich ban khac nhau cho tirng chirc nang cta dich vu.
Bai tap 1.3: POP3 Protocol
Tim doc va viét mot bao cao khong qua 10 trang vé giao thirc POP3.



BAI 2: /0 TRONG .NET FRAMEWORK

Ma bai: MD 38.2

Muc tiéu cua bai:
- Trinh bay duoc khong gian tén I/O ap dung cho cic mang truyén dit lidu.
- Liét ké cac thanh phan cua khong tén System.IO.Streams c6 sir dung lién quan

dén mang.
- MO ta duoc dodi tuong Streams.
- Sir dung khong tén System.IO dé ghi va doc cac dit liéu 1én cac ving luu trit.
- Sir dung khong tén System.IO dé chuyén tai dit liéu, truy van dir liéu trén mang.
- Thuc hién céac thao tac an toan vdi may tinh.
2.1 Giéi thiéu vé khong gian tén 10.

2.1.1 Tong quan vé NET Framework
NET Framework 13 thanh phan nén tang cho moi cong cu phat trién tng dung
NET
NET Framework dugc thiét ké nham hd tro cho cac trinh tng dung va cic service
the hé ke tiép
Cung cép cac 16p d6i tuong (Class) dé co thé goi thi hanh cac chirc ning ma ddi
tuong do cung cap

Cung cp hon 5000 16p d6i twong dé goi thuc hién du cac loai dich vy tir hé diéu
hanh

Kién trac

Asp.Net (Web Form, Windows Desktop Ado.Net § Ado.Net Entity
MVC, WebPage, SPA) Apps (Windows Forms) Framework

WCF Asp.NET
Web AP
Windows WPF Silver Light LING Farallel SignalR WF
Store Apps Extension
Base Class Languages Dynamic Language J§ Managed Extensibility Portable WinRT
Library (CH#, VB.Net etc.) Runtime Framework Class Library

Common Language Runtime

Operating System

Hé théng namespace trong .NET Framework




System.Windows.Forms
Design ComponentModel
[ Description ] | HtmIControls

I Discovery | | | WebControls
I Protocols System.Drawing

Caching Drawing2D Printing
Imaging Text

Runtime
InteropServices

Remotin
| Serialization \

Cac kicu dit ligu

Khai niém

Trong cac ngdn ngit 1ap trinh cép cao ludn cd cac qui dinh vé dinh nghia dit liéu
trong 14p trinh

Kiéu 1a khai niém am chi viéc dinh nghia hinh thai, clu trac va gia tri cua dir ligu,
bao gom cach biéu dién va xu ly ctua dit liéu

Kiéu dit liéu trong .NET dugc mo ta chi tiét trong mot cAu tric goi la Common
Type System (CTS)

Kiéu dir liéu trong .NET dwoc chia thanh nhiéu loai:

Kiéu gia tri (Value Types)

Kiéu tham chiéu (Reference Types)

Kiéu do nguoi dung dinh nghia (User-defined Types)

Kiéu liét ké (Enumerations)

MBbi kiéu dit liéu trong .NET 1a mot doi tugng, nghia 13 né co cac thudc tinh va
phuong thirc riéng. Mot trong nhiing phuong thic thuong dung nhat l1a Parse
va ToString

Cach tao va sir dung cac kiéu dir liéu



Céc kiéu gia tri (Value Types)

Céc kiéu tham chiéu (Reference Types)

Céc kiéu gia tri (Value Types)

Bao gdm cac kiéu dit liéu s6 hoc ngay gio, kiéu luan 1y, kiéu do nguoi dung dinh
nghia va kiéu liét ké

Céc bién c6 kiéu gia tri 1a nhimg bién chua truc tiép dir liéu cua ching thay vi chira
mot tham chiéu tGi dit liéu duoc luu trit tai mot noi nao do trong bd nhd (memory)
Céc instance cua kiéu gia tri dugc luu trit trong mot vung nhd duoc goi 1a stack, &
d6 tai thoi diém van hanh (runtime) cé thé tao (create), doc (read), cap nhat
(update), va loai bé (remove) ching mdt cach nhanh chong

Céc kiéu gia tri tong quat:

Céc kiéu gia tri duoc xay dung san (Built-in types)

Céc kiéu do ngudi dung dinh nghia (User-defined types)

Céc kiéu liét ké (Enumerations)

Kiéu gia tri duogc xay dung san (Built-in types)

La céc kiéu co s& do NET Framework cung cép, cac kiéu dir liu khac déu duoc
xay dung dua trén cac kiéu dir liéu co s¢ nay

Tat ca cac kiéu dang s6 (numeric types) duoc xay dung sin déu thudc loai kiéu gia
tri

Viéc st dung alias hoan toan twong duong véi cach sir dung tén kiéu theo cach day
du, tuy nhién hau hét cac 1ap trinh vién sir dung alias dé chung ngan gon hon.

Khi gan cac bién kiéu gid tri voi nhau, dir liéu dugc sao chép tir bién nay téi bién
kia va duogc luu trir tai hai vi tri khac nhau trén stack

Céc kiéu gia tri thuong duoc dung dé trinh bay cac gia tri don gian

Bang sau liét ké cac kiéu s6 thudng ding nhat:



Kiéu/Alias C# Kich thwéc | Mién gia tri (Range)

System.SBytelsbyte 1 byte -128 - 127

System.Bytelbyte 1 byte 0 - 255

System.Short/short 2 bytes -32768 < 32767

System.Integerfint 4 bytes -2147483648 < 2147483647

System.Ulntegeriuint 4 bytes 0 = 4294967295

System.Longllong 8 bytes -9223372036854775808->
9223372036854775807

System.Singlelfloat 4 bytes -3.402823E+38 - 3.402823E+38

System.Doublel/double 8 bytes -1.79769313486232E+308
=1.79769313486232E+308

System.Decimalldecimal 16 bytes | -79228162514264337593543950335 <>
79228162514264337593543950335

Kiéu/Alias C# Kich thwée | Mién gia tri (Range)
System.Char/char 2 bytes N/A
System.Boolean/bool 4 bytes N/A

System.DateTime 8 bytes 1/1/0001 12:00:00 AM =
(Dateldate) 12/31/9999 11:59:59 PM

Kiéu do ngudi dung dinh nghia (User-defined Types)
Kiéu do nguoi dung dinh nghia con duogc goi 1a céc struct. Gidng nhu céac kiéu gia
tri khéc, cac instance cua cac kiéu do ngudi dung dinh nghia duoc luu trit trén
stack va chira truc tiép dit liéu ctia chung
struct 1a mot kiéu cu trac hdn hop cua nhiéu kiéu khac nham muc dich dé dang
lam viéc véi dang dir liéu quan hé
struct ¢6 cAu trac tuong tu nhu class, tuy nhién struct c¢é kiéu gia tri con class co
kiéu tham chiéu
//Khot tao
struct Nhan_Vien
{

public string Ma_so;

public string Ho_ten;

public date Ngay_sinh;

public double He so luong;



//Khai bao bién nhan vién va gan cac gia tri

Nhan_Vien nv;

nv.Ma_so = "MS01"

nv.Ho ten ="Vo6 Nhat Nam"

nv.Ngay_sinh = DateTime.Parse(*'10/10/1989")

nv.He_so luong =2.0

Kiéu liét ké (Enumerations)

Kiéu liét ké 1a cac ky hiéu c6 cting mot ho (co lién quan véi nhau) c6 cac gia tri cd
dinh.

Kiéu liét ké duoc dung dé cung cép mot danh sach chon lya cho 14p trinh vién sur
dung

Luu ¥: khi khai bao kiéu liét ké chi c6 thé sir dung céac kiéu sd nguyén nhu byte,
sbyte, short, ushort, int, uint, long hoac ulong

enum Titles : int { Mr, Ms, Mrs, Dr };

Néu ban tao mét instance cla kieu Titles , Visual Studio
sé hién thi mot danh sach cac gia tri c6 san dé gan gia tri
cho bién

Titles t = Titles.Dr;
Console.WriteLine("{0}.", t); // Displays "Dr."
Céch khai bao cac kiéu gia tri
Céac kiéu gia tri c6 mot khéi tao (constructor) ngﬁm dinh, do vay ban khong can
phai bao gom trong phan khai bao tir khéa New nhu khi khai bao véi class
bool b = false;
Trong C# mdi cau 1énh duoc két thac bai dau ;"
NET cung cip mét kiéu méi d6 1a kiéu Nullable cho phép kiém tra liéu mot bién
da duoc gan gia tri hay chua
Nullable<bool> b = null;
// C# cho phép sir dung ky hiéu thé hién nhanh nhu sau
bool? b = null;



Mot bién c6 kiéu nullable cho phép str dung cac thanh vién HasValue va Value.
Ban c6 thé su dung HasValue dé kiém tra liéu c6 hay khong mét gid tri da dugc
thiét lap
if (b.HasValue)

Console.WriteLine("b is {0}.", b.Value);
else

Console WriteLine("b is not set *);
Céc kiéu tham chiéu (Reference Types)
Céc kiéu tham chiéu luu trit dja chi dir liéu cua ching ¢ , cling dugc hiéu nhu 13
mot con trd (pointer), trén stack.
Dit liéu thuc sy ma cac tham chiéu dia chi tham chiéu t&i duge luu trix trong mot
vung bo nhé dugc goi 1a heap
Hau hét cac kiéu trong .NET Framework 1a kiéu tham chiéu. Cac kiéu tham chiéu
cung cép rat nhidu cho tinh linh dong, uyén chuyén, chung mang dén kha ning
thuc thi hoan hdo khi géi chiing td1 cac phuong thirc
Céc kiéu tham chiéu dugc x4y dung sin
Thoi diém van hanh (runtime) quan 1y bd nhd bang viée sit dung heap thong qua
mot tién trinh duoc goi 13 garbage collection. Garbage collection s& khdi tao bo
nhdé theo chu ky dua theo nhu cau béng cach loai bo cac dbi tuong khong con duoc
tham chiéu nira.

C6 khoang 2500 kiéu tham chiéu dugc xdy dung san trong .NET Framework
(khong dugc dan xuét tir System. ValueType)

Céc kiéu tham chiéu thuong dung:

Cac kiéu tham chiéu thwéng dung:

Kiéu Y nghia str dung
System.Object Kiéu tbng quat
System.String D{ liéu dang Text
System. Text.StringBuilder | D liéu dang Dynamic text
System.Array Mang dir liéu
System.l0.Stream B6 dém (Buffer) cho tap tin, thiét bi
System.Exception Kiém soat hé théng va trinh (rng dung

Str dung string va StringBuilder



Khi c6 bat ky stra d6i ddi voi chudi tai thoi diém van hanh s& tao nén mot chudi
mai va bo di chudi cii

string s = "this is some text to search”;

s = s.Replace("search”, "replace");

Console.WriteLine(s);

Poan mi 1énh sau day s& cap phat bdn chudi méi trong bd nhd: Chi chudi sau cling
la c6 mot tham chi€u; ba chudi kia s€ dugc dispose khi cong cu thu gom rac lam
viéc

string s;

s = "wombat"; // "wombat"

s += " kangaroo"; // "wombat kangaroo"

s += " wallaby"; // "wombat kangaroo wallaby"

s += " koala"; // "'wombat kangaroo wallaby koala"

Console.WriteLine(s);

Viéc ngan ngira cac loai chudi tam thoi ndy gitp tranh gom rac khong can thiét, cai
thién hi€u suat hoat dong. C6 mot sé cach dé ngan ngtra cac chuoi tam thoi:

Str dung cac phuong thitc Concat, Join, hay Format cta 16p String ghép nhiéu item
trong mot cau 1énh don 1¢

Str dung 16p StringBuilder dé tao cac chudi dang dynamic (c6 thé bién doi -
mutable)

System.Text.StringBuilder sb = new

System.Text.StringBuilder(30);

sb.Append("wombat"); // Build string.

sb.Append(" kangaroo");

sb.Append(" wallaby");

sb.Append(" koala ); ");

string s = sb.ToString(); // Copy result to string.

Console.WriteLine(s);

Su chuyén d6i gitra cac kiéu

Chuyén d6i ngam dinh: C# chap nhan sy chuyén kiéu ngam dinh néu kiéu dich c6
thé thich hop voi tat ca cac gia tri c6 thé nhan tir ki€u ngudn.

Chuyén ddi tudng minh: tit ca cac bién trong C# phai duoc khai bao kiéu mot cach
r0 rang, va trinh bién dich ki€m tra tinh nhat quén vé ki€u cua bi€u thirc.



inti=1;

double d = 1.0001;

d = i; // Su chuyén ddi dugc chap nhan

C6 thé thuc hién viéc chuyén ddi kiéu tuong minh bang cach sir dung toan tir
chuyén kiéu (hay ép ki€u - cast operator), n6 c6 dang:

long L = 32769;

int | = (int) L;

Co ché Boxing va Unboxing: boxing chuyén d6i mot kiéu gia tri téi mot kiéu tham
chiu, va unboxing chuyén d61 mét ki€u tham chiu td1 mét ki€u gia tri.

inti=123;

object o = (object) i; // co ché boxing

object j = 123;
int k = (int)j; //co ché unboxing
St dung toan tir as: toan tir as cling dugc dung gidng nhu ép kiéu véi mot sé luu
V:
int j;
object i ="35";
j=iasint;
// Poan I¢nh trén s€ xay ra 161 do int 1a kiéu gia tri
//Néu khong thé chuyén doi kiéu nd s , nd sé tra vé gia tri null
string j;
object i ="35";
j =1asstring;
if (j ==null)
Console.WriteLine("i khong phai 1a chudi");
else
Console.WriteLine("i 1a chudi");

Str dung cac phuong thirc Convert:
Céc thanh vién public duoc chia s& cua 16p System.Convert co thé duoc sir dung
dé chuyén doi mot kiéu dit lidu co so t6i kiéu dir liéu co so khac



St dung Object Browser dé xem va tim hiéu nhitng phuong thirc chuyén doi sin co
(Dé md cong cu Object Browser: chon thuc don view => Object Browser)

Object Browser| Start Page | Program.cs® | - ¥
Browse: Al Compoments LR B ‘?; ﬂ -
convert . J % W ChangeTypelobject, System, Type, Sysbem. [FormatProvider) -
o ChangsTypeiubpel, Systen, Type)
m — W ChangeTypelobject, System, TypeCode, System, IFormatProvider) b
% System. Drawing, Printing. PrinterUnitCorvert.C_ | @ ChangeType(object, System, Typecods)
W System, Ovawing, Frinting. PrinterintCanvest. & FromBases4Charteray(char[, int, int)
& System, Drawing, Prinking. PrinterUnitCarmeert € % FromBases4string(string)
i Syskam, Drasving, Printing. Prinker UnitCormsert. C i GetTypeCode|abject)
i Spebam, Drasving, Brinking . Pringer UnibZorpeart % IspeNuliobjecr)
% System. Dranving. Printing. Pririer LinitCorvert. £ % ToBasefdCharirray(byta[], int, int, char[], irk, System.BasetdFormatting
% System.Runtime. Serialzation. Formatter Conve iy ToBasetd4Charfrray(byte[], int, ink, char[], int)
W System,Runtime, Serialization. FormatterConve i@ ToBasetdStringibytel], int, nt, System, Basef4FormattingOptons)
W Systemn, Runtime, Serialization. JFormatt er Comm & ToBasesdstringibutel], int, Nt
W System, Runtime, Serialization. IFormatt erConme % ToBasetdStringibyte[], System. Bassé<FormattingOptions)
i Syckam, Touk, Decoder, Canvarkibyta™, ink, cha W |0HaSERTSIrgEYTE )
@ System, Text, Decoder, Convert(byte[], int, int % ToBoclean(System, DabeTime)
@ System, Text, Encoder, Conwert(char™, ink, byt & ToBoslean(decknal
i System, Texk, Encoder, Convert{char[ ], int, ink, % ToBoclean(dable)
& Syskem, Texk. Encoding. Convert] Swstem, Text, % ToBaclean{foat)
% System, Text, Encoding, Convert(System. Text. % ToBoaksanistring, System. IFormatProvider)
9 System. Web. UL WebControls, BasaComparel & ToRAnEART<rrnm -
% System. Web. LIl WebControls BaseComparey: || 4] _l-|_|
iy System. Windows, Formes, Design, &xParameterl publc static dass Convert
iy System. Windows, Formes, Design, &x=Pararmeber] Member of System
@ Microsoft. VisuslBasic. ApplcationServices Buil
i System, Array . Converball<TInput, TOULpUL = SLIMIMLAry :
& Systein. Char ConweartFromUtF 320nty Corwerts a base data type to another base data type.
W System, Char, ConwertToLF32(char, char) _Iﬂ
1| | »

//chuyén doi tir kiéu s6 thuc sang kiéu s6 nguyén
double SoThuc = 23.15;
try
{
int SoNguyen = System.Convert. ToInt32(SoThuc);

}

catch (System.OverflowException)
{
System.Console.WriteLine("Ldi do sd can chuyén 16n hon bién chira két qua
chuyén.");
by
//chuyén doi tur ki€u so thuc sang kiéu chuoi
double SoThuc = 23.15;
string strNumber = System.Convert. ToString(SoThuc);
//Str dung phuong thiic Parse cua kiéu dit lidu:
//Vidu 1: gan gié tri vao cho bién c6 kiéu ngay
DateTime Ngay = DateTime.Parse(*01/25/2008");



//Vi du 2: chuyén d6i s6 nguyén sang sb thuc
double SoThuc;

int SoNguyen = 3;

SoThuc = double Parse(SoNguyen);

2.2 Streams
2.2. 1 Giéi thiéu vé ong din

Ong dan 1a mot tién ich duoc hd tro trong hau hét cac ngdn ngit 1ap trinh
van hanh trén cac hé thong da nhiém. Ong dan cho phép hai qua trinh nam trén
ciing Mot may c6 thé trao doi dit liéu véi nhau.

Dit liéu di trén ong dan theo mot chiéu nhat dinh. Khi sit dung ng dan,
nguoi ta dung mot dau cho viée viét dit liéu vao va mot dau con lai cho viéc doc
dir liéu ra.

Pipe -
@G @
Hinh 2.1 M6 hinh éng dan

Ong dén thich hop cho trudng hop dir liéu tao ra cua qué trinh nay sé 1a dir
liu dau vao cho qua trinh kia.

Tuy nhién ta ciing c6 thé sir dung ong dan dé xay dung cac tng dung theo
kién trac Client- Server biang cach st dung hai 6ng dan: mot ong dan dé
truyén cac yéu cau (request), mot ong dan dé truyén cac tra loi (reply).

4
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Hinh 3.2 — Dung 6ng dan trong chuong trinh Client -Server

-

Cé hai loai 6ng dan:

= Ong din binh thuong ( Normal Pipe): Gigi han trong pham vi khong
gian dia chi cua mot qua trinh ma théi. N6 chi cho phép giao tiép giita qua trinh
cha vdi cac qua trinh con hay gitra cac qua trinh con cua mét qua trinh vai nhau.
Java hd trg 6ng dan loai nay. Trong dé cac qua trinh con duoc thay thé boi cac
ludng.

= Ong dan c6 tén (Named Pipe): Loai nay co thé cho phép hai qua
trinh ¢6 khéng gian dia chi khac nhau (trén cing mot may) giao tiép véi nhau.



Thuc chit né giébng nhu mot tap tin véi qui dinh rang dix lidu s& dugc ldy ra &
dau tap tin va dugc thém vao & cudi tap tin.
2.2. Ong dan trong Java

2.2.1. Gioi thiéu

Java hd tro tién ich 6ng din thong qua hai  1dp
java.io.PipedInputStream va java.io.PipedOutputStream. Ching 1a hai dau
cia mot 6ng dan. Trong d6 PipedInputStream 1a dau doc dir liu va
PipedOutputStream 13 dau ghi dit liéu ctia dng dan. PipedInputStream 1a 16p con
cia  InputStream nén né co6 tit ca cac thudc tinh cia InputStream.
PipedOutputStream 13 16p con cta OutputStream nén nd cé tat ca cac thudc tinh
cua OutputStream

2.2.2. Cac cach tao 6ng din

Pé tao mot ong dan ta chi can tao ra hai d6i twong thuoc 16p
PipedInputStream va PipedOutputStream va ndi chung lai véi nhau. Khi
d6 dir lieu d G0 Pi X oc ra ¢ dau
PipedInputStream: Pipe ”

4
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Piped OuiputSiream PipedInputStream

Hinh 2.3 - Tao 6ng dan trong Java
Cach 1
1. Tao dau doc:
= PipedinputStream readld = new PipedInputStream();
2. Tao dau ghi:
= PipedOutputStream writeld = new PipedOutputStream();
3. N&i dau doc véi dau ghi hay nguoc lai
= readld.connect(writeld);
= hodc writeld.connect(readld);
Cach 2
1. Tao dau doc:
» PipedinputStream readld = new PipedInputStream();

2. Tao dau ghi va noi vao dau doc da co:



» PipedOutputStream writeld = new PipedOutputStream(readld);

Hozc: Ta c6 thé tao dau ghi trudce rdi tao dau doc sau.

Lwu y: Cac phuong thac Kkhéi tao cua PipedinputStream va
PipedOutputStream sir dung ¢ trén doi hoi phai "bat" (catch) IOException do
chung c6 thé “quing” ra (throws)..

2.3. Dich vu phan hdi théng tin (Echo Service)

Dich vy phan hoi thong tin 1a mot dich vu tdn tai trén hé théng mang
UNIX. Dich vu nay dugc xay dung theo mé hinh Client - Server, co ché hoat dong
nhu sau:

= Phan Server: Cho nhan céc byte gdi dén tir Client. Vi mdi byte nhan
duogc, Server s& goi vé dung byte da nhan tré vé Client.
= Phan Client: Gdi cic byte sang Server, chd nhan cac byte gdi vé tur
Server.
2.4.Gia lap dich vu phan héi théng tin bang Pipe
Phan ké tiép ta xdy dung mot img dung co tén 1a PipeEcho mé phong dich
vu phan hdi thong tin ¢& minh hoa cach sir dung Pipe 1am phuong tién giao tiép
gitra cac Thread trong mét (rng dung.

K ch.ipe swlhipe /
PipedEcho

Hinh 2.4 — M6 hinh trng dung PipeEcho

Trong ung dung nay Client va Server la hai Thread thudc lop
PipedEchoClient va PipedEchoServer. Viéc trao dbi thong tin giira client va server
duogc thuc hién thong qua 2 Pipe (cwPipe-srPipe) va (swPipe-crPipe).

PipedEchoClient nhan cac ky ty to ban phim, goi chung sang
PipedEchoServer va chd nhan cac ky tu gai vé tir PipedEchoServer dé in ra man



hinh. PipedEchoServer cho nhan ting ky tu tir PipedEchoClient, doi ky tu nhan
duogc thanh ky tu hoa va goi ngugc vé PipedEchoClient.

2.4.1. Lop PipedEchoServer

Hay luu chuong trinh sau vao tap tin PipedEchoServer.java

import java.io.*;

public class PipedEchoServer extends Thread {

PipedInputStream readPipe;

PipedOutputStream writePipe;

PipedEchoServer(PipedinputStream readPipe, PipedOutputStream

writePipe){

this.readPipe = readPipe;

this.writePipe = writePipe;
System.out.printin("Server is starting . . ."); start();
¥

public void run(){

while(true) {

try{

int ch = readPipe.read();

ch = Character.toUpperCase((char)ch);
writePipe.write(ch);

}

catch (IOException ie) { System.out.printin("Echo Server Error: "+ie
by
by
by

}

2.4.2. Lop PipedEchoClient
Hay luu chuong trinh sau vao tap tin PipedEchoClient.java

import java.io.*;

public class PipedEchoClient extends Thread {
PipedInputStream readPipe;
PipedOutputStream writePipe;



PipedEchoClient(PipedInputStream  readPipe, PipedOutputStream
writePipe){

this.readPipe = readPipe;
this.writePipe = writePipe;
System.out.printIn("Client creation");
start();

by

public void run(){

while(true) {

try {

int ch=System.in.read();
writePipe.write(ch);

ch = readPipe.read();
System.out.print((char)ch);

¥

catch(IOException ie){
System.out.printin("Echo Client Error: "+ie );

k
k
k

by
2.4.3. Lop PipedEcho

Hay luu chuong trinh sau vao tép tin PipedEcho.java
import java.io.*;
public class PipedEcho {
public static void main(String argv[]){
try{
PipedOutputStream cwPipe = new PipedOutputStream();

PipedinputStream crPipe = new PipedinputStream();
PipedOutputStream swPipe = new PipedOutputStream(crPipe);

PipedInputStream srPipe = new PipedInputStream(cwPipe);
PipedEchoServer server = new PipedEchoServer(srPipe,swPipe);

PipedEchoClient client = new PipedEchoClient(crPipe,cwPipe);



} catch(IOException ie) {
System.out.printin(*Pipe Echo Error:"+ie);

}
}

by
2.4.5. Bién dich va thyc thi chwong trinh

Bién dich va thuc thi chuong trinh theo cach sau:

=% | Command Prompt - java PipedEcho

D:%progs>javac PipedEchoServer. java
D:%progs>javac PipedEchoClient. java
D:%progs>javac PipedEcho. java

D:~progs>java PipedEcho

Server is starting . . .
Client creation

Dong thu nhat nhap tu bhan phim
DONG THU HHAT HHAP TU BAN PHIH
Dong thu hai nhap tu ban phim
DONG THU HAI NHAF TU BAN PHIH

Hinh 2.5 Thuyc thi PipedEchoServer.java, PipedEchoClient.java,
PipedEcho.java

Nhap vao ban phim chudi ky tw ma ban muén rdi nhip phim Enter. Ban
s& thay chudi ky tu in hoa cta chudi vira nhap xuat hién trén man hinh.

2.5 Cau héi va bai tap
Cau 1: Trinh bay céc dic diém cua Pipe
Cau 2: Hay trinh bay cac cach tao 6ng dan
Cau 3: Dich vu phan hdi thong tin 13 gi? Trinh bay cach Gia 1ap dich vy phan hdi
thong tin bang Pipe.
Cau 4: Xay dung, bién dich va thuc thi thanh chuong trinh PipedEcho.



BAI 3: LAM VIEC VOI SOCKETS
Ma bai : MP 38.4

Muc tiéu:

Mo ta mo hinh Client/Server;
Mo ta 16p Socket;

Trinh bay ché dg lam viéc cua socket ¢ Client va Server;

Viét cac ung dung trén mang dung Socket.

Thuc hién cac thao tac an toan v&i may tinh.

3.1. Giéi thiéu vé socket

3.1.1. Gioi thiéu

Socket la mot giao dién lap trinh Gng dung (API-Application
Programming Interface). N6 dwoc giodi thiéu lan dau tién trong an ban UNIX -
BSD 3.2. du6i dang cic ham hé thong theo ca phap ngoén ngir C (socket(),
bind(), connect(), send(), receive(), read(), write(), close() ,..). Ngay nay, Socket
dugc hd tro trong hau hét cac hé diéu hanh nhu MS Windows, Linux va duoc sir
dung trong nhiéu ngdn ngir 1ap trinh khac nhau: nhu C, C++, Java, Visual Basic,
Visual C++, . ..

Socket cho phép thiét lap cac kénh giao tiép ma hai ddu kénh duoc danh dau

boi hai cong (port). Thong qua cac cong nay mot qua trinh ¢ thé nhan va goi di
li¢u v6i cac qua trinh khac.

' pott i pott

Hinh 3.1 — M0 hinh Socket




C6 hai kiéu socket:

1. Socket kiéu AF_UNIX chi cho phép giao tiép giita cic qua trinh trong
cung mot may tinh

2. Socket kiéu AF_INET cho phép giao tiép giira cac qua trinh trén nhiing
may tinh khac nhau trén mang.

3.1.2.S6 hiéu cong (Port Number) ciia socket

Dé co thé thuc hién cac cudc giao tiép, mot trong hai qua trinh phai cong bd
s6 hiéu cong cua socket ma minh st dung. Mdi cong giao tiép thé hién mot dia
chi x4c dinh trong hé thdng. Khi qua trinh duoc gan mét sé hiéu cng, nd co thé
nhan dir liéu goi dén cong nay tir cac qua trinh khac. Qua trinh con lai ciing duoc
yéu Cau tao ra mot socket.

Ngoai s6 hiéu cong, hai bén giao tiép con phai biét dja chi IP cua nhau.
Dia chi IP giup phan bi¢t may tinh nay véi may tinh Kia trén mang TCP/IP.
Trong khi s hiéu cong dung dé phan biét cac qua trinh khac nhau trén cing mot
may tinh.

Process B2 Process C
Process A Process E1

Transport protocol Transport protocol Transport protocol

MNetwork protocal Metwrotk protocal MNetwark protocal

Metwotk driwer Metwork diver Metwork diver

Host A Host B Host C

Hinh 3.2 — Cdng trong Socket
Trong hinh trén, dia chi cia qua trinh B1 duoc xac dinh bang 2 thong tin:
(Host B, Port B1):

Dia chi may tinh c6 thé 1a dia chi IP dang 203.162.36.155 hay 1a dia chi
theo dang tén mién nhu www.cdndalat.edu.vn

S6 hiéu céng gan cho Socket phai duy nhat trén pham vi may tinh 4o, c6
gia tri trong khoang tir 0 dén 65535 (16 bits). Trong dé, cac cong tir 1 dén 1023
duogc goi 1a cong hé thong dugc danh riéng cho cac qua trinh cua hé thong.


http://www.cdndalat.edu.vn/

Céc cdng mic dinh caa 1 s6 dich vu mang thong dung:

S6 hiéu cona Qus trinh hé théna

7 Dich v Echn

21 Nich v ETD

22 Dich v Telnet

2B Nich xn1 E_mail (CSANATDY
QN Nich v Wah (HTTP)
110 Nich v F-mail (POP)

3.1.3. Cac ché dd giao tiép
Xét kién trac cta hé théng mang TCP/IP

Applcaton Probeol A pplicsfiom Protocel Prncess
i_ _______________ e . - La].r&r
i ¥ T meRETEEAEE A £ """""""""
; TCE UDF Trarspost
(User Datgrarm Protoeal) Layer
Hetbarcake
: Lamr
:._ _________ ¥ T
i w
i Hardwae Dt Tk
i Tnterface Lager

Hinh 3.3 — B$ giao thuc TCP/IP
Tang van chuyén giup chuyén tiép cac thong diép gitra cac chuong trinh
tng dung voi nhau. N6 c6 thé hoat dong theo hai ché do:



= Giao tiép co ndi két, néu str dung giao thirc TCP

= Hoic giao tiép khong ndi két, néu sir dung giao thirc UDP

Socket 1a giao dién giira chuong trinh (ng dung véi tang van chuyén. N6
cho phép ta chon giao thuc st dung ¢ tang van chuyén la TCP hay UDP cho
chuong trinh rng dung cua minh.

Bang sau so sanh sy khac biét giita hai ché d6 giao tiép c6 ndi két va khong
noi ket:

Ch3 A4 04 nhi it (TOD Chi AA Lhann ndi LAt (TTNDY
= Ton tai kénh giao tiép ao gitta® Khong ton tai kénh giao ti€p ao
hai bén giao ti€p gilta hai bén giao tiép

Dir liéu duoc goi di theo ché do

= Dir liu dugc goi di theo ché do
bao dam: co kiém tra 15i. truyén khong bao dam: Khong kiém tra
lai goi tin 16i hay mat, bao dam  16i, khongphat hién khong
thir ty dén cua cac goi tin . . . truyén lai goi tin bi 18i hay mat,

= Dit liéu chinh x4c, Téc do truyén khong bao dim thir ty dén cuia cac
cham. gbitin. ..

= Dit litu khong chinh xac, toc do
truyén nhanh.

= Thich hop cho cic tng dung cin
3.2.Xay dung trng dung Client-Server véi Socket

Socket 1a phuong tién hiéu qua dé xay dung cac tmg dung theo Kién trac
Client- Server. Cac tng dung trén mang Internet nhu Web, Email, FTP 1a cac vi du
dién hinh.

Phan nay trinh bay cac budc co ban trong viéc xay dung cac tng dung
Client- Server st dung Socket 1am phuong tién giao tiép theo ca hai ché do: Co
ndi két va khong ndi két.

3.2.1. M hinh Client-Server sir dung Socket & ché d@$ c6 néi két (TCP)

Giai doan 1: Server tao Socket, gan s6 hiéu cong va lang nghe yéu cau noi
két.



Hinh 3.4 Server tao Socket

= socket(): Server yéu cau tao mot socket dé cé thé sir dung cac dich vu
ctia ting van chuyén.

= bind(): Server yéu cau gan sb hiéu cong (port) cho socket.

= listen(): Server lang nghe cac yéu cau ndi két tir cac client trén cong da
duoc gan. Server san sang phuc vu Client.

Giai doan 2: Client tao Socket, yéu cau thiét 1ap mot ndi két vai Server.

=socket(): Client yéu cau tao mot socket dé co thé st dung cac dich vu cua
tang van chuyeén, thong thuong hé thong tu dong gan mot sé hiéu cong con
ranh cho socket cua Client.

=connect(): Client goi yéu cau ndi két dén server co dia chi IP va Port xac
dinh.

=accept(): Server chap nhan ndi két cua client, khi d6 mot kénh giao tiép
a0 duoc hinh thanh, Client va server c6 thé trao d6i thong tin véi nhau thong
qua kénh a0 nay.

Giai doan 3: Trao d6i thong tin giira Client va Server.



Hinh 3.6 Trao doi thong tin gitra Client va Server.

= Sau khi chap nhan yéu cau ndi két, thong thuong server thuc hién
lénh read() va nghén cho dén khi c6 thong diép yéu cau (Request
Message) tir client gai dén.

= Server phan tich va thyc thi yéu cau. Két qua s& dugc goi vé client
bang lénh write().

= Sau khi goi yéu cau bang lénh write(), client chd nhan thong diép
két qua (ReplyMessage) tir server bang 1énh read().

Trong giai doan nay, viéc trao d6i thong tin gitra Client va Server phai tuan
thu giao thic cua ung dung (Dang thic va y nghia cua cac thong diép, qui tic
bat tay, dong bo hoa.... ). Thong thuong Client s& 1a ngudi gdi yéu cau dén Server
trudce.

Néu ching ta phat trién ung dung theo cac Protocol di dinh nghia san,
chung ta phai tham khao va tuan thu dung nhitng qui dinh cta giao thac. Ban co
thé tim doc mo ta chi tiét cta cac Protocol da duoc chuan héa trong cac tai
lisu RFC (Request For Comments). Nguoc lai, néu chung ta phat trién mot
ting dung Client-Server riéng cua minh, thi cong viéc dau tién chung ta phai thuc
hién 1a di xay dung Protocol cho ttng dung.

Giai doan 3: Két thuc phién lam viéc.



Hinh



= Cac cau lénh read(), write() c6 thé duoc thuc hién nhiéu lan (ky hiéu
bang hinh ellipse).
= Keénh 4o s& bj x6a khi Server hoic Client dong socket bang 1énh close().

Nhu vay toan bo tién trinh dién ra nhu sau:

Hinh 3.8 toan b tién trinh & ché d6 co ndi két

3.2.2. M6 hinh Client-Server siv dung Socket & ché d9 khong nédi

(UDP)
Giai doan 1: Server tao Socket - gan sb hiéu cong.

Hinh 3.9 Server tao Socket

e socket(): Server yéu ciu tao mot socket dé co thé s dung cac
dich vu cua ting van chuyén.

e bind(): Server yéu cau gan sb hiéu cong cho socket..



Giai doan 2: Client tao Socket.

Hinh 3.10 Client tao Socket
Giai doan 3: Trao doi thong tin gitra Client va Server.

Hinh 3.11 Trao doi thong tin giira Client va Server

Sau khi tao Socket xong, Client va Server cé thé trao do6i thong tin qua lai
véi nhau théng qua hai ham sendto() va recvfrom(). Pon vi dit liéu trao doi giira
Client va Server l1a cac Datagram Package (Goi tin thu tin). Protocol cua ung
dung phai dinh nghia khuén dang va y nghia cia cac Datagram Package. MOi
Datagram Package co chtra thong tin vé dia chi nguoi gdi va ngudi nhan (IP,
Port).

3.3.Socket dwéi ngon ngir Java

Java hd trg 1ap trinh mang thong qua cac 16p trong géi java.net. Mot sb
l6p tiéu biéu duoc dung cho lap trinh Client-Server sir dung socket lam phuong
tién giao tiép nhu:
InetAddress: L6ép nay quan Iy dia chi Internet bao gom dija chi IP va tén may tinh.

= Socket: H) trg cac phuong thuc lién quan dén Socket cho chwong trinh
Client ¢ ché do c6 ndi két.

= ServerSocket: Hd tro cac phuong thuc lién quan dén Socket cho chuong



trinh Server & ché dd c6 ndi két.
= DatagramSocket: H3 trg cac phuong thuc lién quan dén Socket & ché do
khong noi két cho ca Client va Server.
» DatagramPacket: Lép cai dat goi tin dang thu tin nguoi dung (Datagram

Packet) trong giao tiép giira Client va Server ¢ ché do khong ndi két.

3.3.1. Xdy dung chwong trinh Client & ché d¢ c6 ndi két

Céc budc tong quat:

1. M& mot socket ndi két dén server da biét dja chi IP (hay tén mién) va sd
hiéu cong.

2. LAy InputStream va OutputStream gan vdi Socket.

3. Tham khao Protocol cua dich vu dé dinh dang dtng dir liéu trao doi
Vo

Server.

4. Trao d6i dit liéu vé6i Server nhd vao cac InputStream va OutputStream.

5. Pong Socket trudc khi két thiic chuong trinh.

3.3.1.1. Lép java.net.Socket

Lép Socket hd tro cac phuong thirc can thiét dé xay dung cac chuong trinh
client sir dung socket & ché do co ndi két. Dugi day 1a mot sé phuong thuc
thuong dung dé xay dung Client:

public Socket(String HostName, int PortNumber) throws IOException

Phuong thiic nay dung dé ndi két dén mot server co tén 1a HostName,
céng l1a PortNumber. Néu ndi két thanh cong, mot kénh 4o s& dugc hinh thanh
gitra Client va Server.

= HostName: Pia chi IP hoic tén logic theo dang tén mién.
= PortNumber: c6 gia tri tir 0 ..65535

public InputStream getinputStream()

Phuong thac nay tra vé InputStream néi véi Socket. Chuong trinh Client
dung
InputStream nay dé nhan di liéu tir Server gai Vé.

Vi du: Lay InputStream ctia Socket s: InputStream is = s.getInputStream();

public OutputStream getOutputStream()

Phuong thirc nay tra vé OutputStream ndi voi Socket. Chuong trinh Client
dung
OutputStream nay dé goi dit liéu cho Server.



Vi du: Lay OutputStream cua Socket s: OutputStream 0S =
s.getOutputStream();

public close()

Phuong thirc nay s& dong Socket lai, giai phong kénh ao, x6a néi két giira
Client va Server.

Vidu: Bong Socket s:

s.close();

3.3.1.2. Chwong trinh TCPEchoClient

Trén hé théng UNIX, Dich vu Echo dugc thiét ké theo kién trac Client-
Server sir dung Socket lam phuong tién giao tiép. Cong mac dinh danh cho
Echo Server 1a 7, bao gom ca hai ché d6 c6 ndi két va khong néi két.

Chuong trinh TCPEchoClient s& ndi két dén EchoServer & ché do co noi
két, 1an luot goi dén Echo Server 10 ky tu tir <0° dén '9'", cho nhan két qua tra vé
va hién thi chung ra man hinh.

Hay luu chuong trinh sau vao tap tin TCPEchoClient.java

import java.io.*;

import java.net.Socket;

public class TCPEchoClient{

public static void main(String args[]){

try {

Socket s = new Socket(args[0],7);// Néi két dén Server

InputStream is = s.getInputStream();// Ly InputStream

OutputStream os = s.getOutputStream(); // Ly OutputStream

for (int i='0"; i<='9%i++){ // Gui ‘0’ ->’9’ den EchoServer

os.write(i);// Goi 1 ky tu sang Server

int ch = is.read();// Cho nhan 1 ky tu tir Server

System.out.print((char)ch); // In ky tu nhan dugc ra man hinh

}

Hitry catch(IOException ie){

System.out.printin("Loi: Khong tao duoc socket");

}/catch

}H/main

}



Bién dich va thuc thi chuong trinh nhu sau:
“ | Command Prompt

D:sprogs>javac TCPEchoClient. java
: srjava TCPEchoClient 127 .8.8.1

123456789
D:~progs>

Hinh 3.12 Thuyec thi tap tin TCPEchoClient.java

Chuong trinh nay nhan mot ddi sb 1a dja chi IP hay tén mién caa may tinh
ma & d6 Echo Server dang chay. Trong hé théng mang TCP/IP mdi méy tinh dugc
gan mot dia chi IP cuc bd la 127.0.0.1 hay c6 tén 1a localhost. Trong vi du trén,
chuong trinh Client néi két dén Echo Server trén ciing may véi no.

3.3.2. Xdy dung chwong trinh Server ¢ ché d c6 ndi két

3.3.2.1. Lép java.net.ServerSocket

Lép ServerSocket hd trg cac phuong thic can thiét dé xdy dung cac
chuong trinh Server s dung socket ¢ ché d6 c6 noi két. Dudi day 1la mot so
phuong thic thuong dung dé xay dung Server:

public ServerSocket(int PortNumber);

Phuong thirc nay tao mot Socket véi s6 hiéu cong 1a PortNumber ma sau do
Server s¢€ lang nghe trén cong nay.

Vi du: Tao socket cho Server Véi s6 hiéu cong 1a 7: ServerSocket ss = new
ServerSocket(7);

public Socket accept()

Phuong thiic nay lang nghe yéu cau ndi két caa cac Client. Day la mot
phuong thizc hoat dong & ché do nghén. N6 sé& bi nghén cho dén khi c6 mot yéu
cau noi két cua client goi dén.

Khi c6 yéu cau ndi két caa Client goi dén, no s& chap nhan yéu cau ndi
ket, tra vé mot Socket 1a mot dau cua kénh giao ti€p ao gitta Server va Client yéu
cau noi két.

Vi du: Socket ss cho nhan yéu cau ndi két: Socket s = ss.accept();

Server sau d6 s& 1ay InputStream va OutputStream cta Socket mai s dé
giao tiép voi Client.

3.3.2.2. Xay dung chwong trinh Server phuc vu tuan ty

Mbt Server co thé dugce cai dit dé phuc vu cac Client theo hai cach: phuc vu
tuan tu hodc phuc vu song song.



Trong ché d6 phuc vu tuan ty, tai mot thoi diém Server chi chap nhan mot
yéu cau ndi két. Cac yéu cau néi két cia cac Client khac déu khong duoc dap
ung (dua vao hang doi).

Nguoc lai trong ché do phuc vu song song, tai mot thoi diém Server chap
nhan nhiéu yéu cau ndi két va phuc vu nhiéu Client cung luc.

Ciac buéc tong quat cia mét Server phuc vu tuan ty

1. Tao socket va gan sb hiéu cong cho server.
2. Lang nghe yéu cau ndi két.
3. V&i mot yéu cau ndi két duoc chap nhan thyc hién cac budce sau:
= Lay InputStream va OutputStream gian voi Socket cta kénh ao vira
duoc hinh thanh.
= L3p lai cong viéc sau:
~ Cho nhan cac yéu cau (cong viéc).
~ Phan tich va thuc hién yéu cau.
- Tao thong diép tra 101.
~  Goi thong diép tra 1oi vé Client.
— Néu khong con yéu cau hoic Client két thuc, dong Socket
va quay lai budc 2.
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Hinh 3.13 Cac budc tong quat cia mot Server phuc vu tuan ty

3.3.2.3. Chwong trinh STCPEchoServer

STCPEchoServer cai dat mot Echo Server phuc vu tuan ty ¢ ché do co
ndi két. Server lang nghe trén cong mac dinh sb 7.

Hay luu chuong trinh sau vao tép tin STCPEchoServer.java

import java.net.*;

import java.io.*;

public class STCPEchoServer {

public final static int defaultPort = 7;

public static void main(String[] args) {

try {

ServerSocket ss = new ServerSocket(defaultPort);

while (true) {

try {

Socket s = ss.accept();

OutputStream os = s.getOutputStream();

InputStream is = s.getInputStream();

int ch=0;

while(true) {

ch = is.read();

if(ch == -1) break;

os.write(ch);



}

s.close();

}

catch (I0Exception e) {

System.err.printin(" Connection Error: "+e);

}
}

by
catch (I0Exception e) {

System.err.printin(" Server Creation Error:"+e);

}
}
}

Bién dich va thuc thi chuong trinh theo cach sau:

=4 | Command Prompt - java STCPEchoServer

D:sprogs >javac STCPEchofServer. java

D:sprogs >java STCPEchoServer

Hinh 3.14 Thuc thi tap tin STCPEchoServer.java
Mé& mét cira s6 DOS khac va thyc thi chuong trinh TCPEchoClient ta c6

két qua nhu sau:
& | Command Prompt

i srxjava TCPEchoClient 127 .8.8.1
B123456789
D:sprogs >

Hinh 3.15 Thuyec thi tap tin TCPEchoServer.java

Hai chuong trinh nay c6 thé niam trén hai may khac nhau. Trong truong hop
d6 khi thuc hién chuong trinh TCPEchoClient phai cht y nhap dung dia chi IP cua
may tinh dang chay chuong trinh STCPEchoServer.



Xem dia chi IP cua mot may tinh Windows bang 1énh ipconfig.
3.3.2.4. Server phuc vu song song
Cac buéc tong quat cia mét Server phuc vu song song
Server phuc vu song song géom 2 phan thyc hién song song nhau:
= Phan 1: Xt Iy cac yéu cau ndi két.
= Phan 2: Xt 1y cac thong diép yéu cau tir khach hang.
C6 cAu triic nhu hinh sau, trong d6 Phan 11a (Dispatcher Thread), Phan
2 la cac (Worker Thread)
Phan 1: Lip lai cac cong viéc sau:

= Ling nghe yéu cau ndi két cia khach hang.

Femest

Hinh 3.16 Server phuc vu song song

= Chép nhan mot yéu cau noi két.

~ Tao kénh giao tiép 40 mdi v6i khach hang.

~ Tao Phan 2 dé xit Iy cac thong diép yéu cau cua khach hang.
Phan 2: Lip lai cac cong viéc sau:

= Cho nhan thong diép yéu cau cta khach hang.

= Phan tich va xir Iy yéu cau.

= (Go1 thong di¢p tra 101 cho khach hang.

Phan 2 s& két thuc khi kénh 4o bi x6a di.

Véi mdi Client, trén Server s& c6 mot Phan 2 dé xu 1y yéu cau cua
khach hang. Nhu vay tai mot thoi diém bat ky ludn ton tai 1 Phan 1 va 0 hodc
nhiéu Phan 2.

Do Phan 2 thyc thi song song véi Phan 1 cho nén no duge thiét ké 1a mot
Thread.

3.3.2.5. Chwong trinh PTCPEchoServer



PTCPEchoServer cai dat mot Echo Server phuc vu song song ¢ ché do co
noi két. Server lang nghe trén cong mac dinh 1a 7. Chuong trinh nay gom 2 16p:

. Lép TCPEchoServer, cai dit cac chic nang cta Phan 1 - xu 1y céac
yéu cau ndi két cuia TCPEchoClient.

. Lop RequestProcessing, la mot Thread cai dat cac chirc nang cua
Phan 2 - Xt 1y cac thong di€p yéu cau.

Hay luu chuong trinh sau vao tap tin PTCPEchoServer.java

import java.net.*;

import java.io.*;

public class PTCPEchoServer {

public final static int defaultPort = 7; // Céng mic dinh

public static void main(String[] args) {

try {

ServerSocket ss = new ServerSocket(defaultPort); //Tao socket cho server

while (true) {

try {

Socket s = ss.accept(); // Ling nghe cac yéu cau ndi két

RequestProcessing rp = new RequestProcessing(s); // Tao phan xir Iy

rp.start(); // Khoi dong phan xtr Iy cho Client hién tai

¥

catch (I0Exception e) {

System.out.printIn(*Connection Error: "+e);

}
}

by
catch (I0Exception e) {

System.err.printin("Create Socket Error: "+e);

}
}
}

class RequestProcessing extends Thread {
Socket channel; //Socket cia kénh 4o ndi voi Client hién tai



public RequestProcessing(Socket s){
channel = s; // Nhan socket cia kénh 4o ndi vai Client

by
public void run() {

try {

OutputStream os = channel.getOutputStream();
InputStream is = channel.getInputStream();
while (true) {

int n = is.read();// Nhan ky ty tir Client

if (n == -1) break;// Thoat néu kénh 4o bi x6a
os.write(n);// Goi ky tu nhan dugc vé Client

¥

¥
catch (I0Exception e) {

System.err.printIn("Request Processing Error: "+e);

}
}
}

Bién dich va thuc thi chuong trinh nhu sau:

% | Command Prompt - java PTCPEchoServer

D:=“progz>javac PICPEchoferwver. java

D:sprogs>java PICPEchoServer

Hinh 3.17 Thyec thi tap tin PTCPEchoServer.java

Sau d6 mo thém 2 cua s6 DOS khac dé thuc thi chwong trinh
TCPEchoClient noi két téi  PTCPEchoServer. Ta s& nhan thiay rang
PTCPEchoServer c6 kha nang phuc vu dong thoi nhiéu Client.

3.3.3. X4y dung chwong trinh Client - Server & ché d$ khong ndi két



Khi sir dung socket, ta c6 thé chon giao thic UDP cho 16p van chuyén. UDP
viét tat cua User Datagram Protocol, cung cap co ché van chuyén khong bao
dam va khong ndi két trén mang IP, nguoc véi giao thic van chuyén tin cdy, co
nbi két TCP.

Ca giao thirc TCP va UDP déu phan dir liéu ra thanh cac géi tin. Tuy nhién
TCP c6 thém vao nhitng tiéu dé (Header) vao trong goi tin dé cho phép truyén
lai nhitng goi tin that lac va tap hop cac goi tin lai theo thtr ty dung dan. UDP
khéng cung cap tinh nang nay, néu mot géi tin bi that lac hodc bi 13i, no s& khong
duogc truyén lai, va thir ty dén dich cua cac géi tin ciing khong giéng nhu thi ty lac
né dugce goi di.

Tuy nhién, vé téc do, UDP s& truyén nhanh gap 3 lan TCP. Cho nén chiing
thuong dugc dung trong cac tng dung doi hoi thoi gian truyén tai ngan va khong
can tinh chinh xac cao, vi du truyén am thanh, hinh anh . . .

Mo hinh client - server st dung lop ServerSocket va Socket ¢ trén su
dung giao thitc TCP. Néu muén sir dung mé hinh client - server véi giao thirc
UDP, ta st dung hai l6p java.net.DatagramSocket va java.net.DatagramPacket.

DatagramSocket dugc st dung dé truyén va nhan cac DatagramPacket.
Dir lidu duoc truyén di 1a mot mang nhitng byte, ching duoc goi vao trong 16p
DatagramPacket. Chiéu dai cua dir lidu toi da co thé dua vao DatagramPacket 1a
khoang 60.000 byte (phu thuoc vao dang dudng truyén). Ngoai ra
DatagramPacket con chtra dia chi IP va cong cua qué trinh géi va nhan dit liéu.

Cong trong giao thiuc TCP va UDP c¢6 thé tring nhau. Trén cung mdt may
tinh, ban c6 thé gan cong 20 cho socket dung giao thirc TCP va cong 20 cho
socket sir dung giao thirc UDP.

3.3.3.1. Lop DatagramPacket

Lép nay dung dé dong goi dit lieu goi di. Dudi day 1a cac phwong thirc
thuong sir dung dé thao tac trén dit liéu truyén / nhan qua DatagramSocket.

public DatagramPacket(byte[] b, int n)

» La phuong thuc khoi tao, cho phép tao ra mot DatagramPacket chira
n bytes dir liéu dau tién cia mang b. (n phai nhé hon chiéu dai cua
mang b)

= Phuong thuc tra vé mot dbi tuong thudc 16p DatagramePacket

Vi du: Tao DatagramPacket dé nhan dir liéu:
byte buff[] = new byte[60000];// Noi chtra dit li€u nhéan



duoc

DatagramPacket inPacket = new Datagrampacket(buff, buff.lenth);

public DatagramPacket(byte[] b, int n, InternetAddress ia, int port)

Phuong thirc nay cho phép tao mdt DatagramPacket chira dir li¢u va
ca dia chi ciia may nhan dit liéu.

Phuong thuc tra vé mot d6i twong thudc 16p DatagramePacket

Cic phwong thire |y thong tin trén mét DatagramPacket nhan dwoc

Khi nhan duoc mot DatagramPacket tir mot qua trinh khac goi dén, ta co
thé 14y thong tin trén DatagramPacket nay bang cac phuong thuc sau:

public synchronized() InternetAddress getAddress() : Pia chi may géi
public synchronized() int getPort() : Cong ctia qué trinh goi

public synchronized() byte[] getData() : Dir liéu tir goi tin

public synchronized() int getLength() : Chiéu dai cua dit liéu trong goi
tin

Cac phwong thire dat thong tin cho géi tin géi

Truéc khi goi mot DatagramPacket di, ta co thé dat thong tin trén
DatagramPacket ndy bang cac phuong thirc sau:

public synchronized() void setAddress(IntermetAddress dis) : Bat dia
chi may nhan.

public synchronized() void setPort(int port) : Dit cong qué trinh nhan
public synchronized() void setData(byte buffer[]) : Pat dir liéu goi
public synchronized() void setLength(int len) : Dit chiéu dai dit liéu
gb1

3.3.3.2. Lop DatagramSocket

Lép nay hd tro cac phuong thirc sau dé gai / nhan cac DatagramPacket

public DatagramSocket() throws SocketException

Tao Socket kiéu khong néi két cho Client. Hé thong tu dong gan s
hiéu céng chua sir dung cho socket.

Vidu: Tao mot socket khong ndi két cho Client:

try{

DatagramSocket ds = new DatagramSocket();

} catch(SocketException se) {

System.out.print(""Create DatagramSocket Error: "+se);



b
public DatagramSocket(int port) throws SocketException

= Tao Socket kiéu khong ndi két cho Server véi s hiéu cong duoc
xac dinh trong tham sé (port).

Vidu: Tao mot socket khong ndi két cho Server véi s6 hiéu cong 1a 7:

try{
DatagramSocket dp = new DatagramSocket(7);

} catch(SocketException se) {
System.out.print(""Create DatagramSocket Error: "+se);
¥
public void send(DatagramPacket dp) throws IOException
= Dung dé goi mot DatagramPacket di.
Vi du: Goi chudi "My second UDP Packet”, cho qud trinh &
dia chi
www.cdndalat.edu.vn, cong nhan 1a 19:
try {
DatagramSocket ds = new DatagramSocket(); //Tao Socket
//Dia chi Internet cia may nhan
InetAddress ia = InetAddess.getByName("www.cdndalat.edu.vn™);
intport=19;//  Cong cta qua trinh nhan
String s = "My second UDP Packet";// Dit liéu can goi
byte[] b = s.getBytes();// Doi sang mang bytes
Il Tao goi tin
DatagramPacket outPacket = new DatagramPacket(b, b.length, ia,
port);
ds.send(outPacket); // Géi goi tin di

by
catch (IOException e) { System.err.printin(e);

b
public  synchronized void receive(Datagrampacket dp) throws
IOEXxception



= Chd nhan mot DatagramPacket. Qué trinh s& bi nghén cho dén khi co di
liéu dén.
Vidu:
try {
DatagramSocket ds = new DatagramSocket(); //Tao Socket
byte[] b = new byte[60000];// Noi chira dit liéu nhan duoc
DatagramPacket inPacket = new DatagramPacket(b, b.length); // Tao
g061 tin ds.receive(inPacket); // Chd nhan goi tin
¥
catch (IOException e) { System.err.printin(e);
¥
3.3.3.3. Chwong trinh UDPEchoServer
Chuong trinh UDPEchoServer cai dat Echo Server ¢ ché do khong noi
két, cong mic dinh 1a 7. Chuong trinh cho nhén timg géi tin, 1y dit liéu ra khoi
g6i tin nhan duoc va goi nguoc dir liéu d6 vé Client.
Luu chuong trinh sau vao tap tin UDPEchoServer.java
import java.net.*;
import java.io.*;
public class UDPEchoServer {
public final static int port = 7; // Cong mic dinh cta Server public static void
main(String[] args) {

try {
DatagramSocket ds = new DatagramSocket(port); // Tao Socket véi cong 1a

7 byte[] buffer = new byte[6000]; // Vung dém chira dir liéu cho goi tin nhan
while(true) {// Tao goi tin nhan

DatagramPacket incoming = new DatagramPacket(buffer,buffer.length);
ds.receive(incoming); // Chd nhan goi tin goi dén

/I Lay dit liéu khoi géi tin nhan

String theString = new String(incoming.getData(),0,incoming.getLength());
Il Tao goi tin goi chira dit li€u vira nhan dugc

DatagramPacket outsending = new DatagramPacket(theString.getBytes(),
incoming.getLength(),incoming.getAddress(), incoming.getPort());
ds.send(outsending);

}



¥
catch (I0Exception e) { System.err.printin(e);
¥
¥
¥

Bién dich va thuc thi chuong trinh nhu sau

' | Gelect Comimand Prompt - java UDPEchoSeryer

D:%progs>javac UDPEchoServer. java

D:%progs>java UDPEchoServer

Hinh 3.18 Thuec thi tap tin UDPEchoServer.java

3.3.3.4. Chwong trinh UDPEchoClient

Chuong trinh nay cho phép ngudi sit dung nhan cac chudi tir ban phim,
goi chudi sang EchoServer ¢ ché do khong ndi két & cdng sb 7, cho nhan va in dir
liéu tir Server gai vé ra man hinh.

Luu chuong trinh sau vao tap tin UDPEchoClient.java
import java.net.*;
import java.io.*;
public class UDPEchoClient extends Object{
public final static int serverPort = 7; // Céong mic dinh ctia Echo
Server public static void main(String[] args) {
try {
if (args.length ==0) { // Kiém tra tham sé, 1a dia chi cua Server
System.out.print("Syntax: java UDPClient HostName");
return;

}

DatagramSocket ds = new DatagramSocket();// Tao DatagramSocket
InetAddress server = InetAddress.getByName(args[0]); // Dia chi
Server while(true) {



InputStreamReader isr = new InputStreamReader(System.in);// Nhap
BufferedReader br = new BufferedReader(isr);// mot chudi String
theString = br.readLine();// tir ban phim

byte[] data = theString.getBytes():// Dbi chudi ra mang bytes

I/ Tao goi tin goi

DatagramPacket dp = new DatagramPacket(data,data.length,server,
serverPort);

ds.send(dp); // Send géi tin sang Echo Server

byte[] buffer = new byte[6000];// Ving dém cho dir li¢u nhan

/] Goi tin nhan

DatagramPacket incoming = new  DatagramPacket(buffer,
buffer.length);

ds.receive(incoming); // Cho nhén dit liéu tir EchoServer goi vé

/1 D61 dit liéu nhan dugce dang mang bytes ra chudi va in ra man hinh

System.out.printin(new String(incoming.getData(), 0,
incoming.getLength()));

¥
¥
catch (IOException e) { System.err.printin(e);
¥
¥
¥

Bién dich va thuc thi chuong trinh nhu sau:

4| Command Prompt - java UDPEchoClient lc

D:sprogsrjavac UDPEchoClient. java

D:sprogsrjava UDPEchoClient localhost
i bhan
bhan
Ban khoe khong 7
Ban khoe khong ¥

Hinh 3.19 Thuec thi tap tin UDPEchoClient.java
Chu y, khi thuc hién chuong trinh UDPEchoClient phai dwa vao d6i sd 1a



dia chi caa may tinh dang thuc thi chuong trinh UDPEchoServer. Trong vi du
trén, Server va Client cung chay trén mét may nén dia chi cua
UDPEchoServer 1a localhost (hay 127.0.0.1). Néu UDPEchoServer chay trén
may tinh khac thi khi thyc thi, ta phai biét duoc dia chi IP cia may tinh d6 va
cung cip vao ddi sé cua chuong trinh. Chang han, khi UDPEchoServer dang
phuc vu trén may tinh ¢ dia chi 172.18.250.211, ta s€ thuc thi UDPEchoClient
theo ct phap sau:

java UDPEchoClient 172.18.250.211
3.4.Bai tap ap dung
Chii @é 1: Client & ché d c6 noi két
= Muc dich:
Viét cac chuong trinh Client néi két dén cac server theo cac Protocol chuan.
» Yéucau
Sinh vién thuc hién cac bai tap sau
Bai 1: Viét chuong trinh nhan d6i sé 1a mot URL. Noi két dén Web
Server trong URL nhan duoc, 1ay trang web vé va in ra man hinh theo dang
textfile (html).

Chii d@é 2: Client - Server ché d9 ¢6 noi két
=  Muc dich:
Viét cac chuong trinh Client -Server theo ché do c6 noi két.
= Yéu cau

Sinh vién thuc hién cac bai tap sau, voi mdi bai tap hay thiét ké mot Server
phuc vu & ché d6 tuan tu va mot Server phuc vu & ché do song song.

Bai 1: Viét chuong trinh theo mé hinh Client-Server sir dung dung Socket &
ché do co nbi két. Trong do :

+ Server lam nhiém vu doc mot ky tur s6 tir '0' d&én '9". ( Vi du : nhan s6 0 :
tra vé "khong" , 1 : tra vé "mot" ; .. .. 9 : tra vé "chin", néu nhan ky tu khac s6 thi
tra vé "Khong phai s6 nguyén" ).

+ Client s& nhap vao 1 ky tu, giri qua Server, nhan két qua tra vé tir Server
va thé hién 1én man hinh

Bai 2: Viét chuong trinh theo mo hinh Client-Server sir dung Socket & ché
d6 c6 ndi két. Trong d6 :

+ Server s€ nhan cac yéu cau 1a méot chudi c6 khudn dang nhu sau:

"OP Operantl Operant2\n"



Trong do:

- OP 12 mot ky tu chi phép toan mudn thuc hién: '+,-', ™', /',

- Operant], Operant2 1a d6i s6 ctia phép toan.

- Cac thanh phan trén cach nhau boi 1 ky tur tring ' .

- Két thic yéu cau bang ky tu xudng dong '\n'.

Moi khi server nhan dugc mot thong diép no s& thuc hién phép toan:
Operantl OP Operant2 dé cho ra két qua, sau d6 doi két qua thanh

chudi va goi vé Client.

+ Client cho phép ngudi dung nhap cac phép toan muédn tinh theo cach thirc
thong thuong. Vi du: 100+200. Client tao ra thong diép yéu cau theo dung dang do
Server qui dinh, mé ta vé phép toan mudn Server thuc thi, rdi gai sang Server, chd
nhan két qua tra Vé va in ra man hinh.

Chii d@é 3: Client-Server & ché d6 khong noi két

* Muc dich:

Viét cac chuong trinh Client -Server theo ché do khong noi két.

= Yéucau

Bai 1 : Viét chuong trinh Talk theo ché do khong ndi két. Cho phép hai
ngudi ngdi trén hai may tinh c6 thé tan giu (chat) véi nhau.



BAI 4: KET NOI VOI WEB SERVERS
(Remote Procedure Call ) va RMI (Method Invocation)

Ma bai : MD 38.4
Muc tiéu:

- Trinh bay dugc cach 1ap trinh sir dung cac Giao thirc dé truy cdp v6i may chu
Web (Web Server).

- Xay dung céc tng dung lam viéc vd1 may chu Web (WebServer).

- Thuc hién céc thao tac an toan v&i1 may tinh.

4.1. Loi goi tha tuc xa (RPC- Remote Procedure Call)

4.1.1. Giéi thi¢u

Loi goi thi tuc xa 1a mot co ché cho phép mot chwong trinh ¢6 thé goi thuc
thi mot thu tuc (hay ham) trén mot mdy tinh khac. Trong chuong trinh luc nay, ton
tai hai loai thu tuc: thu tuc cuc b va thu tuc ¢ xa.

= Thua tuc cuc bd la tha tuc duwoc dinh nghia, cai dat va thuc thi tai
may cua chuong trinh.

. Thu tuc ¢ xa la thu tuc dugc dinh nghia, cai dat va thuc thi trén mot
may tinh khac.

Ch phap gitra 10 goi thi tuc cuc bd va ¢ xa thi gidng nhau. Tuy nhién, khi
mot thi tuc & xa dugc goi dén, mot thanh phan cia chuong trinh goi 1a Stub s&
chuyén huéng dé kich hoat mét thu tuc twong ¢ng nim trén mot may tinh khac
véi may cua chuong trinh goi. Poi voi nguoi 1ap trinh, viée goi thu tuc xa va tha
tuc cuc bo thi giéng nhau vé mit ca phap. Pay chinh 1a co ché cho phép don gian
hoa viéc xay dung cac tng dung Client- Server. Trong hé thong RPC, Server
chinh la may tinh cung cép cac thu tuc ¢ xa cho phép cac chuong trinh trén cac
may tinh khac goi thuc hién. Client chinh 13 cac chuong trinh c6 thé goi cac thi
tuc ¢ xa trong qua trinh tinh toan cua minh.

Mot Client ¢ thé goi thu tuc & xa ctia nhiéu hon mot may tinh. Nhu vay sy
thyc thi cia chuong trinh Client lac nay khong con goi gon trén mot may tinh caa
Client ma né trai rong trén nhidu may tinh khac nhau. Pay chinh 13 mo hinh
cua tng dung phan tan (Distributed Application).

4.1.2. Kién triic cia chwong trinh Client-Server cai dit theo co ché 1oi
goi thu tuc xa

Mot tmg dung Client-Server theo co ché RPC duge xay dung gém co sau
phan nhu so d6 dudi day:



Client Host “--—.  Server Host

Hinh 4.1 Kién trac chuong trinh kiéu RPC

Phan Client 1a mot qua trinh nguoi dung, noi khaoi tao mot 101 goi thu tuc tir
xa. Mdi 10i goi thu tuc ¢ xa trén phan Client s& kich hoat mot thu tuc cuc bo
tuong GNg nam trong phan Stub cua Client.

Phan ClientStub cung cidp mot bo cac ham cuc bo ma phan Client ¢ thé
goi. Mdi mot ham cua ClientStub dai dién cho mot ham ¢ xa duoc cai dat va thuc
thi trén Server.

Moi khi mot ham nao do cua ClientStub duoc goi bai Client, ClientStub
s& dong gbi mot thong diép dé mo ta vé thu tuc & xa tuong tng ma Client muén
thuc thi ciing v6i cac tham sé néu c6. Sau do no s& nho hé thong RPCRuntime
cuc bd gai thong diép nay dén phan Server Stub cua Server.

Phan RPCRuntime quan 1y viéc truyén thong diép thong qua mang giita
may Client va may Server. N6 dam nhén viéc truyén lai, bao nhan, chon duong
goi tin va ma hoéa thong tin.

RPCRuntime trén may Client nhan thong diép yéu cau tir ClientStub, goi
né cho RPCRuntime trén may Server bang 1énh send(). Sau d6 goi 1énh wait() dé
cho két qua tra vé tir Server.

Khi nhan duoc thong tiép tor RPCRuntime cua Client géi sang,
RPCRuntime bén phia server chuyén thong diép 1én phan ServerStub.

ServerStub m¢ thong diép ra xem, xac dinh ham & xa ma Client mudn
thuc hién cung v6i cac tham sb cua né. ServerStub goi mot thu tuc twong tng nam
trén phan Server.

Khi nhan dugc yéu cau cua ServerStub, Server cho thuc thi tha tuc duoc yéu



cau va gai két qua thyc thi dugc cho ServerStub.

ServerStub déng goi két qua thyc trong mot goi tin tra 101, chuyén cho phan
RPCRuntime cuc bd dé nd goi sang RPCRuntime ctia Client .

RPCRuntime bén phia Client chuyén goi tin tra 15i nhan dugc cho phan
ClientStub. ClientStub m¢ thong diép chua két qua thuc thi vé cho Client tai vi
tri phat ra loi1 goi thu tuc xa.

Trong cac thanh phan trén, RPCRuntime dugc cung cip bai hé thdng.
ClientStub va ServerStub cé thé tao ra thii cong (phai lap trinh) hay cé thé tao ra
bang cac cong cu cung cap boi hé thong.

Co ché RPC duogc hd tro bai hau hét cac hé diéu hanh mang cling nhu cac
ngdn ngir 1ap trinh.

4.2.Kich hoat phwong thirc xa (RMI- Remote Method Invocation )

4.2.1. Giéi thiéu

RMI 1a mot sy cai dit co ché RPC trong ngdén ngit lap trinh husng doi
tugng Java. Hé théng RMI cho phép mot ddi tuong chay trén mot may ao Java
nay c6 thé kich hoat mot phuong thuc cia mot déi twong dang chay trén mot
may 4o Java khac. Ddi tuong co phuong thic duoc goi tir xa goi 1a cac dbi tuong
¢ xa (Remote Object).

Mot tng dung RMI thuong bao gom 2 phan phan biét: Mot chuong trinh
Server va mét chuong trinh Client.

= Chuong trinh Server tao mot sé cac Remote Object, tao cac tham
chiéu (reference) dén chung va cho nhitng chwong trinh Client kich
hoat cac phuong thirc cua cac Remote Object nay.

= Chuong trinh Client ldy mot tham chiéu dén mot hoic nhidu Remote
Object trén Server va kich hoat cac phuong thic tir xa thong qua cac tham
chiéu.

Mot chuong trinh Client c¢6 thé kich hoat cac phuong thuc ¢ xa trén mot
hay nhiéu Server. Tac 1a su thuc thi cua chuong trinh dugc trai rong trén nhiéu
may tinh. Pay chinh 1a dic diém cua cac tng dung phan tan. Noi cach khéc,
RMI la co ché dé xay dung cac (ng dung phan tan dudi ngon ngit Java.

4.2.2. Kién triic ciia chwong trinh Client-Server theo co ché RMI

Kién traic mot chuong trinh Client-Server theo co ché RMI dugc mé ta
nhu hinh dudi day:



Server WV

Client TV IV




Hinh 4.2 Kién tric chuong trinh kiéu RMI

Trong do:

= Server la chuong trinh cung cip cac ddi tuong co thé duoc goi tir xa.

= Client 1a chuong trinh c6 tham chiéu dén cac phuong thirc cua cac ddi
tuong & Xa trén Server.

= Stubchtra cac tham chiéu dén cac phuong thic & xa trén Server.

= Skeleton d6n nhan cac tham chiéu tir Stub dé kich hoat phuong thuc
tuong ung trén Server.

=  Remote Reference Layer 1 hé théng truyén thong cua RMI.
Con duong kich hoat mdt phuong thirc ¢ xa dugc moé ta nhu hinh dudi day:

: I
: I
| I
| I
: I
! |
L

I -

Hinh 4.3 Co ché hoat dong ctia RMI

4.2.3.Cac co ché lién quan trong mét ¢ng dung d6i twong phén tan

Trong mot tng dung phan tan can ¢ cac co ché sau:

» Co ché dinh vi dbi tuong ¢ xa (Locate remote objects): Co ché nay xac
dinh cach thirc ma chuong trinh Client c6 thé 14y dugc tham chiéu (Stub) dén cac
dbi tuong ¢ xa. Thong thuong nguoi ta st dung mdt Dich vu danh ba
(Naming Service) luu giit cac tham khao dén cac d6i tuong cho phép goi tir xa ma
Client sau d6 c6 thé tim kiém.

= Co ché giao tiép véi cac dbi tuong ¢ xa (Communicate with remote
objects): Chi tiét cia co ché giao tiép v6i cac ddi tuong & xa duge cai dat boi hé
thong RML.

= Tai cac 10p dang bytecodes cho cac 16p ma n6 dugc chuyén tai qua lai
gilta May 4o (Load class bytecodes for objects that are passed around): Vi RMI
cho phép cac chuong trinh goi phuong thirc tir xa trao d6i cac déi tugng véi cac
phuong thirc ¢ xa dudi dang cac tham sb hay gia tri tra vé clia phuong thirc, nén



RMI cén c6 co ché can thiét dé tai ma Bytecodes cua cac dbi tuong tir mdy 4o nay
sang may ao khac.

Hinh dudi day mo ta mot ing dung phan tan dudi RMI st dung dich vu
danh ba d¢ 14y cac tham khao cta cac di tugng & xa. Trong do:

350

|
Faa URL protacal
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Hinh 4.4 Vai tro cua dich vu tén

. Server ding ky tén cho d6i tuwong c6 thé duoc goi tir Xxa ciia minh
voi Dich  vu  danh ba (Registry Server).

= Client im ddi twong 9 xa thong qua tén dia dugc  diang ky

trén Registry Server (looks up) va tiép dé goi cac phuong thiic & xa.

=  Hinh minh hoa ciing cho thay cach thuc ma hé thong RMI sir
dung mot WebServer san c6 dé truyén tai ma bytecodes cua cac 16p qua lai giira
Client va Server.

4.2.4. Co ché van hanh cua cia mot wng dung Client-Server theo
kiéu RMI

Tién trinh van hanh caa mot tmg dung
Client-Server theo kiéu RMI dién ra nhu
sau:

] Budc 1: Server tao ra cac
dbi twong cho phép goi tir xa cung véi cac
Stub va Skeleton cua ching.

. Buoc 2: Server s
dung 16p Naming dé dang ky tén cho mot

Server JVM




di tuong tir xa (1).

" Busc 3: Naming ding ky Stub cua déi tuong tir xa véi Registry
Server (2).

. Budc 4: Registry Server sin sang cung cap tham thao dén d6i tuong
tir xa khi ¢6 yéu cau (3).

= Client yéu cau Naming dinh vi d6i twong xa qua tén di duoc diang ky
(phuong thuc lookup) véi dich vu tén (4).

. Naming tai Stub cua ddi tugng xa tir dich vu tén ma ddi twong xa da
dang ky vé Client (5).

= Cai dat dbi tuong Stub va tra vé tham khao d6i tugng xa cho Client
(6). Hinh 4.5 Budc 1, budc 2

. Client thuc thi mot 1oi goi phuong thirc xa thong qua ddi twong Stub

(7).

-‘

s

ilient o Server

Cliemd JVM

Hinh 4.6 Budc 3, budc 4
4.2.5.Céac |6p hd trg chwong trinh theo kiéu Client-Server trong Java
Java hd trg cac 16p can thiét dé cai dat cac tng dung Client-Server theo

69



kiéu RMI trong cac goi: java.rmi. Trong s6 d6 cac 16p thuong duoc dung la:

tu

= java.rmi.Naming
» java.rmi.RMISecurityManager
= java.rmi.RemoteException;
= java.rmi.server.RemoteObject
= java.rmi.server.RemoteServer
= java.rmi. server.UnicastRemoteObject
4.3. Xay dung mot rng dung phan tan véi RMI
X4y dung mét tng dung phén tan bang co ché RMI gém cac budc sau:
1. Thiét ké va cai dat cac thanh phan cua tng dung.
2. Bién dich cac chuong trinh ngudn va tao ra Stub va Skeleton.
3. Tao céc I6p c6 thé truy xuat tir mang can thiét.
4. Khoi tao ting dung
4.3.1. Thiét ké va cai dit cac thanh phan caa tng dung.

Pau tién ban phai xac dinh 16p nao 13 16p cuc bo, 16p nao 1a 16p duoc goi

xa. N6 bao gébm cac buéc sau:

= Dinh nghia cdac giao dién cho cac phwong thuc o xa (remote
interfaces): Mot remote interface mo ta cac phuong thirc ma né cé thé
duogc kich hoat tir Xxa boi cac Client. Bi cung vai viéc dinh nghia Remote
Interface 1a viéc xac dinh cac 16p cuc bo 1am tham sé hay gia trj tra vé
cua cac phuong thirc dugc goi tur xa.

= Cai dat cac ddi nrong tir xa (remote objects): Cac Remote Object
phai cai dit cho mét hoic nhibu Remote Interfaces di duoc dinh
nghia. Cac 16p cua Remote Object class cai dat cho cac phuong thirc
duoc goi tir xa di dugc khai bao trong Remote Interface va c6 thé dinh
nghia va cai dat cho ca cac phuong thuc dugc sir dung cuc bo. Néu ¢
cac 16p 1am d6i sb hay gia tri tra vé cho cac phuong thic duoc goi tir xa
thi ta ciing dinh nghia va cai dat chang.

. Cai dat cac chuong trinh Client: Cac chuong trinh Client c6 st
dung cdc Remote Object c6 thé duogc cai dit ¢ bat ky thoi diém nao sau
khi cac Remote Interface da duoc dinh nghia.

4.3.2.Bién dich cac tap tin ngudn va tao Stubs va Skeleton
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Giai doan nay gom 2 buéc: Buéc thir nhat 1a dung chwong trinh bién dich
javac dé bién dich cac tap tin ngudn nhu cac remote interface, cac lop cai dat
cho cac remote interface, 16p server, 16p client va cac 16p lién quan khéac. Ké tiép
ta dung trinh bién dich rmic dé tao ra stub va skeleton cho cac dbi tuong tir xa tir
cac lop cai dat cho cac remote interface.

4.3.3.Tao cac 16p c6 thé truy xuét tir mang
Tao mot tap tin chua tat ca cac file co lién quan nhu cac remote interface
stub, cac 16p hd tro ma chung can thiét phai tai vé Client va 1am cho tap tin nay co
thé truy cap dén thong qua mot Web server.
4.3.4. Thuc thi tng dung
Thuc thi ung dung bao gdm viéc thuc thi rmiregistry server, thuc thi
server, va thuc thi client.
Toéom lai cac cong viéc phai lam la:
» Tao giao dién (interface) khai bao cac phuong thirc duoc goi tir Xa
cua doi tuong.
» Tao l6p cai dat (implement) cho giao dién da duoc khai bao.
= Viét chuong trinh Server.
= Viét chuong trinh Client.
= Dich cac tap tin nguon theo dang RMI dé tao ra cac 16p twong ung va
stub cho client, skeleton cho server.
» Khai dong dich vu registry.
» Thuc hién chuong trinh Server.
* Thuyc thi chuong trinh Client.
4.3.4.Vidu minh hoa
Trong vi du nay chung ta dinh nghia mét phuong thuc String sayHello()
dugc goi tir xa. Mdi khi phuong thic nay duoc kich hoat no sé tra vé chudi
"Hello World" cho Client goi no.
Dudi day 1a cac budc dé xay dung tng dung:
Bwée 01: Tao giao dién (interface) khai bao cac phwong thirc dwge goi

xa ciia ddi twong.
= Cu phép tong quat:
import java.rmi.Remote;
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import java.rmi.RemoteException;

public interface InterfaceName extends Remote {
ReturnType remoteMethodOne() throws RemoteException;
ReturnType remoteMethodTwo() throws RemoteException;

by
* Dinh nghia remote interface co tén la Helloltf, c6 phuong thirc duoc
goi tur xa la String sayHello() nhu sau:

import java.rmi.Remote;
import java.rmi.RemoteException;

public interface Helloltf extends Remote { String sayHello() throws
RemoteException;

¥
Luu chuong trinh nay vao tap tin Helloltf.java
Bwoe 02: Tao lép cai diat (implement) cho giao dién da dwge khai bao:
= Cu phép tong quat:
import java.rmi. server.UnicastRemoteQObject;
import java.rmi.RemoteException;
public class RemoteClass extends UnicastRemoteObject implements
InterfaceName {
public RemoteClass() throws RemoteException {

super();
....... /l Implement of Method

public ReturnType remoteMethodOne() throws RemoteException {
....... /l Implement of Method

public ReturnType remoteMethodTwo() throws RemoteException {

....... /I Definition of Method

* Dinh nghia I6p cai dat co tén 1a Hello cai dat cho remote interface
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Helloltf
import java.rmi. server.UnicastRemoteQObject;
import java.rmi.RemoteException;
public class Hello extends UnicastRemoteObject implements Helloltf

public Hello() throws RemoteException {
super();

k
public String sayHello() {

return "Hello World 1";

k
k

Luu chuong trinh nay vao tap tin Hello.java

Buwde 03: Viét chwong trinh Server:

= Cu phép tong quat:
import java.rmi.Naming;
import java.rmi.RemoteException; import
java.rmi.RMISecurityManager; public class ServerName {

public static void main(String args[]) {

if (System.getSecurityManager() == null) { // Cai dit co ché bao mat
System.setSecurityManager(new RMISecurityManager());

}

try {

/I Tao cac d6i tuong tir xa

RemoteClass remoteObject = new RemoteClass();

I Bang ky tén cho cac dbi tugng tir xa
Naming.rebind(“RegistryName", remoteObject);

}
catch (Exception €) { System.out.println(’Error: . . .” + e);
}
}
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}

= Tao server co tén HelloServer chira mot ddi tugng tir xa obj thudc 16p
cai dat Hello. Pang ky tén cho doi tugng obj 1a HelloObject
import java.rmi.Naming;
import java.rmi.RemoteException;
import java.rmi.RMISecurityManager;
public class HelloServer {
public static void main(String args[]) {
If (System.getSecurityManager() == null) {
System.setSecurityManager(new RMISecurityManager());

¥
try {
Hello obj = new Hello();
Naming.rebind(*"HelloObject", obj);
System.out.printin("HelloObject is registried");
¥

catch (Exception e) {
System.out.printin("Error: ' + e);

}

Luu chuong trinh nay vao tap tin HelloServer.java
Budre 04: Viét chwong trinh Client:
= Cu phép tong quat:

import java.rmi.Naming;

import java.rmi.RemoteException;

public class Client {

public static void main(String args[]) {

String remoteObjectURL = "rmi://NameServer/RegistryName”;
Interfacename object = null;
try {

object = (InterfaceName)Naming.lookup(remoteObjectURL);
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object.remoteMethodOne();

by
catch (Exception e) {

System.out.println(" Error: 7+ e);

}
}
}

= Tao client c6 tén 1a HelloClient, tim d6i twong HelloObject trén

rmiregistry chang han tai dia chi 172.18.211.160. Goi phuong thuc
sayHello() va in két qua tra vé ra man hinh.

import java.rmi.Naming;

import java.rmi.RemoteException;

public class HelloClient {

public static void main(String args[]) {

String helloURL = "rmi://172.18.211.160/HelloObject";

Helloltf object = null;

try {

object = (Helloltf)Naming.lookup( helloURL); String message =
object.sayHello(); System.out.printin(message);

¥
catch (Exception e) { System.out.printin(“Client Error :" + e);
¥
¥
¥

Luu chuong trinh vao tap tin HelloClient.java

Buwde 05: Dich cac tap tin ngudn theo dang RMI dé tao ra cac 16p
twong wng va stub cho client, skeleton cho server:

= Cu phép tong quat:

javac InterfaceName.java RemoteClass.java Server.java Client.java

( Tao ra cac 16p InterfaceName.class RemoteClass.class Server.class

Client.class)
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rmic RemoteClass

( Tao ra cac 16p cho Skeleton va Stub: RemoteClass_Skel.class
RemoteClass_Stub.class)

= Bién dich cac 16p trong Hello:

javac Hello.java Helloltf.java HelloServer.java HelloClient.java
rmic Hello.class

“ | Command Prompt

D:sprogs>javac Hello.java Helloltf.java HelloServer.java HelloClient.java

D:%progs>dir Hello=.class
Uolume in drive D has no labhel.
UVolume Serial Mumber iz 5826—1F7A

Directory of D:i\progs

A2-.88/2003 11:28a 378 Hello.class
H2-88-2083 11:20a 2?84 HelloClient.class
B2-88/20003 11:28a 215
H2-.08-/20083 11:208a 1.64%
H2-84-260003 B3:13a 426 HelloWorld.cla
H2-84-20083 B3:13a 1,418 Hello_Skel.cla
B2-84-260003 B3:13a 2.854 Hello_Stub.cla

? File(s> 7,228 hyuytes

B Dirisl 1,.533.521.928 bytes free

D=“progs >

Hinh 4.7 Bién dich cac 16p trong Hello
Bwdc 06: Khéi dong dich vu rmiregistry
= Cu phap tong quat: start rmiregistry [port] Cong méc dinh 13 1099.

= Khéi dong dich vu rmiregistry trén cong mic dinh nhu sau:

= | Command Prompt

C:srztart rmiregistry

(RN

Hinh 4.8 Khéi dong dich vu rmiregistry trén cong mac dinh
Khi d6 rmiregistry server s& chay trén mét ctra 6 maéi, giit nguyén cia so
nay, khong dong no lai.
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j2sdk1.4.0_01'bin'rmiregistry.exe

Hinh 4.9 rmiregistry server chay trén mot cira 6 moi
Bwdc 07: Thywe hi€n chwong trinh Server

= Cu phép tong quat:

java -Djava.security.policy =UrlOfPolicyFile ServerName

Trong do UrlOfPolicyFile 1a dia chi theo dang URL cua tap tin mo ta
chinh sach vé bao mat md ngudn cua Server (policy file). N6 qui dinh "ai"
(chuong trinh, may tinh, qua trinh trén) s& c6 quyén download céac tap tin ciia nd
trong d6 ¢ stub. Bé don gian trong phan nay ta cho phép tat ca moi ngudi déu co
quyén download cac tap tin cia Server. Khi trién khai cac tmg dung that sy ta
phai c6 cac chinh sach bao mat nghiém ngat hon (Tham khao tai liéu vé Security
cua Java). File policy c6 dang nhu sau:

grant {

Il Allow everything for now

permission java.security.AllPermission;

b

Luu ndi dung trén vao tap tin c6 tén policy.java

= Thyc thi HelloServer véi dia tap tin plolicy nam ¢ thu muc
D:\progs\policy.java

=% |Command Prompt - java -Djava.security:policy=

D:sprogs>java —Djava.security.policy=file:///D:/progs/policy.java HelloServer mm
HelloObject iz regiztried
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Hinh 4.10 Thuc thi HelloServer véi dia tap tin plolicy nam ¢ thu muc
D:\progs\policy.java

Bwaéc 08: Thwe thi chwong trinh Client:
= Ch phap tong quat
java ClientName
= Thuec thi HelloClient véi dia chi cua rmiregistry dua vao trong tham sb

Pé thuc thi dugc chuong trinh HelloClient can c6 hai class nam cung thu
muc véi nod 1a Helloltf.class va Hello Stub.class.

' |Seleck Command Prompt

D:N\progs >java HelloClient localhost
Hello Uorld * "

b:\progs?

Hinh 4.11 Thyec thi HelloClient véi dia chi cia rmiregistry dua vao trong tham
sO
4.4.Bai tap ap dung
. Muc dich:
Xay dung tng dung phan tan theo co ché RMI.
. Yéu cau
Sinh vién thuc hién cac bai tap sau:
Bail: Xay dung mét ung dung phuc vu viéc ban vé may bay cho cac dai Iy phan
tan & cac tinh thanh khac nhau. Ung dung ndy c6 cac 16p sau:
= Lép chuyén bay: Pai dién cho mét chuyén bay
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= C6 céac thudc tinh: S hiéu chuyén bay, Ngay gio bay, Noi di, Noi
dén, Thoi gian bay, Tong s6 ghé, S6 luong ghé da ban, S6 luong ghé
con tréng.

= Cac phuong thiic trén mot chuyén bay: phuong thirc xem thong tin vé
chuyén bay, phuong thirc mua vé, phuong thirc tra vé. Pé phuc vu
cho nhiéu dai 1y cac phuong thuc trén thudc loai dugce goi tur xa.

Lép Server, tao ra nhiéu chuyén bay va duy tri nd dé cho phép cac dai

Iy thuc hién cac giao dich trén chuyén bay cu thé.

Client 1a chuong trinh cho phép mdi dai 1y duoc quyén xem thong tin vé

chuyén bay, mua vé, tra vé theo yéu cau.
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BAI 5: LAM VIEC VOI SMTP VA POP3 - KET NOI VOI EMAIL
SERVERS

Ma bai : MD 38.5

Muc tiéu:

- Trinh bay dugc cach st dung cac 16p trong 1ap trinh vdi Mail Server
- Xay dung ung dung Mail.
- Thuc hién céac thao tac an toan vdi may tinh.

5.1 Phwong thirc géi va nhan Email
Email 14 mot trong nhiing ing dung mang 1au doi nhat nhung lai phd dung nhat.
Thir nghi khi ban mubn goi thong diép dén mot ngudi ban ¢ dau kia cua thé gidi,
ban mudn mang thu chay bo qua d6 hay chi don gian 1én mdy tinh gé it hang va
nhan nut Send? That ra, nhimg bac tién boi cia mang ARPANET da khong tién
doan dugc email sé€ 1a ing dung then chét chay trén mang nay, muc ti€u chinh cua
ho 1a thiét ké hé thong cho phép truy cap tai nguyén tir xa. Hé théng email ra doi
khong may ndi bat, dé bay gio lai duoc sir dung hing ngay boi hang triéu ngudi
trén thé gioi.
Muc tiéu ctia phan ndy 1a chi ra nhitng nhan vat hoat dong trong hé théng email,
vai tro cua ho, giao thirc ma ho st dung va khudn dang thong di¢p ma ho trao doi
v6i1 nhau.

5.1.1 Cac thanh phan ciia hé thong email
Mot hé théng email thudng co 3 thanh phan chinh: B phan tro gitp nguoi dung
(User Agent), Mail Server va cac giao thirc ma cac thanh phan nay dung dé giao
tiép v6i nhau.
Nguoi ta phan loai cac giao thirc nhu sau:

Giao thirc giira cac mail servers bao gom:

SMTP (Simple Mail Transfer Protocol): dugc cac server dung dé
chuyén thu qua lai vo1 nhau. Vi du noém na, nd giéng nhu cach thirc ma cac tram
buu dién dung dé chuyén cac thung thu cta khach hang cho nhau. Thong tin chi
tiét vé giao thirc nay dugce mé ta trong tai liéu REC 822.

Giao thirc gitra mail server va user agent bao gom:
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POP3 (Post Offic Protocol version 3 [RFC 1939]): duoc user agent sur
dung dé lay thu vé tir hop thu cia no trén server.

SMTP: duogc user agent st dung dé goi thu ra server.

IMAP: (Internet Mail Access Protocol [RFC 1730]): C6 nhiéu tinh
nang vuot trd1 hon POP3. Ngoai ra IMAP con cho phép g&i mail.

Chu thich
Hang doi céc théng diép can géi di

| Hép thu cha ngwoi dung

Céc thanh phan

ctia hé thong email (HS.6)

5.1.2 Khuon dang cia mt email

RFC 822 dinh nghia mot email gom co6 hai phan: phan tiéu dé (header) va phan

than (body).

Thén

Khuon dang cia email (H8.7)

Ca hai phan déu duoc thé hién dudi dang ky tuw ASCII. Lic dau, phan than dugc
qui dinh c6 khudn dang vin ban don gian. Sau ndy ngudi ta d& nghi mot chuan moi

goi 1a MIME, c6 thé cho phép phan than cta email chtra bat ky loai dit liéu nao.

Phan tiéu dé bao gém nhiéu dong thong tin, mdi dong két thuc bang hai ky tu

<CRLF>. Phan tiéu dé duoc chia khoi phan than bai mot hang rdng. Mdi mot hang

ti€u dé chra mot cap

“tén” va “gia tri”, cach nhau bdi dau hai cham (:). Nguoi
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dung co thé rit quen v6i nhiéu hang tiéu dé vi ho thudng phai dién thong tin vao
day. Vi du

Tén Gia tri

From: | Dia chi nguoi goi

To: Dia chi cua ngudi nhan

Subject: | Chu dé thu

Date: Ngay goi

RFC 822 dugc md rong nam 1993 (va duoc cip nhat lai nim 1996) dé cho phép
email mang duoc nhiéu loai dit liéu: audio, video, hinh anh, tai liéu Word, ...
MIME (Multipurpose Internet Mail Extensions) vé co ban c¢6 ba phan. Phan dau
tién 1a tap cac dong header ding dé bo tuc cho phan header cii cia RFC 822. Theo
nhiéu cach, nhitng dong header ndy mé ta dit liéu chtra trong phan than. Cu thé nhu
Sau:

Tén Gia tri

MIME-Version: Phién ban MIME dang st dung
Content-Description: Mo ta trong thu dang c6 dir li€u gi
Content-Type: Mo t kiéu dir liéu dang nam trong thur
Content-Transfer-Encoding: | Mo ta cach thirc ma hoa dit liéu trong thu

Phén thir hai 14 cac dinh nghia cho mot tap cac kiéu ndi dung (va kiéu con néu co).
Vi dy mét s6 kiéu ma MIME dinh nghfa:

Kiéu Y nghia

image/gif | Anh dang gif
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image/jpeg | Anh dang jpeg

text/plain Van ban don gian

) Vian ban mé rong (c6 dat font chit, dugc dinh dang dam, nghiéng
text/richtext . .
hodc gach dudi ...)

Dir liéu trong thu duoc xudt ra tir mot tng dung ndo d6. Chang
application | han:application/postscript: tai liéu Postscript (
.ps)application/msword: tai liéu Microsoft Word (.doc)

MIME ciing dinh nghia kiéu multipart dé chi ra cach ma phan than cua thu mang
nhiéu loai dir liéu khac nhau nhu thé nao. Chi c6 mot kiéu con
ciia multipart 1a mixed véi y néi rang trong phan than cua thu ¢6 nhiéu manh dir
ligu khac nhau, doc 1ap v6i nhau va duoc sép Xép theo mot trinh tu cu thé. Mdi
manh dir liéu s& c6 phan tiéu dé riéng dé mo ta kiéu dit liéu cia manh do.

Phan thir ba md ta cach thic ma hoa céac kiéu dir liéu ndi trén dé co thé truyén
chung dué6i dang ASCIIL. Ly do dé moi birc thu phai chira cac ky tuw ASCII 1a vi dé
di duoc dén dich, birc thu d6 c6 thé phai trung chuyén qua nhiéu gateway, ma cic
gateway nay déu coi moi btrc thu dudi dang ASCIL. Néu trong thu chira bat ky ky
tu nao khac ASCII thi thu s€ b1 dit gdy noi dung. MIME st dung phuong phap ma
hoa truc tiép dir liéu nhi phan thanh cac ky tu nhi phan, goi 1a base64. Y tudng
cua base64 1a anh xa 3 bytes dir li€u nhi phan nguyén thiy thanh 4 ky tu ASCII.
Giai thuat don gidn nhu sau: tap hop 3 bytes dir liéu nhi phan lai thanh 24 bits, sau
do chia 24 bits nay thanh 4 cum, mdt cum 6 bits. Mot cum 6 bits dugc anh xa vao
mot trong 64 ky tu ASCII hop 1¢; vi du 0 &nh xa thanh A, 1 anh xa thanh B... Néu
nhin vao burc thu di dugc méd héa dang base64, nguoi dung sé thdy chi c6 52 chit
cai ca hoa 1an thuong, 10 chir s6 tir 0 dén 9 va cac ky tu dic biét + va /.

Péi véi nhitng nguoi dung chi st dung trinh doc thu hd tro duy nhat kiéu ky tu thi
viéc doc nhitng buc thu co kiéu base64 s& rat 1a dau kho. Vi Iy do nhan dao,
MIME con hd tro kiéu ma hoa ky tu thuong duoc goi 1a 7-bit. 7-bit s& giit nguyén
dang ky tur ma nguoi ta nhap vao.

Téng hop lai, vi du mot birc thu ¢6 2 loai dit liéu: van ban thuong, mdt anh JPEG,
s€ c6 hinh dang nhu sau:

83




From: ptphilcit.ctu.edu.vn
To: THZVEcit.ctu.edu.vn
Sukject: Picture of students.
MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="—-287667897

--98786789
Content-Transfer-Encoding: Thit

Content-Type: text/plain

Hi,
Please find a picture of you.
--9878E7E9

Content-Transfer-Encoding: base6d

5.1.3 Chuyén thw

Ké dén, chiing ta s& xem xét giao thire SMTP — giao thtrc dugc dung dé chuyén thu
tir may nay dén mdy kia. Dé dat SMTP vao ding ngit canh, chung ta nén nhic lai
cac nhan vt then chdt trong hé thong email. Pau tién, ngudi dung tuong tac voi
trinh doc thu (hay con goi 1a user agent) dé soan, luu, tim kiém va doc thu cta ho.
Hién trén thi truong c6 nhiéu phan mém doc thu, ciing giong nhu hién ciling dang
c¢6 nhiéu loai trinh duyét Web vay. Thir hai, c6 trinh xir 1y thu (hay con goi 1a mail
server) chay trén mot may nao do6 trong mang ndi bd cia nguoi ding. Co thé xem
mail server nhu mdt buu di¢n: Nguoi dung trao cho mail server cac birc thu ma ho
mudn goi cho ngudi dung khac, mail server sir dung giao thitc SMTP trén TCP dé
chuyén buic cac thu nay dén mail server bén dich. Mail server bén dich nhan cac
thu dén va dat chung vao hop thu ciia ngudi dung bén dich. Do SMTP 1a giao thuc
ma rat nhiéu nguoi co thé tu cai dat, vi thé s& co rat nhiéu san phém mail server
hién co trén thi trudng. San pham mail server thuong duoc st dung nhat
1a sendmail, ban dau dugc cai dit trong h¢ diéu hanh Berkeley Unix.

Tat nhién mail server bén may gai co thé két néi SMTP/TCP truc tiép t6i mail
server bén may nhan, nhung trong thuc té, mot bic thu co thé di ngang qua vai
mail gateways trude khi dén dich. Ciing gibng nhu may dich, mdi mail gateway
cling chay mot mail server. Khong phai ngau nhién ma cic nut chuyén thu trung
gian duoc goi 1a mail gateway. Cong viéc cua ching ciing gidng nhu cac IP
gateway 1a Iuu tam va chuyén phat tiép cac birc thu ciia ngudi dung. Piém khac
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nhau duy nhét giita chiing 13, mail gateway trir tam cac birc thu trong dia, trong khi
cac [P gateway trit tam cac goi tin IP trong bd nhd.
Ban c6 thé dit cau hoi: tai sao lai can dén cac mail gateways? Tai sao khong dung
phuong phap ndi két SMTP/TCP tryc tiép tir bén goi sang bén nhan? Ly do thir
nhat, nguoi goi khong mudn kém trong thu dia chi ciia may dich. Vi du, riéng viéc
nhap vao trong thu dia chi dich ptphi@cit.ctu.edu.vn dd mét cong rdi, khong ai
thdy thoai mai khi phai nhdp thém dia chi mdy dich la machine-of-
phi.cit.ctu.edu.vn. Thir hai, khong chic luc bén goi thiét 1ap ndi két dén bén nhan,
nguoi dung bén nhan d3 bat sin may! Thanh thir chi can dia chi thu bén nhan 1a du.
Khi brc thu dén dugc mail gateway cua Khoa Cong Nghé Thong Tin — Pai hoc
Can Tho, néu nguoi dung ptphi dang md may, mail gateway sé& chuyén thu cho
anh ta ngay, néu khong mail gateway s& trir tam thu trén dia cua né dén
khi ptphi bat may 1én va kiém tra thur.
Dt ¢6 bao nhiéu mail gateways trung gian trén dudng dén dich van khong dang lo
lang, boi vi mdi mail gateway trung gian s& nd luc str dung mot két ndi SMTP doc
lap dén gateway ké tiép trén duong di nham chuyén thu cang ngdy cang dén gan
nguoi nhan.

5.2. SMTP
SMTP 1a mdt giao thic don gian dung cac ky tu ASCIIL Sau khi thiét 1ap ndi két
TCP dén cong 25 cua may dich (duoc coi 1a server), may ngudn (dugc coi la
client) cho nhan két qua tra vé tir server. Server khoi dau cudc ddi thoai bang cach
g1 mot dong van ban dén client théng bao danh tinh ctia n6 va kha ning tiép nhan
thu. Néu server khong c6 kha nang nhan thu tai thoi diém hién tai, client s& huy bo
ndi két va thir thiét 1ap lai ndi két sau.
Néu server san sang nhan thu, client s& thong bao 14 thu do tir dau dén va ai s& 1a
nguoi nhan. Néu ngudi nhan do ton tai, server s& thong bao cho client tiép tuc goi
thu. Sau do client goi thu va server bao nhan cho thu d6. Sau khi ca hai bén hoan
tat phién truyén nhan, két ndi s& duogc dong lai.
Vi du mot phién truyén nhan duoc cho ngay dudi diy. Nhitng dong bat dau
bang C: 1a cta phia client goi di; bang S: 1a cac cau tra 10i cua server.
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! Subject: Itfs Emast!

: 50 I hope you a merry Xwas and a happy nhew year!

§: 220 ctu.edu.wvn

C: HELOQ cit.ctu.edu.wvn

§: 250 ctu.edu.vn says hello to cit.ctu.edu.wvn
C: MAIL FROM: <ptphilcit.ctu.edu.vns

§: 250 Zender ok

C: RCPT TO: <lhly@yale.edu>

§: 250 EBEecipient ok

C: DATA

§: 354 Enter mail, end with "." on a line by itself
C

C

C:

Nhu di thay trong vi du, client goi di mot 1énh (HELO, MAIL FROM, RCPT
TO, DATA, QUIT) va server tra 1oi bang mot ma s6 (250, 354, 221) c¢6 kém theo
161 chu thich c¢6 thé doc duge. Client két thuc thu bang <CRLF>.<CRLF>. Sau
day 1a bang giai thich mot sb 1énh cta client va ma so tra 1oi cia server.

LENH CUA CLIENT

Lénh Y nghia

HELO Cau chao va xung danh cua client
MAIL FROM Dia chi email ctia nguoi goi
RCPT TO Dia chi email ciia nguoi nhan
DATA Bit dau truyén ndi dung cta thu
QUIT Huy nbi két

TRA LOI CUA

SERVER

Tra 101 Y nghia

86




250 Yéu cau hop 16

550 Yéu cau khong hop 1¢, khong ton tai hop thu nhu client da
chi ra.

354 Cho phép bat dau nhap thu vao. Két thuc thu bang
<CRLF>.<CRLF>

221 Server dang dong két n6i TCP

Van con nhiéu 1énh va ma tra 16i chua duoc trinh bay, xin tham khao tai liéu RFC
822 dé c6 duoc day du thong tin.

Phan phat thuw
Nhu di trinh bay, khi dung vé goc d6 ngudi dung thu, ho s& ding user agent dé goi
va nhan thu cho ho. User agent dung giao thirc SMTP dé goi thu di, dung giao thirc
POP3 hoic IMAP dé nhan thu vé.

5.3 POP3

Mot phién lam viéc theo giao thic POP3 bat dau tai user agent. User agent khai
dong mdgt nodi két TCP dén cong 110 ctuia mail server. Khi két noi thyc hién xong,
phién lam viéc POP3 s¢€ trai qua theo thir ty ba ky:

Chung thuc.

Giao dich dir liéu.

Cap nhat.
Ky chimg thuc budc ngudi dung thuc hién thi tuc dang nhap bang cach nhap vao
hai 1é€nh sau:

Lénh Y nghia

USER <tén nguoi dung> | Khai bao tén nguoi dung.

PASS <mqdt khau> Khai bao mat khau.

Bao tra cua mail server s€ 1a mdt trong hai cau sau:
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Tra 101 Y nghia

+OK <chu thich> | Khai bao cuia nguoi dung la dang.

+ERR <chu thich> | Khai bao ctia nguoi dung la sai va 1o giai thich.

Trong ky giao dich, nguoi dung ¢ thé xem danh sach thu chua nhan vé, nhan thu
vé va x6a thu trong hop thu ciia minh khi can thiét. Cac 1énh ma ngudi dung
thuong str dung dé giao dich véi server la:

Lénh Y nghia

LIST[< < Néu dung LIST khong tham sb, server s& tra vé toan b danh sach
SO thu . . . ,
cac thu chua nhan. Néu c6 tham s6 1a so thur tu thu cu thé, server

tw thu> ) ) :
' ] s€ tra v€ thong tin ctia chi buc thu do thoi.
RETR  <sd| .. , , ‘
, Tai 1a thu ¢6 s6 thu tu <so thur tw thu> véE.
thur tu thu>

DELE<sd thi

X6a 14 thit s6 <sé thir t thu> khoi hop thu.
tu thu>

QUIT Hoan tat giai doan giao dich va huy néi két TCP

Céc tra 10i cta server c6 thé 1a cac s liéu ma client yéu cau hodc cac thong bao
+OK, -ERR nhu trong phan dang nhap.

Sau day la dan canh mét phién lam viéc vi du gilra nguoi dung ptphi khi anh ta
dang nhdp va lam viéc trén hop thu cia minh tai server c6 dia
chi mail.cit.ctu.edu.vn.

Client Server Giai thich

+0OK POP3

Server san sang phuc vu client
server ready

USER ptphi
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+0OK Server xac nhan nguoi dung hop 1€
PASS
godblessus
+OK login
J Chung thyc thanh cong
successfully
LIST ptphi kiém tra hop thu
LOKL 10242 H(f?p '[hlAI cﬁ,a p:[phi C(‘)I’l hai thu chua nhan Vé,, thU.,’
9550 thr nhat co6 kich thuéc 1024 bytes, thu tht hai
co kich thude 2550 bytes
RETR 1 ptphi tai thu thi nhat vé
+0OK server goi thu thir 1 cho ptphi
DELE 1 ptphi x6a thu thir nhat trong hop thu
+0OK server xo4 thu thtr 1 thanh cong
QUIT ptphi hay ndi két
+OK Bye-Bye | server huy nbi két
5.4 IMAP

Véi nhitng nguot dung c6 mot tai khoan email trén mdt ISP va ngudi dung nay

thuong truy cdp email trén mot PC thi giao thirc POP3 hoat dong tét. Tuy nhién,

mot sy that trong nganh cong nghé may tinh, khi mot thir gi d6 da hoat dong tdt,

nguoi ta 1ap tic doi hoi thém nhiéu tinh ning méi (va ty chudc 1ay nhiéu phién

nhiéu). Piéu d6 cling xay ra do1 véi hé thong email. Vi dy, nguoi ta chi cé mdt tai

khoan email, nhung ho lai mudn ngdi dau ciing truy cip duoc né. POP3 ciing 1am

dugc chuyén nay bang cach don gian tai hét cdc email xuong may PC ma nguoi

dung nay dang ngdi lam viéc. Va di nhién la thu tir ciia nguoi1 dung nay ndm rai rac

khip noi.
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Sy bét tién nay khoi mao cho su ra doi cta giao thirc phan phdi thu moi, IMAP
(Internet Message Access Protocol), dugc dinh nghia trong RFC 2060. Khong
gidng nhu POP2, IMAP coi cac thong diép mic nhién ndm trén server vo han va

trén nhiéu hop thu. IMAP con dua ra co ché cho phép doc cac thong diép hodc mot

phan cua thong diép, mot tinh ning hitu ich khi nguoi dung két ndi dén server bang

duong truyén tdc dd cham nhu dién thoai nhung lai doc cac email c6 am thanh,

hinh anh... Vi quan niém cho rang nguoi dung khong can tai thu vé luu trén PC,

IMAP cung cap céac co ché cho phép tao, x6a va stra doi nhi¢u hdp thu trén server.

Cung cach lam viéc caa IMAP ciing giéng nhu POP3, ngoai trir trong IMAP c6 rat

nhiéu 1énh. IMAP server s& ling nghe trén cong 143. Ciing nén chd ¥ rang, khong
phai moi ISP déu hd tro ca hai giao thirc POP3 va IMAP.
Bang sau so sanh céc tinh nang cua POP3 va IMAP

Tinh nang POP3 IMAP
Giao thuc dugce dinh nghia & dau? RFC 1939 RFC 2060
Cong TCP duogc dung 110 143
Email dugc luu ¢ dau ggng cua  ngudi Server
Email duoc doc ¢ dau Off-line On-line
Thoi gian ndi két ft Nhiéu

Str dung tai nguyén cua server Téi thiéu Nhiéu hon
Nhiéu hop thu Khong Dung

Ai Iuu phong ho cac hop thu Nguoi dung ISP

Tét cho ngudi dung di dong Khong Co

Kiém soat ctia ngudi dung dbi voi viéc tai it Tét

thu vé
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Tai mot phan thu Khong Co
Quota dia c6 14 van dé khong? Khong Thinh thoang
Dé cai dit Co Khéng
- ) Pan hat
Puoc ho trg rong rai Co N g P
trien
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BAI 6: TRUYEN FILE

Ma bai : MD 38.6
Muc tiéu:
- Trinh bay dugc cach sir dung cac 16p khi str dung véi FTP;
- Xay dung tmg dung trong viéc truyén va nhan File.
- Thuc hién céc thao tac an toan véi may tinh.
6.1 Khai niém giao thic FTP
FTP (viét tit caa File Transfer Protocol dich ra 1a “Giao théc truyén

tap tin”) 1a giao thuc truyén file gitta cdc may tinh. Giao thic nay xuét hién tur
nhimg niam 1971 (khi Internet van chi 1a mot du 4n thir nghiém) nhung van con
duoc st dung rong rdi cho dén tan ngay nay. FTP duoc dic ta trong RFC 959.

FTP cho phép trao doi file gitta hai mdy tinh.

Thong qua giao thitc FTP, ngudi ding c6 thé tai dir liéu nhu hinh anh, vin ban, cac
tap tin media (nhac, video)... tir may tinh cia minh 1én may chu dang dat & mét
noi khac hoic tai cac tap tin ¢ trén may chu Vé may tinh ca nhan. Giao thuc FTP
duoc sir dung nhiéu nhat vao muc dich. ..

6.2 Hoat dong ctia FTP

Trong phién lam vi¢c cua FTP, nguoi dung lam viée trén may tinh cia minh
va trao doi file vdi mot mdy tinh & chd khac. Dé truy cap tdi may tinh khac, nguoi
dung phai dang nhap thong qua viéc cung cap dinh danh ngudi dung va mat khau.
Sau khi nhimg thong tin nay duoc kiém chung thi cong viéc truyén file tur hé
thdng file trén may tinh ctia minh dén hé théng file & dau kia méi c6 thé duoc thuc
hién.

FTP str dung hai két n6i TCP song song, mot dudng truyén thong tin diéu
khién (control connection) va mét duong truyén dir liéu (data connection). Cac
thong tin diéu khién nhu thong tin dinh danh nguoi dung, mat khau truy nhap, lénh
thay ddi thu muc, Iénh “PUT” hodc “GET” file gilta hai may tinh dugc trao doi gua
duong truyén thong tin diéu khién. Puong truyén dir liéu dé truyén file dit ligu
thuc su. Vi FTP phan biét ludng thong tin diéu khién véi luong dir liéu nén nod
dogc  goi la  gui  thong tin  diéu  khién  out-of-band.
FTP gom 2 két ndi diéu khién va dix liéu

Khi ngudi ding bat dau mot phién lam viéc FTP, dau tién FTP sé& thiét lap
mot duong két ndi thong tin diéu khién TCP qua cong 21 . Phia client cta giao
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tharc FTP truyén thong tin vé dinh danh ngudi dung va mat khau ciing nhu 1énh
thay d6i thu muc qua két ndi nay. Khi nguoi ding cé mot yéu cau trao doi file
(truyén ti/dén may nguoi dung), FTP mé mot két néi TCP dé truyén dir liéu qua
cong 20. FTP truyén ding mot file qua két néi nay va ngay sau khi truyén xong thi
dong két ndi lai. Néu trong cung phién 1am viéc ngudi dung ¢ yéu cau truyén file
thi FTP s& md mot két ndi khac. Nhu vay voi FTP, ludng thong tin diéu khién
dugc mé va ton tai trong sudt phién 1am viéc cua ngudi dung, nhung mdi két ndi
dir liéu duoc tao ra cho mdi mot yéu cau truyén file (két néi dix liéu 1a khong lién
tuc).

Trong suét phién 1am viéc, FTP server phai giit lai cac thong tin vé trang thai
ctia ngudi ding, dac biét no phai két hop cac thong tin diéu khién véi tai khoan cua
nguoi dung. Server cling luu gitt thu muc hién thoi ma nguoi dung truy cap ciing
nhu cdy thu muc ctia ngudi dung. Ghi lai cac thong tin trang thai cia moi phién
lam viéc han ché dang ké tong s6 phién lam viéc dong thoi.

6.3 Cac Iénh FTP (FTP Commands)

Lénh (yéu cau) tir client dén server va két qua (tra 10i) tir server téi client duoc gui
thong qua két néi diéu khién va duoc ma hoa bang bang ma ASCII 7 bit. Do vay
gidng nhu 1énh HTTP, nguoi ta c¢6 thé doc duoc lénh FTP. Truong hop cac 1énh
viét lién tuc thi cap ky tu CR (carriage return) va LF (line feed) duoc sir dung dé
phén biét cac 1énh (va tra 1o1). Mbi cau Iénh chira 4 ki tw ASCII in hoa, mot s 1énh
c6 tham s6. Sau day 13 mot s6 cau 1énh hay gap:

« USER username: sir dung dé gtri thong tin dinh danh nguoi dung cho server

« PASS password: dung dé giri password cho server

o LIST: dung dé yéu cau server giri mot danh sach cac file trong thu muc hién

thoi. Danh sach nay dugc giri thong qua mot két ndi dir liéu TCP

« RETR filename: dung dé ldy mot file tir thu muc hién thoi (trén may ¢ xa)

« STOR filename: dung dé tai mot file vao thu muc hién thoi (trén may & xa)
Thong thuong ¢6 quan hé 1-1 giita 1énh cua nguoi dung va 1énh caa FTP . Ung Vi
mai Iénh tir client 1a mot tra 161 cua server. Cau tra 161 1a mot ma 3 chit s va 6 thé
c6 mot thong bdo kém theo.

6.4 Cach két noi vao FTP
Trude khi két ndi vao FTP trén host, minh can cac ban di chic chan tro tén mién
vé host mic du budc nay khong can thiét vi ban c6 thé két ndi vao cai hostname
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cua host hoic dia chi IP cta host nhung & ddy minh s& chi hudng dan két ndi vao
FTP qua tén mién trén host dé tranh dai dong.

Dé két ndi vao FTP trén host ban can phai sir dung mot tng dung chuyén lam viéc
nay, né6 duoc goi 1a FTP Client. Hién nay, ban co thé st dung phan
mém FileZilla vi day 1a FTP Client mién phi tot nhat hién tai, hd trg hau hét moi
hé diéu hanh hién nay.

Sau khi cai dat phan mém FileZilla vao may, ban khoi dong né 18n s& co giao dién
nhu sau:

File Edit View Transfer Server Bookmarks Help

4-EAFF e vRee a0

Host: @ Usemame: i Password: E Port: @ Quickconnect | v

Local site: | \
=l Desktop
1' Documents
=™ This PC
g A
-ite C
@-gis O

Filename Filesize Filetype Last modified Filename Filesize Filetype Last modified Permissions  Ov

Floppy Disk Dri...

Local Disk
CD Drive Not connected to any server

<
3 directories Not connected.

Server/Local file Direction Remote file Size Priority  Status

| Queued files | Failed transfers | Successful transfers |

Giai thich:
o 1—Dia chi host hoic IP ctia host can truy cap, hay dién tén mién website cua ban
vao.
o 2—Tén username truy cap vao host
o 3—Mat khau truy cap vao host
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o 4 — Cong két ndi, cong ctia giao thirc FTP 13 21, ban khong can dién ciing dugc
vi mac dinhno dala21
Dién xong cac thong tin do, cac ban an vao nut Quickconnect dé bat dau két ndi.
Két ndi thanh cong no s& hién thj ra nhu thé nay.

Fide Edit View Transfer Server Bookmarks Help
A-TEFEE = vBag=aen

hachoh. P. 4
P

227 Entering Paszive Mode (108,172 52,44,133,121)
MLSD
150 Accepted data connection
: 226-Options: -a «|
226 22 matches total
Directory listing successful

Local site: | \
= [l Desktop

| Documents
= 1% This PC

Filesize Filetype Lost modified Fiename Filesize Fidetype  Last modified
Floppy Disk Dri... s
Local Disk b cagefs File folder 17172015 2:01:4...
€D Drive L. «chselector File folder 17172015 3:30:4..
1. <panel Fde folder 17172015 5:41:0..
L htpasswds File folder 1/1/2015 3:30:3...
L softaculous File folder 1/1/2015 2:02:3...
L trash File folder 1/1/2015 215:3...
@ access-logs Filefolder  1/1/20153:31:4.
b etc File folder 1172015 3:30:3..
4 logs File folder 1/1/2015 3:31:4
4 mail File folder 1/1/2015 3:30:3..
4 public_ftp File folder 1/1/2015 3:30:3...
L. public_html File folder 1/172015 3:0%:2...
& tmp File folder 1/1/2015 5:32:1...
A waw Filefolder  1/1/20153:30:3..
|| bash_togout 18 BASHLOG.. 10/16/2014 35
<
3 directories 6 files and 14 directones. Total size: 348 bytes

Server/Local file Size Priority  Status

Queued files | Failed transfers  Successful transfers

Trong do, bén tay trai 1a cac dir li¢u trén may tinh va bén tay phai 1a cac dir ligu
trén host. Ban thay thu muc public_html cht, d6 1a thu muc gdc trén host cua ban
d6, nhap vao di rdi ban s& thdy cac tap tin va thu muyc trén host cia minh hién ra.
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Remote site: [ /public_html

- 2 access-logs

2 etc
2 logs
2. mail
2. public_ftp
@ 1, public_html
- 2 tmp N
Filename Filesize Filetype Last modified Permissions  Owner/Gro...
’ .
1. cgi-bin File folder 1/1/2015 3:30:3... 0755 818830
.. hinhanh File folder 1/1/2015 3:05:2... 0755 818830
@cpanel-filemanager... 31,655 JPGFile 1/1/2015 2:34:1... 0644 818830
|= | default.html 6,775 HTMLFile 8/10/2014 8:17.... 0644 818830

Ddi voi cac tap tin, ban c6 thé an chudt phai va chon Edit dé stra noi dung, ngoai

trir hinh anh, chic chan roi.

Néu ban muén upload cai gi d6 1én host qua FTP, ban ci truy cdp vao thu muc can
upload vao trén FTP va di chuyén thu muc & may tinh dén vi tri cua tap tin can

upload, 4n chudt phai va chon Upload.
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Local site: | C:\Users\Pham\Downloads\ v | Remote site: | /public_htm|

5 ) My Weblog Posts ~ 2 access-logs i
#- i Downloads 2 e
4 g Favorites 2 logs

@ Links 2 mail

). Local Settings 2 public_ftp

B Music 44 public_htmi

1 Mv Documents > ? tmo M
Filename Filesize Filetype Last modified A | Filensme Filesize Filetype Lestmodified  Permissions  Owner/Geo...
). Compressed File folder 1171872014 1:20:11... ). cgi-bin File folder 1/1/2015 3:30:3... 0755 818830
J. Documents File folder 1171872014 1:20:11... hinhanh File folder 1/1/2015 305:2.. 0755 818830
1 Music File folder 11/18/2014 3:20:11,.. gtpmel-lllcmmngﬂn. 31,655 JPGFile 1/1/2015 2:341... 0644 812830
|, Programs File folder 11/18/2014 5:42:35... defauittm! 6775 HIMLFile  8/10/2014817... 0644 212830
). Video File folder 1171872004 1:2011...
J. wordpress-4.1 File folder 12/26/2014 11:530..,
[&l1772233jp9 2552643 JPG File 12/29/201
[az) 293589, pg 2,342,353 JPG File 1229/
R oo ioo e v ey NP
45 ChromeSetup.exe 830,784 Appli
&) desitopiini 282 Cont T Addfilesto queue
[Eriezins 3906... 612653 Appi  Open
S FileZilla_3.9.06_... 768832 Appl g
©Git-194-previe... 17,824,398 Appli
Pidmans2ibuddl.. 6339720 Appli Create dicectory
Bidmans21budd!. 6339720 Appli  Create directory and enter it v
Selected 1 file. Total size: 163,118 bytes Refresh 2 files and 2 directories. Total size: 38,430 bytes
Server/Local file Dicection  Delete Size Priority  Status

Rename

Cho doi dén khi nao trén host xuat hién cai tap tin ban vira upload thi thoi.

Filename Filesize Filetype Last modified Permissions  Owner/Gro...
I\ cgi-bin File folder 1/1/2015 3:30:3... 0755 818830
1. hinhanh File folder 1/1/2015 3:05:2... 0755 818 830
[_:jchicago_4.jpg L_;/ 163,118 JPGFile 1/1/2015 6:01:2... 0644 818830
@cpanel-filemanagerm 31,655 JPGFile 1/1/2015 2:34:1... 0644 818 830
|= | default.html 6,775 HTMLFile  8/10/2014 8:17... 0644 818830

Tuong tu, ban c¢6 thé an chudt phai vao file nao do trén host va chon Download dé
tai vé may tinh.
Tao tai khoan FTP riéng

FTP c6 mot cai hay 1a ban co thé tao ra nhiéu tai khoan FTP riéng va co thé chi
dinh tai khoan d6 chi c6 thé quan Iy mot thu muc ndo do6 trén host, rat cé ich néu
ban muén cho nguoi khac c6 quyén upload dit liéu 1én host cua ban ma khéng so
nguoi ta dung cham t6i cac dit liéu khac.
Pé lam dugc viée nay, ban dang nhdp vao control panel ctia host va tim dén FTP
Accounts.
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Files A
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S b/ / B & d
Backups I} Backup File Manager  Legacy File  Disk Space Web Disk

Wizard Manager Usage

|
!
’

[

. > ¥/ 4 ',\
vy @
FTP Accounts  FTP Session
Control R1Soft
Restore
‘Q:.fl'n-nc

Va minh thiét 1p username va mat khau FTP can tao ra, ddng thoi ban c6 thé khai
bao thu muc dugc 4p dung cho tai khoan FTP nay va dung luong téi da tai khoan
FTP nay dugc phép st dung.

1+ FTP Accounts

FTP accounts allow you to access your website’s files through a protocol called FTP. Use a third-party FTP program to access

your files. To log into your account via FTP, enter “thachpham.tv” as your FTP host, the username, and password.
Add FTP Account
Login: i_hinha_r)h } @thachpham.tv &
Password: { ............. ] (V)
Password (again): l ------------- ] (V]
Strength (Why?): I Weak (35/100) l Password Generator
Directory: /home/thachpha/ public_html/hinhanh (V]
"
Quota: B
®' Unlimited
Create FTP Account

Luu y 1a v6i céc tai khoan FTP dugc chinh ban tao ra, username cua né s€ c6 dang
la username@domain-cua-ban.com nén khi dang nhap, ban phai nhap username 1a
nhu thé. Nhu vi du véi anh trén, minh tao ra mot tai khoan FTP véi username
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1a hinhanh@thachpham.tv va né duoc quyén sa dung thu muc
/public_html/hinhanh/. An nat Create FTP Account dé két thiic.

Bay gio ban c6 thé dang nhap vao FTP bang FileZilla, phan host ban van dé la
domain-cua-ban.com, chi khac username ma thoi.
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BAI 7: AN NINH MANG (FIREWALLS, PROXY SERVERS, AND
ROUTERS)

Muc tiéu:

Mo ta cach xay dung mang ludi bao vé mang;

Trinh bay duoc cac cam bay mang;

Thue hién dugc xay dung ung dung don gian bao dam an toan hé théng mang
trong doanh nghiép.

Thuc hién cac thao tac an toan v&i may tinh.

7.1 Khai niém Proxy

Proxy 1a mot Internet server 1am nhiém vu chuyén tiép thong tin va kiém soat tao
su an toan cho vi¢c truy cap Internet ctia cac may khach, con goi la khach hang st
dung dich vy internet. Tram cai dat proxy goi la proxy server. Proxy hay tram cai
dit proxy co dia chi IP va mot cong truy cap cb dinh. Vi du: 123.234.111.222:80
Dia chi IP cila proxy trong vi du 1a 123.234.111.222 va cong truy cép la 80.

7.2 Chirc nang cua proxy

Pbi voi mot so6 hang, cong ty nguoi ta sir dung proxy vao viéc:

-Proxy chia s& duong truyén: gitip nhiéu may truy cdp Internet thong qua 1 may,
ma may nay goi 1a Proxy server. Chi duy nhit miy Proxy ndy can modem va
account truy cdp internet, cac may client (cac may truyc thudc) mudn truy cip
internet qua may nay chi can ndi mang LAN téi may Proxy va truy cap dia chi yéu
cau.Nhimg yéu cau cua ngudi st dung s& qua trung gian proxy server thay thé cho
server that su ma ngudi st dung can giao tiép, tai diém trung gian ndy cong ty
kiém soat duoc moi giao tiép tir trong cong ty ra ngoai intrnet va tir internet vao
may ctia cong ty. Str dung Proxy, cong ty c6 thé cAm nhén vién truy cap nhiing dia
chi web khong cho phép, cai thién tbc d6 truy cap nho sy luu trit cuc bd céac trang
web trong bo nhd cua proxy server va giau dinh danh dia chi cia mang ndi bo gay
khé khan cho viéc tham nhép tir bén ngoai vao cdc may cua cong ty.
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PROXY SERVE
Dbi véi cac nha cung cip dich vu dudng truyén internet:
-Do trén mang internet c6 luong thong tin rat phong phi, theo quan diém cua timg
quédc gia, cia timg ching toc hay dia phuong, cac nha cung cép dich vu internet
khu vuc d6 s& phdi hop proxy voi ki thuat tuong lira dé tao ra mot bo loc goi 1a
firewall proxy nham ngan chin cac thong tin doc hai hodc trai thuan phong my tuc
d6i v6i qubc gia, doi voi ching toc hay dia phuong d6. Dia chi cac websit ma
khach hang yéu cau truy cap s€ duogc loc tai bo loc nay, néu dia chi khong bi cAm
thi yéu cau cta khach hang tiép tuc duoc giri di, toi cac DNS server ciia cac nha
cung cap dich vu. Firewall proxy s& loc tit ca cac thong tin tir internet giri vao may
cua khach hang va nguoc lai.
7.3 Y nghia ciia proxy
Proxy khong chi c6 gia tri bdi nd lam duge nhiém vy ciia mdt bd loc thong tin, nod
con tao ra dugc su an toan cho cac khach hang cua né, firewal Proxy ngan chan
hiéu quat su xdm nhép cta cac d6i twong khong mong mudn vao may cua khach
hang. Proxy luu trit duoc cac théng tin ma khach hang can trong bd nhd, do d6 1am
giam thoi gian truy tim lam cho vi¢c sir dung bang thong hi¢u qua.
Proxy server gibng nhu mot vé si bao vé khoi nhiing rac rdi trén Internet. Mot Ps
thuong nam bén trong tudng lira, giita trinh duyét web va server that, lam chuc
ning tam giir nhitng yéu cau Internet ciia cac may khach dé chung khong giao tiép
truc tiép Internet. Ngudi dung sé khong truy cap duoc nhimng trang web khong cho
phép (bi cong ty cAm).
Moi yéu ciu cta may khach phai qua Ps, néu dia chi IP co trén proxy, nghia la
Website nay duoc luu trit cuc b, thi trang nay s& duoc truy cip ma khong can phai
két ndi Internet, néu khong co trén Ps va trang ndy khong bi cam yéu cau sé dugc
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chuyén dén server that, DNS server... va ra Internet. Ps luu trit cuc b cac trang
Web thuong truy cap nhat trong bo dém giam chi phi, tbc do hién thi trang Web
nhanh.

Proxy server bao vé mang ndi by khoi bi xac dinh bd1 bén ngoai béng cach mang
lai cho mang hai dinh danh: mot cho ndi bd, mdt cho bén ngoai. Piéu niy tao ra
mot “bi danh” ddi véi thé gidi bén ngoai gay kho khin déi voi néu nguoi ding “tu
tung tu tac” hay céc tay bé khoa mudn xam nhap truc tiép may nao do.

7.4 Cach str dung proxy hiéu qua

Do cic proxy c6 quy mod bo nhé khac nhau va sb lugng ngudi dang sir dung proxy
nhiéu-it khac nhau, Proxy server hoat dong qua tai thi tbc do truy cip internet cta
khach hang c6 thé bj cham. Mit khac mot sb websit khach hang c6 day du diéu
kién nhan than dé doc, nghién ctru nhung bi tudng ltra chin khéng truy cap duoc
thi bién phap doi proxy dé truy cap la diéu can thiét nham dam bao cong viéc. Do
d6 nguoi st dung c6 thé chon proxy server dé st dung cho riéng minh. C6 céc
cach chon lya cho ngudi str dung. St dung proxy mic dinh ctia nha cung cép dich
vu (internet), truong hop nay nguoi s dung khong can dién dia chi IP cua proxy
vao cira sO internet option cua trinh duyét trong méay cta minh. Sir dung proxy
server khac (phai tra phi hoic mién phi) thi phai dién dia chi IP cua proxy server
vao ctra sO internet option cta trinh duyét.
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Mot s6 Proxy mién phi tham khao

203 252 226 2158001 transparent Dec-26, 1826 Korea, Republic of
8120173653128 transparent server Dec-26. 10.08 Russian Federation
8192 147 62.3128 transparent Dec-26. 1815 Czech Republic
189.156899.3128 transparent Dec-26, 16:14 Brazil

141.223 175.140:8080 transparent proxy server Dec-26, 1557 Korea, Republic of
85.226 20.158:3128 transparent proxy Dec-26, 1449 Sweden

86529 36 95 554 hight-anonymous (S) Dec-27, 06:01 United States
88243 48 144:3128 transparent Dec-26, 18.22 Turkey

213144 1466:3128 transparent server Dec-26, 20:44 Germany

21262 102.247:80 transparent proxy Dec-26, 1443 Saudi Arabia
6119237 202:8080 transparent Dec-26, 09:55 Thailand
61.50.217.230:1080 transparent proxy Dec-26, 09.55 China

202 206.100.39:3128 transparent proxy Dec-26, 1559 China

61,142 249.116:8080 transparent proxy Dec-26, 0959 China

11898212 242:3128 transparent proxy Dec-26, 19:05 Indonesia
20373.180.16.3128 transparent Dec-25, 18.26 Taiwan
200.129.25 3:8080 transparent proxy Dec-26. 1829 Brazil
203.190.51.206:8080 transparent server Dec-25, 14:21 Indonesia
21262.102.134:80 transparent server Dec-25, 1423 Saudi Arabia

7.5 Nguyén ly hoat dong ciia Firewall

Khai niém twong lira (Firewall)
Trong nganh mang mdy tinh, birc tudng Ita (tiéng Anh: firewall) 1a rdo chin ma
mot s6 ca nhan, t6 chic, doanh nghiép, co quan nha nudc 1ap ra nham ngan chin
nguoi ding mang Internet truy cip cac thong tin khong mong mudn hodc/va ngin
chin nguoi dung tir bén ngoai truy nhap cac thong tin bao mat nam trong mang ndi
bo.
Tuong lira 13 mot thiét bi phan ctng va/hodc mdt phan mém hoat dong trong mot
moi trudng may tinh ndi mang dé ngan chan mat s6 lién lac bi cam boi chinh sach
an ninh cua c4 nhan hay td chire, viée nay tuong tu voi1 hoat dong cua cac biic
tuong ngan lira trong cac toa nha. Tudng lira con dugc goi 1a Thiét bi bao vé bién
gio1 (Border Protection Device - BPD), ddc biét trong cac ngit canh ctia NATO,
hay b6 loc goi tin (packet filter) trong hé diéu hanh BSD - mét phién ban Unix cta
bai hoc California, Berkeley.
Nhiém vu co ban ciia twong Itra 1a kiém soat giao thong dir lidu giita hai ving tin
cdy khac nhau. Cac ving tin cdy (zone of trust) dién hinh bao gém: mang Internet
(vung khong dang tin cdy) va mang ndi1 bo (mdt vung c6 do tin cdy cao). Muc dich
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cudi cung 1a cung cip két ndi co kiém soat giita cac ving voi do tin cay khac nhau
thong qua viéc 4p dung mot chinh sach an ninh va mé hinh két ndi dya trén nguyén
tdc quyén tdi thiéu (principle of least privilege).

Céu hinh dung dan cho cac tudng lira doi hoi ki ning clia ngudi quan tri hé thng.
Viéc nay doi hoi hiéu biét dang ké vé cac giao thirc mang va vé an ninh may tinh.
Nhitng 161 nho c6 thé bién tudng lira thanh mot cong cu an ninh vo dung.

Lich sir phat trién Firewall

Cong nghé tudng lira bat dau xuat hién vao cudi nhitng ndm 1980 khi Internet van
con 1a mot cong nghé kha méi mé theo khia canh két ndi va sir dung trén toan cau.
Y tuéng dau tién dugc di hinh thanh sau khi hang loat cic vu xdm pham nghiém
trong d6i voi an ninh lién mang xay ra vao cudi nhitng nam 1980. Nam 1988, mot
nhin vién tai trung tim nghién citu NASA Ames tai California gui mot ban ghi
nhd qua thu dién tir t6i dong nghiép rang: "Chung ta dang bi mot con VIRUS
Internet tdn cong! N6 da danh Berkeley, UC San Diego, Lawrence Livermore,
Stanford, vd NASA Ames." Con virus dugc biét dén véi tén Sau Morris nay da
dugc phat tan qua thu dién tir va khi d6 da 1a mot sy kho chiu chung ngay ca ddi
v6i nhimg nguoi dung vo thudng vo phat nhat. Sdu Morris 13 cudc tan cong dién
rong dau tién dbi v6i an ninh Internet. Cong dong mang da khong hé chuan bi cho
mot cude tn cong nhu vay va da hoan toan bi bat ngo. Sau do, cong déng Internet
da quyét dinh rang uu tién t6i cao 1a phai ngan chian khong cho mot cudc tan cong
bat ky nao nita c6 thé xay ra, ho bit dau cong tac dua ra cac ¥ tuéng méi, nhitng hé
théng va phan mém méi dé 1am cho mang Internet c6 thé tré lai an toan.
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SIMPLE NETWORK DIAGRAM

Given is a scenario with a PIX Firewall
Connected to the Outside, Inside and DMZ

Lo
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Nam 1988, bai bao dau tién vé cong nghé tuong lira dugce cong bd, khi Jeff Mogul
thudc Digital Equipment Corp. phat trién cac hé théng loc dau tién dugc biét dén
véi tén cac tudng lira loc goi tin. Hé thong khéa co ban nay da 1a thé hé dau tién cua
cai ma sau nay s& trd thanh mot tinh ning k¥ thudt an toan mang duoc phat trién
cao. Tir nam 1980 dén nam 1990, hai nha nghién ctru tai phong thi nghiém AT&T
Bell, Dave Presetto va Howard Trickey, di phat trién thé hé tudng lira thir hai,
dugc bién dén voi tén cac tudng lira ting mach (circuit level firewall). Cac bai bao
cua Gene Spafford & Dai hoc Purdue, Bill Cheswick & phong thi nghiém AT&T va
Marcus Ranum dd mo ta thé hé tuong lta thir ba, voi tén goi tuong lra tAng tng
dung (application layer firewall), hay tuong Itra dua proxy (proxy-based firewall).
Nghién ctru cong nghé ctia Marcus Ranum di khéi dau cho viéc tao ra san phan
thuong mai dau tién. San pham nay di duoc Digital Equipment Corporation's
(DEC) phét hanh véi tén SEAL. Pot ban hang 16n dau tién ciia DEC 14 vao ngay
13 thang 9 nam 1991 cho mdt cong ty hoa chat tai bo bién phia Pong ciia My.

Tai AT&T, Bill Cheswick va Steve Bellovin tiép tuc nghién ctru cia ho vé loc gb1
tin va da phat trién mot mo hinh chay dugc cho cong ty cua chinh ho, dua trén kién
tric cta thé hé tuong lira thir nhat ciia minh. Nam 1992, Bob Braden va Annette
DeSchon tai Pai hoc Nam California da phat trién hé théng tuong Itra loc goi tin
thé hé thir tw. San pham co tén “Visas” ndy 1a hé thdng dau tién c6 mot giao dién
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v&i mau sic va céc biéu tuong, co thé dé dang cai dat thanh phﬁn mém cho céc hé
diéu hanh chang han Microsoft Windows va Mac/OS ciia Apple va truy nhap tir
cac hé diéu hanh d6. Nam 1994, mét cong ty Israel c6 tén Check Point Software
Technologies di xay dung san pham nay thanh mot phan mém sin sang cho sir
dung, do 1a FireWall-1. Mot thé hé thir hai cia céac tuong lra proxy da dugc dua
trén cong nghé Kernel Proxy. Thiét ké nay lién tuc duoc cai tién nhung cac tinh
nang va ma chuong trinh co ban hién dang dugc str dung rong rai trong ca cac hé
théng may tinh gia dinh va thuong mai. Cisco, mot trong nhiing cong ty an ninh
mang lon nhat trén thé gid1 da phat hanh san phém nay nam 1997.

Thé hé FireWall-1 méi tao thém hiéu luc cho dong co kiém tra siu gb1 tin bﬁng
cach chia sé chirc ning ndy véi mot hé théng ngan chin xam nhap.

Cac loai twong lvra

C6 ba loai tuong Itra co ban tuy theo:

Truyén thong duoc thuc hién gitra mot nat don va mang, hay gitta mot sb
mang.

Truyén thong duoc chin tai ting mang, hay tai ting tng dung.

Tuong lira c6 theo ddi trang thai cua truyén thong hay khong.

Phan loai theo pham vi ctia cac truyén trong dugce loc, ¢o cac loai sau:

Tuong ltra c4 nhan, mot tng dung phan mém véi chirc niang thong thudng 1a
loc dir liéu ra vao mdt may tinh don.

Tuong ltra mang, thuong chay trén mot thiét bi mang hay may tinh chuyén
dung dat tai ranh gi6i ctia hai hay nhiéu mang hoic cac khu phi quan su (mang con
trung gian nam gitra mang ndi bo va mang bén ngoai). Mot tudng lira thudc loai
nay loc tat ca giao thong dit liéu vao hodc ra cac mang duoc két ndi qua no.

Loai tudng lira mang twong ung voi ¥ nghia truyén théng cia thuit ngit "tudng
lra" trong nganh mang may tinh.

Khi phéan loai theo céac tﬁng giao thirc noi giao thong dit li€u co6 thé bi chin, c6 ba
loai tuong lura chinh:

Tuong lira tang mang. Vi du iptables.

Tuodng lira tang ung dung. Vi du TCP Wrappers.

Tuong ltra tng dung. Vi dy: han ché cac dich vu ftp bang viéc dinh cau hinh
tai tép /etc/ftpaccess.
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Céc loai twong lira ting mang va tuong lira ting tmg dung thuong trum 1én nhau,
mac du tudong ltra cd nhan khong phuc vu mang, nhung mat s6 hé thé)ng don da cai
dat chung ca hai.
Cubi cung, néu phan loai theo tiéu chi ring tuong lira theo ddi trang thai cua céc
két ndi mang hay chi quan tdm dén timg goi tin mot cach riéng r&, c¢6 hai loai tuong
Ira:
Tuong Itra c6 trang thai (Stateful firewall)
Tuong ltra phi trang thai (Stateless firewall)
Ly do sir dung twong lira
Mang internet ngdy cang phat trién va pho bién rong khip moi noi, loi ich cua nd
rat 1on. Tuy nhién ciing co rat nhiéu ngoai tac khong mong mudn ddi véi cac ca
nhan 1a cha me¢ hay t6 chirc, doanh nghiép, co quan nha nudc... nhu cac trang web
khong phu hop Itra tudi, nhiém vy, loi ich, dao duec, phap luat hodc trao dbi thong
tin bat loi cho ca nhan, doanh nghiép... Do vay ho (cac ca nhan, t6 chuc, co quan
va nha nude) st dung tudng lira dé ngdn chan.
Mot 1y do khac 1a mot sé qudc gia theo ché do doc tai, doc dang ap dung tuong lira
dé ngin chan quyén trao doi, tiép can thong tin clia cong dan nudc minh khong cho
ho truy cap vao céc trang web hodc trao doi véi bén ngoai, diéu ma nha cam quyén
cho rang khong c6 lgi cho ché do do.
Cach thirc ngan chan

Pé ngin chin cac trang web khong mong mudn, cac trao doi thong tin khong mong
mudn ngudi ta ding cach loc cac dia chi web khong mong mudn ma ho da tap hop
dugc hodc loc ndi dung thong tin trong céc trang thong qua cac tir khoa dé ngan
chin nhitng ngudi dung khong mong mudn truy cap vao mang va cho phép nguoi
dung hop 1¢ thuc hién viéc truy xuit.
Birc tudong ltra ¢ thé 1a mot thiét bi dinh hudng (Router, mot thiét bi két ndi gitra
hai hay nhiéu mang va chuyén céc thong tin gitta cic mang ndy) hay trén mot may
chu (Server), bao gdm phan cimg va/hoic phan mém niam giita hai mang (chang
han mang Internet va mang lién két cac gia dinh, diém kinh doanh internet, to
chtrc, cong ty, hé thong Ngan hang, co quan nha nudc.
Co quan nha nudc cé thé 1ap birc tuong lra ngay tir cong Internet quéc gia hodc
yéu cau cac nha cung cap dich vu duong truyén (IXP) va cung cap dich vu Internet
(ISP) thiét 1ap hé thong tuong lira hitu hiéu hodc yéu cau cac dai 1y kinh doanh
internet thyc hién cac bién phap khac nhu Thong tu lién tich s6 02/2005/TTLT vé
quan ly dai 1y Internet ¢6 hi¢u lyc vao dau thang 8-2005 ¢ Viét Nam.
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Vuot twong lira
Céc trang web bi chin nhit 1a cac trang web sex thuong rat linh dong thay doi dia
chi dé tranh su nhan dién hodc nhanh chéng théng bao dia chi mdi mot cach han
ché voi cac ddi twong dung da dinh.
Nguoi dung & cac nudc co hé thdng tudng lira cé thé tiép can voi ndi dung bi chan
qua cac ngd khac bang cach thay d6i dia chi Proxy, DNS hoic qua ving nhé dém
cached cta trang tim kiém thong dung nhu Google, Yahoo..., hodc st dung phan
mém mién phi Tor. N6i chung ngudi ding mang hiéu biét nhiéu vé may tinh thi
biét nhiéu k¥ xao vuot tudng lira.

Hiéu qua khi st dung twong lira
Birc tuong lira chi c6 hiéu qua tot mot thoi gian sau d6 cac trang web bi chan ciing
nhu nguoi st dung dung muu meo, k¥ xdo, ky thuat dé né va vuot tuong, vi vay
phai luon ludn cdp nhat ky thuat, nhan dién cac dia chi moi dé thay doi phuong
thirc hoat dong, diéu nay lam toc do truy cap chung bi giam va doi hoi phai nang
cap trang thiét bi, k¥ thuat.

Nhwoc diém khi sir dung twong lira
Str dung tudng Itra can phai xtr Iy mot lugng 16n thong tin nén viée xu 1y loc thong
tin c6 thé lam cham qua trinh két ndi ctia nguoi két ndi.
Viéc st dung tuong lira chi hiru hiéu ddi v6i nhitng nguoi khong thanh thao ki
thuat vuot tuong ltra, nhitng nguoi st dung khac cé hiéu biét c6 thé dé& dang vuot
qua tuong lira bang cach str dung cac proxy khong bi ngin chan.
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7.6 Trién khai xiy dung hé thong twong lira cho doanh nghiép

% FIREWALL
o EXTERNAL

'@

INTERNAL

Perimeter / DMZ

(3

M0 ta so' @d hé thong:
Gom 01 PC déng vai tro Domain Controller (DC)
Mang LAN thudc dai [P 192.168.1.0/24
DMZ thude dai IP 172.16.1.0/24
External c6 dai IP 10.0.0.0/30

Firewall c6 03 Fast Ethernet twong ung 03 phan ving LAN (Internal), DMZ
va External

Yéu cau:

Céc PC join vao Domain (DC)

File Server va Web Server thuoc ving DMZ cho phép cac PC thugc LAN
truy cap vao

Céac PC thudc LAN c6 thé truy cap Internet theo sy cho phép cuia Firewall
7.7 Thiét 1ap twong lira va cic mic dinh biao mat két ndi IPsec

Windows Server 2003 da c6 mot tuong Itra khé co ban cho phép bao v¢ may
tinh chong lai cac két n61 bén ngoai ma ban khong mudn ching két ndéi véi may
chu. Van dé nay rat httu dung trong viéc bao vé cac mdy Windows Server 2003,
tuy nhién n6 kha don gian va khong cho phép diéu khién hat nhan cho ca truy cép
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di vao va giri di d6i véi cac may Windows Server 2003. Thém vao do, tudng lia
trong Windows Server 2003 lai khong duoc tich hop chat ché voi cac dich vu da
dugc cai dat, chinh vi vay ban phai cAu hinh tuong lura bat ctt khi nao thém vao
mot may chu méi hoac dich vu moi.

Windows Server 2008 gidi thiéu mot tuong ltra méi va c¢é nhiéu cai thién dang ké;
Windows Firewall vdi Advanced Security. Tuong ltra méi nay trong Windows c6
nhiéu cai thién va ciing rat giéng véi tuong lira duge gidi thiéu trong Windows
Vista. Céc tinh ning méi c6 trong tudng lira mdi nay vé vin dé bao mat ning cao
gbm co:

. Nhiéu diéu khién truy cap di vao

. Nhiéu diéu khién truy cap gui di

Tich hop chat ché voi Windows Server 2008 Server Manager, véi cau hinh

tu dong cua tudng ltra khi cac dich vu duoc cai dat béng Server Manager.

. Cau hinh va viéc quan 1y chinh sach IPsec dugc cai thién manh mé, bén canh
do 1a con c¢o ca su thay ddi tén. Cac chinh sach IPsec hién duoc khai bao nhu
cac rule bao mat két ndi (Connection Security Rules).

. Kiém tra chinh sach tuong ltira dugc cai thién

. Kiém tra cac chinh sach IPsec dugc cai thién (gid ddy duogc goi 1a cac Rule
bao mat két ndi)

. Kiém tra tdp trung cac trong viéc két hop ché d6 bao mat Main va Quick
duoc cai thién

C6 nhiéu ty chon cau hinh ¢ trong tudng lira mdi nay, chinh vi vay trong bai nay

chung t6i s& chia 1am ba phan, phan dau 1a gidi thiéu vé cac tiy chon ciu hinh co

ban cho tuong lira va cho céc chinh sach IPsec. Phan hai s& tap trung dén cach tao
cac rule di vao va giri di, con trong phan ba s& gi6i thiéu vé cach tao cac rule bao
mat két ndi.

Giao dién diéu khién Windows Firewall with Advanced Security c6 thé dugc mo

tr menu Administrative Tools. Khi m¢ giao dién diéu khién nay, ban s& thiy

dugc phan panel bén trai nhu nhitng gi thé hién trong hinh duéi day.
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@9 Windows Firewall with Advanced S
&3 Inbound Rules
&Y Outbound Rules
2‘!. Connection Security Rules
= B, Monitoring
i Firewall
%% Connection Security Rules
= &4y Security Assodations
) Main Mode
|} Quick Mode

Hinh 1

Panel & gifra ctua giao dién di€u khién s€ cung cap cho ban cac thong tin vé profile
Domain, Private va Public. Mic dinh cac gia tri niy cho mdi profile la:

. Windows Firewall 1a “on”
. Két nbi giri vao khong hop 18 véi rule sé bi khoa
. Két ndi giri di khong hop 1& véi rule s& duge cho phép

V6i nhimg ngudi ¢6 quyén quan tri tudng lira thi thanh phan cudi cing duong nhu
co phﬁn hoi 1on x0n vi trén cac tuong lira cua mang, néu khong c6 rule nao cho
phép mot két ndi thi mic dinh rule “clean up” dugc kich hoat va két ndi s& bi khoa.
Tuy vay trong phan ndi dung ciia Windows Firewall trén host voi Advanced
Security, két ndi giri di khong hop 1& véi rule s& duoc cho phép c6 nghia ring
khéng c6 kiém soat truy cap giri di duogc thiét 1ap mic dinh.

Windows Firewall with Advanced Security on Local Computer

‘ Windows Frewall with Advanced Securtty provides enhanced network securtty for Windows computers.

Overview -
Domain Profile is Active

& Windows Frewalis on

© Inbound connections that do net match a nde are blocked.

€@ Oubound connections that do not match a nde are allowed.

Private Profile
¥ Windows Frewal is on

© Inbound connections that do not match a nie are blocked.
@ Outbound connections that do not match 3 nde are allowed

Public Profile

@ Windows Frewalis on

©© Inbound connections that do not match a nde are blocked.
) Oubound connections that do not match a e are allowed.

BY Windows Firewall Properties

Hinh 2
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Trong phan panel phai bén trai cua giao dién diéu khién Windows Firewall with
Advanced Security, kich chugt phai vao nit Windows Firewall with Advanced
Security & phan trén cta panel trai cua giao dién diéu khién va kich
vao Properties. Thao tic nay s€ md ra hop thoai Windows Firewall with
Advanced Security Properties

Domain Profile 1a tab ddu tién xuat hién trong hop thoai Windows Firewall with
Advanced Security Properties. Domain Profile 4p dung khi mdy tinh dugc két
ndi v6i mang cong ty va cé thé lién lac véi mién. Vi cac may chu khong chuyén tir
mang nay sang mang khac nén chi c6 Domain Profile ¢6 thé 4p dung trong dai da
s6 cac trudong hop. Ngoai tir khi may chi khong phai 13 thanh vién mién, trong
truong hop do thi Private Profile s€ ap dung no.

Khung State ban cdu hinh nhu sau:

. Firewall state. Trang thai nay co thé off hodc on. N6 duoc mic dinh va nén
dé nhu vay.

. Inbound connections. Cac thiét 1ap mic dinh dé khoa. Piéu niy c6 nghia
rang cac két ndi khong c6 mot rule cho phép s& bi khoa. C6 hai tiy chon khac &
day: Allow, tiy chon nay s& cho phép tat ca cac két ndi gui dén va Block all
connections, s& khoa tat ca cac két nbi gui di. Ban nén can than véi ca hai thiét
lap c6 thé thay d6i ndy, vi tily chon Block all connections co thé khoa tat ca cac
két ndi gui dén, didu d6 s& lam kho khin hon trong viéc quan Iy may tinh tir
mang.

. Outbound connections. Thiét 1ap mac dinh 1a Allow (default), cho phép
két ndi gui di. Mot tuy chon khac ¢ day 1a khoa cac két ndi giri di. Chung toi
khuyén ban nén chon mic dinh bang khong may tinh s& khong thé két néi véi
cac may tinh khac. Co6 mot $6 ngoai 1¢ nhu cac thiét bi dugc két ndi Internet
dang chi nén xir 1y cac két néi giri dén va khong nén thiét 1ap cac két ndi gui di
moi.

Trong khung Settings ban co6 thé ciu hinh cac thiét 1ap dé diéu khién mot sé hanh

vi cua tuong ltra. Kich nut Customize.
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Windows Firewall with Advanced Security on Local Col X|

Domain Profile I Private Profile | Public Profile | IPsec Settings |

Specify behavior for when a computer is connected to its corporate

domain.
— State
£4 Frrewall state: h
Inbound connections: lBIock {default) L]
QOutbound connections: lAlIow {default) LI
— Settings

7| Specify settings that control Windows : |
E} Firewall behavior. 5

— Logging

I Specify logging settings for ,
J troubleshooting. Customize... I

Leam more about these settings

[ ok | Cancel [ e |

Hinh 3

Khi d6 hop thoai Customize Settings for the Domain Profile sé xuat hién. Trong
khung Firewall settings, ban cdu hinh muén hay khéng muén c6 thong bao duoc
hién thi khi két nbi gui dén bi khoa. Thiét 1ap nay dugc mic dinh 1a No va ban nén
dé lai lua chon mac dinh dé. Vi néu chon yes thi s€ gap phai rat nhiéu thong bao
cho cac két ndi dugc guri di dén may chu.

Trong khung Unicast response, ban cau hinh cach may tinh dap tra déi voi luu
lrong mang multicast va broadcast. Gia tri mac dinh la Yes (default), gia tri nay
cho phép may chii cung cdp cac dap tra unicast (don) voi cac yéu cau multicast
(da). Néu ban ¢ trong méi trudng khong phu thudc vao cac thu tin multicast hodc
broadcast (ban khong c6 cac ing dung multicast trén may chui va may chu khong
phu thudc vao céc giao thurc dya trén broadcast nhu NetBIOS trén TCP/IP), sau do
ban c6 the dicu chinh vé No.

Khung cudi cung khong thé cau hinh thong qua giao dién va phai dugc cau hinh
thong qua Group Policy. Khung Merging thé hién cho ban cach cac client s& xir 1y
nhu thé nao véi cac rule dén tir tap rule tuong lra ndi bo va rule tuong lra da duoc
céu hinh thong qua Group Policy ra sao. Cac thiét 1ap mic dinh trong Group Policy

113



déu ap dung ca hai rule tuong ltra ndi bo va rule bao mat két ndi nodi bd. Nhu véi
cac thiét 1ap Group Policy khéac, tht tu vu tién dugc xac dinh bé1 LSDOU.

Customize Settings for the Domam Profle x
Specify settings that control Windows Firewall with Advanced Security behavior.
— Firewall settings
Display notifications to the user when a program is blocked from receiving
inbound connections.
Display a notification: No v
— Unicast response

Allow unicast response to multicast or broadcast network traffic.

Allow unicast response: IYes (default) ZI

— Rule merging
Merging of rules created by local administrators with rules distributed through
Group Policy. These setting can only be applied through Group Policy.

Apply local firewall rules: |‘1’es (default)
Apply local connection security rules: IY es (default)
Leam more about these settings

[ ok | concal |

Hinh 4

Trén hop thoai Windows Firewall with Advanced Security Properties, trong
khung Logging ban c¢6 thé cdu hinh mot sd tuy chon cho viéc Logging cho
Windows Firewall. Kich Customize.
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Windows Firewall with Advanced Security on Local Con

Domain Profile | Private Profile | Public Profile | IPsec Settings |

Specify behavior for when a computer is connected to its corporate

domain.
— State
Erewall state: &
Inbound connections: |Block {default) :J
QOutbound connections: |Allow {default) :J
— Seftings

Y— | Firewall behavior.

7| Specify settings that control Windows Customize... |

— Logging

| Specify logging settings for :
| troubleshooting. Customize... I

Leam more about these settings

[ ok | cancel |

Hinh 5

Khi d6 hop thoai Customize Logging Settings for the Domain Profile s& xuat
hién. Tén cua file ban ghi mac dinh s¢€ la pfireall.log va dugc luu trong vi tri mac
dinh trén dia cimg ndi bo. Ban c6 thé thay d6i vi tri nay néu thich bang cach danh

vao do mot duong dan maéi vao hop Name hoac kich vao nat Browse.

Gia tri Size limit (KB) dugc mac dinh cho kich thudc file ban ghi 1a 4 MB (4096
KB). Ban c6 thé giam hodc ting kich thudc ndy néu mudn. Sau khi ban ghi duoc

dién, cac entry cii s€ b1 x6a va entry méi s€ dugce bo sung.

Mic dinh, Log dropped packets va Log successful connections dugc thiét 1ap
1a No (default). Luu ¥ néu ban cau hinh ca hai thiét 1ap nay thi s& khong c6 gi dé

ghi cho file ban ghi .J
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Customize Logging Settings for the Domain Profile

Name: \system32\LogFiles\Firewall\pfirewall log

Size limit (KB): | 4,096

Log dropped packets: [No (defautt) ~|
Log successful connections: IN° (defautt) _v_I

Note: If you are configuring the log file name on Group Policy object, ensure
that the Windows Firewall service account has write permissions to the folder
containing the log file.

Default path for the log file is %“windir\system32\lodfiles \firewall\pfirewall log.

Leam more about loading
[ ok | cancel |
Hinh 6

Trong tab, ban c6 thé cdu hinh céc thiét 1ap tuong ltra gidng vé6i thiét 1ap ma ban da
thuc hién trén tab, tuy nhién cac thiét 1ap nay s& chi anh hudéng khi may tinh cia
ban duoc két ndi vi mang riéng, mang riéng nay khong duoc két nbi véi mién.
Céc thiét 1ap nay khong duoc ap dung khi mot may chi thanh vién mién 1a mot
thanh vién cua mién, vi s& khong duoc xb6a on va off cho mang, chinh vi vy né
ludn 12 mién duoc két ndi, bang khong né s& khong thuc hién tat ca cac chirc ning.
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Windows Firewall with Advanced Security on Local

Domain Profile  Private Profile | Public Profile | IPsec Settings |

Specify behavior for when a computer is connected to a private

nietwork location.
— State
Firewall state [
Inbound connections: |Block {default) ;l
QOutbound connections: |Allow (default) ;]
— Settings

7| Specify settings that control Windows -
7= | Firewal behavior. 2o

Specify logaing settings for S I
Q taklesboating. Customize...

Leam more about these settings

[ ok | Ganca | epy |

Hinh 7

Trong tab Public Profile, ban ciu hinh céac thiét 1ap ap dung khi may tinh két ndi
v6i mang cong cong. Cac cdu hinh nay sé& khong ap dung cho cac mdy chu vi
ching dugc st dung khi may tinh dugc két ndi v6i mot mang cong cong.
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Specify behavior for when a computer is connected to a public network

location.
— State
ﬁ Firewall state: {On frecommended) ~|
Inbound connections: |Block {default) L‘
Qutbound connections: |A|Iow (default) L‘
— Settings
7| Specify settings that control Windows :
= | Firewal behavior. Customize.. |
 Logging
| Specify logging settings for S |
- | troubleshooting. o

Leam more about these settings

[ ok | cancel | pnb

Hinh 8

Trong tab IPsec Settings, c6 hai khung:

. IPsec defaults. Co cac thiét 1ap IPsec mic dinh duoc 4p dung khi ban tao
cac rule bao mat két ndi (tén mai cho cac chinh sach IPsec). Luu ¥ rang khi tao
cac Rule ban s& c6 ty chon dé thay d6i cac thiét 1ap trén mdi rule tir cac thiét
1ap mac dinh.

. IPsec exemptions. Mac dinh, cac IPsec exemptions dugc vo hiéu hoa. Tuy
vay ban cé thé khic phuc su ¢ mang béng cach st dung Ping, tracert va cac
cong cu ICMP khiac dé dang hon rt nhiéu néu thay d6i néd tir ché d6 mic
dinh No (default) thanh Yes.

Kich nat Customize trong khung IPsec defaults.
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Windows Firewall with Advanced Security on Local Coi X|

Domain Profile | Private Profile | Public Profile IPsec Settings |

— |IPsec defaults
& Specify settings used by IPsec to :
@\l establish secured connections. MJ
— IPsec exemptions

& Exempting ICMP from all IPsec requirements can simplify
Z\Am  troubleshooting of network connectivity issues.

Exempt ICMP from |Psec: No (default) ha

[ ok | camce | iy |

Hinh 9

Trong hop thoai Customize IPsec Settings , ban c6 thé cau hinh nhu dudi day:

. Key Exchange (Main Mode)

. Data Protection (Quick Mode)

. Authentication Method

Mbi mét tuy chon nay déu duoc cau hinh bﬁng mot tap cac gia tri mac dinh ma
Microsoft da can nhac tur trude. Mdc du vay ching déu cé thé duogc thiét 1ap lai.
Véi Key exchange (Main Mode) va Data Protection (Quick Mode) ban can
chon tuy chon Advanced. Con voi cac tuy chon Authentication Method ban c6
thé chon tuy chon khac hodc str dung tuy chon Advanced dé diéu khién tinh chinh
hon cac phuong phéap chiig thyec.

Trong khung Key exchange (Main Mode), ban hay kich vao tuy chon Advanced,
sau do kich nat Customize.
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Customize IPsec Settings i X|

|Psec will use these settings to establish secured connections when
there are active connection security rules.

When you use the default, settings that have been specified at a higher
precedence Group Policy object will be used.

— Key exchange (Main Mode)
(¥ Default frecommended)
" Advanced

— Data protection {Quick Mode)
(+ Default frecommended)
(" Advanced

— Authentication Method

' Default

" Computer and User (using Kerberos V5)

" Computer (using Kerberos V5)

¢ User {using Kerberos V5)

" Computer certificate from this certification authority:
I Browse
™ Accept only hesith cerificates

"' Advanced

Leam more about |Psec settings
What are the default values?

ok | cancel |

Hinh 10

Khi d6 hop thoai Customize Advanced Key Exchange Settings s& xuat hién. Céc
thiét 1ap mac dinh duoc thé hién ¢ day. Nhu nhimg gi ban thiy, AES-128 I3
phuong phap wu tién duge str dung cho key exchange va néu khong co sin ¢ day
thi no s& 1a 3DES. Key lifetimes ciing dugc cdu hinh trén trang nay. Key exchange
algorithm dugc thiét 1ap mic dinh 1a Diffie-Hellman Group 2. Group 1 1a 768
bits, Group 2 1a 1024 bits va Group 14 1a 2048 bits.

Luu y céc thuat toan Elliptic Curve va Group 14 sé¢ khong 1am viéc voi cac phién
ban trudc dé cua Windows. Ching chi lam viéc voi Windows Vista va Windows
Server 2008.

Kich Cancel trong trang Customize Advanced Key Exchange Settings.
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Hinh 11

Chung ta s& trd vé véi trang Customize IPsec Settings. Trong khung Data
Protection, chon tuy chon Advanced va kich Customize.
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Customize IPsec Settings e x|

|Psec will use these settings to establish secured connections when
there are active connection security rules.

When you use the default, settings that have been specified at a higher
precedence Group Policy object will be used.

— Key exchange (Main Mode)
(¥ Default frecommended)
(" Advanced

— Data protection {Quick Mode)
(" Default frecommended)

(¢ Advanced Customize... |

— Authentication Method
* Default

" Computer and User (using Kerberos V5)

" Computer (using Kerberos V5)

™ User {using Kerberos V5)

(" Computer certificate from this certification authority:

I Browse ..

r Accept only hesith cerfficates

"' Advanced

Customize

Leam more about |Psec settinas
What are the default values?

Hinh 12

Trong trang Customize Data Protection Settings, ban c4u hinh cac tiy chon ma
hoa va toan ven dit li¢u. Mac dinh, ESP duoc stir dung cho su toan ven dir li¢u va
ESP v61 ma hoa AES-128 dugc str dung cho viéc ma hoa dir li€u. Luu y réng AES-
128 khong dugc hd trg trong cac phién ban trudc ciia Windows, chinh vi vay cac
thiét 1ap cau hinh c6 thé str dung véi DES (3DES).
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x
Data protection settings are used by connection sacurty nies 1o protect network traffic.
™ Reguire encryption for all connection securty ndes that use these settings.
[~ Data integrty — Data integrity and encryption
Protect data from modéication on the network with these Protect data from modfication and preserve confidentisity on
integty sigothms. Those higher in the et are tried first. the network with these integty and encryption algorthms.
Those higher in the list are tried first.
Data integrty algorthms: Data ntegrty and encryphion slgodthms:
| Protocol | integty | Key Lifetime (mintes/KB) | _Protocol | Integrty | Encryption | Key Lfetime fnin... |
ESP SHA1Y 0,100,000 ESP SHAY AES-128 60/100.000
AH SHAY 60/100,000 ESP SHAY 3DES 60/100,000
=] 2
| |
M. ||| e | Reme | i | e I
Leam mor about ntegrty and encryption
What are the defaul values?
[ ok ] coxe |
Hinh 13

Trong bat ky giao thitc ma héa va toan ven dir li€u nao, ban cling co thé kich
nat Edit sau khi chon giao thirc dé xem xem céc thiét lap giao thure. Khi kich dap
vao giao thirc ESP integrity ban s& thdy ESP dd duogc chon va 1a giao thirc dugc
khuyén dung. Ly do 14 n6 co6 thé di qua cac thiét bi NAT khi IPsec NAT traversal
dugc kich hoat trén ca hai thiét bi. Thuat toan SHA1 hash duoc str dung mic dinh

vi no an toan hon MDS5.
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— Protocol

¢ ESP (recommended)
ESP protocol provides intearity only for the packet payload. ESP is
compatible with Network Address Translation (NAT).

" AH

AH protocol provides integrity for both the packet payload and the
IP header. AH protocol is not compatible with NAT.

— Algorithm

¢ SHAT1 (defauilt)
Considered stronger than MD5, but uses slightly more resources.

" MD5 (not recommended)
This algorithm is provided for backward compatibility only.

— Key Ilfetimes
Key lfetime (in minutes): [ 60
Key lifetime {in KB): | 100.000 =4
Leam more about data integrity settings
[ ok | conce |
Hinh 14

Néu kich dip vao muc ma hoa ESP, ban sé& théy hop thoai cau hinh cho tuy chon

d6. O day ban co thé théy duoc rﬁng ESP chi dugc chon mot cach mac dinh, vi su

bat luc ciia AH trong viéc di qua céc thiét bi NAT. Tuy nhién can phai luu ¥ rang
néu ban khong co céc thiét bi NAT trong duong dan giita IPsec duoc két ndi ngang
hang thi co thé add cac rule bao mat cho két ndi bﬁng cach kich hoat AH. Mac du
vay day duong nhu la van dé ban nén thuc hién mét cach tuy chinh khi tao cac rule

két noi.

Mic dinh dugc thiét 1ap 1a AES-128, nhung nhu nhiing gi ban thiy trong khung,
con ¢6 ca thiét 1ap DES néu can két ndi voi cac may khach va may chit Windows

phién ban trudec.
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Hinh 15

Tuy chon cudi cing ban ¢6 thé cAu hinh cac mic dinh 1a Authentication Method.
Pé xem céac thong tin chi tiét vé cac phuong phap ching thuc c6 san, kich tiy
chon Advanced va sau d6 kich Customize.
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Customize IPsec Settings E x|

|Psec will use these settings to establish secured connections when
there are active connection security rules.

When you use the default, settings that have been specified at a higher
precedence Group Policy object will be used.

— Key exchange (Main Mode)
(¥ Default frecommended)
" Advanced

— Data protection {Quick Mode)
(+ Default frecommended)
(" Advanced

— Authentication Method
" Default

" Computer and User (using Kerberos V5)

" Computer (using Kerberos V5)

¢ User {using Kerberos V5)

(" Computer certificate from this certffication authority:

Leam more about |Psec settings
What are the default values?

ok | Cancel |

Hinh 16

O day ban sé& thay hop thoai Customize Advanced Authentication Methods. Ban
co thé théy cac thiét 1ap mac dinh duoc kich hoat chi cho chung thuc Computer
(Kerberos V5). N6 duoc quy vao ddy nhu mot ching thuc dau tién First
Authentication. Ban ciing ¢ thé chon kich hoat User Authentication cho mot
chtng thuc thir hai Second Authentication. Ban s& thay duoc diéu nay khi chung
ta tao cac chinh sach bao mat két ndi, ban co thé thiét l1ap chung thuc cho mdy tinh,
cho nguo1 dung, hodc cho ca ngudi dung va may tinh.
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BAI 8: BAO VE DU LIEU
Ma bai: MP38.8

Muc tiéu:

- Trinh bay cac cach ma hoa dir li¢u, cach ma hoa

- Xay dyng tmg dung don gian dé ma hoa dit liéu trong qua cac cach ma hoa.

- Thuc hién thao tac an toan véi may tinh.

8.1 Gioi thiéu

Trude day khi cong nghé may tinh chua phat trién, khi n6i dén van dé an toan
bao mat thong tin (Information Security), chiung ta thuong hay nghi dén cac bién
phap nham dam bao cho thong tin duoc trao doi hay cat giir mot cach an toan va bi
mat. Chang han 1a cac bién phap nhu:

- Pong du va ky niém phong mot birc thu dé biét rang 14 thu c6 dugc chuyén
nguyén ven dén nguoi nhan hay khong.

- Dung mat ma ma hoa thong diép dé chi c6 ngudi gui va ngudi nhan hiéu
dugc thong diép. Phuong phap nay thuong duoc s dung trong chinh tri va quan sy
(xem chuong 2).

« Luu gitr tai liéu mat trong cac két sat co khoa, tai cac noi dugc bao vé
nghiém ngat, chi ¢6 nhiing nguoi duge cap quyén méi cé thé xem tai liéu.

Vi sy phat trién manh mé& cua cong ngh¢ thong tin, dat biét la sy phat trién cua
mang Internet, ngdy cang c6 nhiéu thong tin dugc luu gitt trén may vi tinh va gui
di trén mang Internet. Va do do xuét hién nhu cau vé an toan va bao méat thong tin
trén may tinh. C6 thé phan loai mé hinh an toan bao mat thong tin trén mdy tinh
theo hai hudng chinh nhu sau:

1) Bao vé thong tin trong qué trinh truyén thong tin trén mang (Network
Security)

2) Bao vé hé théng may tinh, va mang may tinh, khoi su xam nhép pha hoai tur
bén ngoai (System Security)

Phén tiép theo sau s& 1an luot trinh bay cac dic diém chinh cta hai mo hinh
trén.
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8.2 Bao vé thong tin trong qua trinh truyén thong tin trén mang

8.2.1 Cac loai hinh tin céng

DPé xem xét nhimg van dé bao mat lién quan dén truyén thong trén mang,
chung ta hay léy mot bdi canh sau: c6 ba nhan vat tén 13 Alice, Bob va Trudy,
trong d6 Alice va Bob thuc hién trao doi thong tin vo1 nhau, con Trudy 1a ké XAu,
dit thiét bi can thiép vao kénh truyén tin giita Alice va Bob. Sau day 1a cac loai
hanh dong tan cong cia Trudy ma anh hudng dén qua trinh truyén tin gitta Alice
va Bob:

1) Xem trom thong tin (Release of Message Content)

Trong truong hop nay Trudy chan cac thong diép Alice gui cho Bob, va xem
dugc nd1 dung cua thong diép.

Doc ndi dung théng
diép cla Alice

>

Hinh 1-1. Xem trom thong di€p
2) Thay d6i thong diép (Modification of Message)

Alice

Trudy chan cac thong di€p Alice giri cho Bob va ngan khong cho cac thong
diép nay dén dich. Sau d6 Trudy thay doi ndi dung cua thong diép va giri tiép cho
Bob. Bob nghi rang nhan duoc thong diép nguyén ban ban dau cua Alice ma khong
biét rang chiing da bi stra d6i.

Stra thong diép cla
Alice gui cho Bob
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Hinh 1-2. Sira thong diép

3) Mao danh (Masquerade)

Trong truong hop nay Trudy gia 1a Alice gui thong diép cho Bob. Bob khong
biét di€u nay va nghi rang thong di€p la cua Alice.

Trudy gia la Alice ggi
thong diép cho Bob

Alice Bob

Hinh 1-3. Mao danh

4) Phat lai thong di¢p (Replay)

Trudy sao chép lai thong di€ép Alice gui cho Bob. Sau d6 mot thoi gian Trudy
gui ban sao chép nay cho Bob. Bob tin rang thong diép thir hai van 1 tir Alice, noi
dung hai théng diép 1a giéng nhau. Thoat dau co thé nghi rang viéc phat lai nay 1a
v hai, tuy nhién trong nhiéu trudng hop ciing giy ra tac hai khong kém so véi viée
gia mao thong diép. Xét tinh hudng sau: gia st Bob 1a ngan hang con Alice 1a mot
khach hang. Alice giri thong diép dé nghi Bob chuyén cho Trudy 1000$. Alice co
ap dung cac bién phap nhu chit ky dién tor véi muc dich khong cho Trudy mao
danh ciing nhu stra thong diép. Tuy nhién néu Trudy sao chép va phat lai thong
diép thi cac bién phap bao vé nay khong c6 ¥ nghia. Bob tin ring Alice guri tiép
mot thong diép méi dé chuyén thém cho Trudy 10008 nira.

Sao chép thong diép cla
Alice va gUri lai sau cho Bob
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Hinh 1-4. Phat lai thong di¢p

8.2.2 Yéu cdu ciia mdt hé truyén thong tin an toan va bao mat

Phan trén da trinh bay céc hinh thuc tAn cong, mot hé truyén tin dugc goi la an
toan va bao mat thi phai c6 kha ning chdng lai dugc cac hinh thirc tn cong trén.
Nhu vay hé truyén tin phai c6 cac dit tinh sau:

1) Tinh bao mat (Confidentiality): Ngin chin dugc vin dé xem trom thong
diép.

2) Tinh chimg thuc (Authentication): Nhim d¢am bao cho Bob rang thong diép
ma Bob nhan duoc thuc su duoc gt di tor Alice, va khong bi thay doi trong qua
trinh truyén tin. Nhu vay tinh ching thuc ngin chin cac hinh thtc tin cong stra
thong diép, mao danh, va phat lai thong diép.

3) Tinh khong tir chdi (Nonrepudiation): xét tinh huéng sau:

Gia str Bob 1a nhan vién moi gigi chiing khoan cua Alice. Alice gbi thong diép
yéu cau Bob mua c6 phiéu ctia cong ty Z. Ngay hom sau, gia c6 phiéu cong ty nay
giam hon 50%. Thay bi thiét hai, Alice n6i rang Alice khong guri thong diép nao ca
va quy trach nhiém cho Bob. Bob phai c6 co ché dé xac dinh rang chinh Alice 1a
nguoi goi ma Alice khong thé tir chdi trach nhiém duogc.

Khai niém chit ky trén gidy ma con nguoi dang sir dung ngay nay 1a mot co ché
dé bao dam tinh chimg thuc va tinh khong tir chdi. Va trong linh vyc mdy tinh,
nguoi ta ciing thiét 1ap mot co ché nhu vay, co ché nay dugc goi la chit ky dién tu.

chuyén d6i _ E:huyé’n dc“iAi,
~ lién quan dén li€n quan dén
DTI' an toan kénh thdng tin an toan
Bén gu théng tin théng tin Bén nhan
bi mat bi mat

ﬂ PGi thu

Hinh 1-5. M6 hinh bao mat truyén thong tin trén mang

8.2.3 Vai tro ctia mat ma trong viéc bao mat théng tin trén mang

Mat mi hay ma héa dir liéu (cryptography), 1a mdt cong cu co ban thiét yéu
cua bao mat thong tin. Mat ma ddp ung dugc cic nhu cau vé tinh bdo mat

131



(confidentiality), tinh chung thuc (authentication) va tinh khéng tir chdi (non-
repudiation) ciia mot hé truyén tin.

Tai liéu nay trudc tién trinh bay vé& mdt md c6 dién. Nhimg hé mat mi c6 dién
nay tuy ngay nay tuy it dugc st dung, nhung chung thé hién nhitng nguyén 1y co
ban duoc ung dung trong mat ma hi¢n dai. Dya trén nén tang do, chung ta s& tim
hiéu vé ma héa déi xing va ma héa bat doi ximg, ching dong vai trd quan trong
trong mat ma hi¢n dai. Bén canh dé chung ta cling s€ tim hiéu vé ham Hash, cling
1a mdt cong cu bao mat quan trong ma c6 nhiéu tmg dung 1y thu, trong d6 c6 chir
ky dién tu.

Céc chuong 2, 3, 4, 5 s& lan luot trinh bay nhiing ndi dung lién quan dén mat

~

ma.

8.2.4 Cac giao thuc (protocol) thuc hién bao mat.

Sau khi tim hiéu vé mat m4, chung ta s& tim hiéu vé cach tng dung chung vao
thuc té thong qua mot s giao thire bao mat phd bién hién nay la:

- Keberos: 1a giao thirc dung dé chtng thuc dua trén ma héa dbi xtng. [
Chuan chimg thuc X509: dung trong ma héa khéa cong khai.

- Secure Socket Layer (SSL): 1 giao thirc bao mat Web, dugc st dung phd
bién trong Web va thuong mai dién t.

« PGP va S/MIME: bao mat thu dién tir email.

Mo hinh 1y thuyét va nodi dung cac giao thirc trén dugc trinh bay trong chuong
6 va chuong 7.

8.3 Bio vé hé thong khéi sw xAm nhép pha hoai tir bén ngoai

Ngay nay, khi mang Internet da két ndi cac may tinh ¢ khap noi trén thé gidi
lai v6i nhau, thi vin dé bao vé may tinh khoi s tham nhap pha hoai tir bén ngoai 1a
mot diéu can thiét. Thong qua mang Internet, cac hacker c6 thé truy cip vao céc
may tinh trong mot to chtrc (dung telnet chang han), 1y trom cac dir liéu quan
trong nhu mat khau, thé tin dung, tai liéu... Hodc don gian chi 1a pha hoai, gy truc
tric hé thong ma to chtrc d6 phai ton nhiéu chi phi dé khoi phuc lai tinh trang hoat
dong binh thuong.

Pé thuc hién viéc bao vé nay, nguoi ta dung khai ni¢ém “kiém soat truy cap”
(Access Control). Khai niém kiém soat truy cap ndy c6 hai yéu tb sau:

- Chung thuc truy cap (Authentication): xac nhéan rang ddi twong (con ngudi
hay chuong trinh mdy tinh) dugc cap phép truy cap vao hé thong. Vi du: dé su
dung mdy tinh thi trude tién dbi tugng phai logon vao may tinh bing username va
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password. Ngoai ra, con c6 cac phuong phap ching thuc khac nhu sinh tric hoc
(dau vén tay, mong mat...) hay dung thé (thé ATM...).

- Phén quyén (Authorization): cac hanh dong dugc phép thuc hién sau khi da
truy cép vao hé thdng. Vi du: ban dugc cip username va password dé logon vao hé
diéu hanh, tuy nhién ban chi dugc cap quyén dé doc mot file nao d6. Hodc ban chi
c¢6 quyén doc file ma khong co quyén xoa file.

Véi nguyén tdc nhu vay thi mgdt may tinh hodc mot mang may tinh dugc bao vé
khoi su thAm nhap ctia cac ddi tugng khong duoc phép. Tuy nhién thyc té ching ta
van nghe néi dén céac vu tin cong pha hoai. Dé thuc hién diéu do, ké pha hoai tim
cach pha bo co ché Authentication va Authorization bang cac cach thirc sau:

« Dung cac doan ma phd hoai (Malware): nhu virus, worm, trojan, backdoor...
nhitng doan mi doc nay phat tan lan truyén tir may tinh ndy qua may tinh khac dua
trén sy bat can cua nguoi st dung, hay dua trén cac 16i cua phﬁn mém. Loi dung
cac quyén duge cip cho ngudi st dung (chang han rat nhiéu ngudi login vao méy
tinh vo61 quyén administrator), cac doan ma nay thuc hién cac 1énh pha hoai hodc
do tim password ciia quan tri hé théng dé gui cho hacker, cai dit cac cong hau dé
hacker bén ngoai xam nhéap.

« Thuc hién cac hanh vi xam pham (Intrusion): viéc thiét ké cac phﬁn mém co
nhiéu 18 héng, dan dén cac hacker loi dung dé thuc hién nhitng 1énh pha hoai.
Nhitng 1énh nay thuong 1a khong duogc phép ddi v6i nguoi bén ngoai, nhung 15
hong ctia phan mém din dén dugc phép. Trong nhiing truong hop dic biét, 16 hong
phan mém cho phép thyc hién nhitng 1énh pha hoai ma ngay ca nguoi thiét ké
chuong trinh khong ngo t6i. Hoidc hacker c6 thé sir dung cac cong hau do cic
backdoor tao ra dé xam nhap.

Pé khic phuc cac hanh dong pha hoai ndy, ngudi ta dung cic chuong trinh co
chtic ning gac cong, phong chong. Nhitng chuong trinh nay do tim virus hodc do
tim cac hanh vi xam pham dén ngan chan chung, khong cho ching thuc hién hoac
xam nhap. D6 1a cac chuong trinh chéng virus, chuong trinh firewall... Ngoai ra
cac nha phat trién phan mém can c6 quy trinh x4y dung va kiém 16i phidn mém
nham han ché t6i da nhiing 16 hong bao mat c6 thé co.

Hé Thong Thong Tin
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- C4c tai nguyén tinh toan
(b6 nhg, chip xtr ly...)

\\% Kénh truy cap > - DUt liéu
i; —> ] %] »| - Cac tién trinh
R

- Phan mém

_ Chirc néng - Cac tai nguyén mang
Con ngudi: hacker. géc cdng

Phan mém: virus, worm...

Hinh 1-6.Mé hinh phong chéng xdm nhip va pha hoai hé thong
8. 4 So' lwgc vé ma hoa ddi xirng va bat ddi xing.
Hau nhu ai ¢6 tim hiéu vé an toan thong tin déu biét dén hai loai ma hoa phd bién
14 mad hoa d6i xang (symmetric cryptography) va ma hoa bat dbi xiing (asymmetric
cryptography). Vé co ban thi:

« Mai hod d6i xting (hay con goi 12 ma hoa bi mat): Néi don gian 1 ngudi ta
ding cting mot chia khoa dé khoa va mé thong tin can duoc gilt bi mat.
Va ca hai bén giri va nhan thong tin déu phai c6 chia khoa nay.

« Mai hoa bat d6i xing (hay con goi 1a ma hoa cong khai): C6 thé hiéu 1a
nguoi ta dung hai chia khoa khac nhau dé khoa va mé khoa thong tin bi
mat. public key s& duoc cong khai, va duoc giri di dén ddi twong can ma
hoa thong tin, conprivate key dugc gilt bi mat, va n6 dong vai tro nhu
chia khoa van ning c6 thé mé duogc tat ca thong tin duge khoa bang
public key.
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8.5 Tai sao can ma hoa bat doi xing?

Log In

« Nhing viéc 1am hip din tir

~ \W(CCORP

Lap Trinh Vién ReactJS/ NodeJS | Attractive Salary
JavaScriptNodeJSReactJS

Cong ty co phan VCCorp

\W(ECcoRrP

Lap Trinh Vién ReactJS/ NodeJS | Attractive Salary
JavaScriptNodeJSReactJS

Cong ty co phan VCCorp

@
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https://topdev.vn/partners/detail-jobs/Lap-Trinh-Vien-ReactJS-NodeJS--Attractive-Salary-5388/?token=OE95Xlp3L86pPMtgAoAFA4coiBycccNQuFEn1BxRpg0iSkLY7dTJz/VczDEjDCbYQz0kEP6magk1tyyqdAbXqw==
https://topdev.vn/partners/detail-jobs/Lap-Trinh-Vien-ReactJS-NodeJS--Attractive-Salary-5388/?token=OE95Xlp3L86pPMtgAoAFA4coiBycccNQuFEn1BxRpg0iSkLY7dTJz/VczDEjDCbYQz0kEP6magk1tyyqdAbXqw==

Front-end Engineer | Salary from $1,200 to $1,400
JavaScriptFront-EndReactJSWebMeteorJSVuelS

Pangara

Xem thém

N6i ngan gon thi hiu nhu cac ¢ng dung ban dung hang ngdy hién nay nhu
Facebook, Gmail, Amazon, PayPal v.v déu st dung giao thicc HTTPs. C6 thé hiéu
1a giao thic HTTPs an toan hon HTTP vi toan bo thong tin truyén di giira client va
server dugc bao vé bai bo ma hoa SSL/TSL. SSL/TSL nay hoat dong dua trén ca
hai loai ma hoa d6i xung va bat dbi xing. Nhd né ma chang ta c6 thé dam bao bi
mat khi thuc hi¢n nhitng giao dich c6 chtra thong tin nhay cam trén Internet ma
khéng bi danh cap thong tin trong subt qua trinh truyén nhan dit liu. C6 thé néi,
néu khong c6 mat ma, dic biét 1a ma hoa bat d6i xtng thi khong ¢é thwong mai
dién tur.

Vé co ban, HTTP truyén dir liéu duéi dang plain text, nghia 1a néu ai d6 nghe
1én di liéu ban truyén va nhan véi server thi c6 thé doc va can thiép duoc noi dung
(man-in-the-middle attack). Ngay ca khi dung mi hoa ddi xing dé encrypt va
decrypt théng tin truyén va nhén thi ciing c6 16 hong 13 hai bén phai trao
d6i key méi ma hoa va giai ma duoc, nhu vay attacker van c6 thé tom duoc key va
doc dugc thong tin nhu thuong.

Piém yéu ctia ma hoa ddi xtimg duoc khac ché trong ma hod bat ddi xung. Y tuang
1a thay vi giri chia khoa cho phia client, thi server s& giri 6 khoa, dé client khoa
thong diép bi mat trong mot chiéc hop, va chi co server ¢o thé giai ma duoc. Cho
nén cac client s€khong doc dugc thong diép clia nhau, va chi co sever voi private
key méi mé khoa dugc nhitng chiéc hop nay. (Trén thuc té thi public key vira ding
dé ma hod vira dung dé giai ma thong tin nhan va giri 1én server!)

8.6 Vé RSA

RSA 1a mét trong nhitng hé théng ma hoa bat d6i xtung dugc s dung rong
rdi. N6 duoc dit theo tén cua 3 nha khoa hoc MIT thiét ké ra no 1a: Ron Rivest,
Adi Shamir, va Leonard Adleman. Y tuéng then chét dé dam bao tinh an toan cua
RSA 1a dua trén sy khé khin trong viéc phan tich nhan tir ciia 2 s6 nguyén t6 lon.
(a x b=c, tim nguoc lai a, b tr ¢ 1a phan tich nhan tur).

Hé théng mi hoa RSA bao gém 4 budc: key generation, key
distribution, encryptionva decryption. Vi dé dam bao tinh bi mat, nén mdi hé
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théng khac nhau can tao ra cac public, va private key khac nhau. Sau qua
trinh handshake va public key dugc goi toi phia client thi thong tin mdi chinh thac
dugc mé hoa khi server va client giao tiép véi nhau.
8.7 Ma hoa va gidi ma
Tam thoi bo qua budc public key va private duoc tao ra nhu thé nao. Chung ta co
cong thirc dé ma hoa va giai ma dir liéu nhu sau:
« Encryption: memodn=cmemodn=c
« Decryption: cdmodn=mcdmodn=m
Trong do:
« m la message ban dau
« ¢, nlapublic key
e cladir liéu da dugc ma hoa
« d la private key thuong 1a mot sb rat 1on, tich cua 2 s nguyén td, va duge
gifr an toan tuyét doi
Viduchoe=17,n=3233,d=2753 va cho thong di¢p can dc ma hod 1a m = 42
o Ma hoa: 4217mod3233=25574217mod3233=2557
S6 2557 nay khi dugc giai ma thi n6 trd vé 42 nhu cii:
o Giai ma: 25572753mo0d3233=4225572753m0d3233=42
private key d duoc tao ra dua vao 2 prime factor cua n. Trong thuc té n dugc tao ra

bang cach nhan hai sd nguyén té 2048 bits cho nén tinh ra d thi d&, con tir n tinh
nguoc lai 2 s6 d6 dé tim private key 1a gan nhu bat kha thi véi may tinh hién gio.
8.8 Cach tao public va private key
Phan nay thiéng vé toan, hau nhu chung ta khong can quan tim néu nhu sir dung
cac goi Cipher c6 san cua Java hoac JavaScript.
1. Chon hai s6 nguyén t6 ngdu nhién phan biét p va q (trong thuc té 1a cang
16n cang tot, c& 2048 bits hay 617 chit s0).
o Vidu:p=6lvaq=353
2. Tinh tich n=p*q=61x53=3233n=p*q=61%x53=3233
3. Tinh két qua ham 5O Euler
(totient): ®(n)=(p—1)(q—1)D(n)=(p—1)(q—1)P(3233)=(61—-1)*(53—1)=312
00(3233)=(61-1)*(53—1)=3120
4. Chon mot s6 bat ky 1<e<31201<e<3120va lasé nguyén t6 cung
nhau cua 3120
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o Chone=17e=17
5. Tinh d 1a nghich ddo modular cia e(mod®(n))e(modd(n)):
exdmod®(n)=117+dmod3120=1e*dmod®(n)=117+dmod3120=1

Hoic 1a dung cach brute force dé tinh d (c6 thé duoc vi chiing ta chon cac s6 nho),
hoac dung thuat toan Euclid mé rong, ta c6 d=2735d=2735

Céach brute force thi nhu sau (chay chua téi 15 budc 1a ra):

il

E2
]| 2]
<span class="k">def</span> <span class="nf">compute d</span><span
class="p">(</span><span class="n">phi_n</span><span class="p"></span>
<span class="n">e</span><span class="p">):</span>

<span class="k">for</span> <span class="n">i</span>  <span
class="ow">in</span> <span class="nb">range</span><span
class="p">(</span><span class="mi">1</span><span class="p">,</span> <span
class="mi"">1000</span><span class="p">):</span>

1 <span class="n
5 class="p">((</span><span class="n
3class "n">phi_ n</span><span class=

n">x</span> <span class="0">=</span> <span
"n">i</span> <span class="0">*</span> <span
"p">)</span> <span class="0">+</span>

<span class="mi">1</span><span class="p">)</span> <span
4 class="0">/</span> <span class="n">e</span>
5 <span class="n">y</span> <span class="0">=</span> <span

6 class=' p">(</span><span class="n">e</span> <span class="0">*</span> <span
7 class="n">x</span><span class="p">)</span> <span class="0">%</span>
g <span class="n">phi_n</span>

9 <span class—"k">|f</span> <span class="n">y</span> <span
class="0">==</span> <span class="mi">1</span><span class="p">:</span>
<span class="k">print</span> <span class="n">x</span>
<span class="k">break</span>
<span class="n">compute_d</span><span class="p">(</span><span
class="mi">3120</span><span class="p"> </span> <span

class="mi">17</span><span class="p">)</span>
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Nhu vay cudi ciing chung ta tinh toan dugc public key: e = 17, n = 3233 vaprivate
key: d = 2735
8.9 Tinh an toan cuia RSA

Tinh an toan ctia RSA chu yéu dua vao bo tao s6 ngau nhién sinh ra 2 sé nguyén t6
p va q ban dau. Viéc tinh nguoc lai p va q tir n 1a chuyén hau nhu khong thé véi hai
s6 nguyén to 2048 bits nhu dd dé cap & trén. Nhung viée tinh ra d tir tir p va q 1a
viéc rat dé dang. Do d6 néu nhu mot bén nao d6 doan ra dugc hoic tim ra 16 hong
cua bo sinh s6 ngiu nhién d6 thi coi RSA bi hod giai. Gan day co ¥ kién cho rang
Bo An ninh Noi dia Hoa Ky (NSA) di cai mot back door vao bd tao sé ngau
nhién Dual Elliptic Curve dé gitip NSA c6 thé crack RSA nhanh hon 10,000 lan.
Va diéu dang quan tam 13 bo tao s6 ngiu nhién nay duoc cong ty RSA (duoc thanh
lap boi 3 dong tac gia cia hé thong RSA) cai dit mac dinh trong rat nhiéu (ng
dung khac nhau.
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