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GIAO TRINH MO DUN

Tén md dun: AN TOAN VA BAO MAT THONG TIN

Ma mo dun: MD 22

Vi tri, tinh chat, y nghia va vai tro ciia mé dun:

- Vi tri: M6 dun An toan va bao mat thong tin a8 mo dun thuéc nhom cac moén
hoc/md dun chuyén mon nghé, thudc trinh do Cao dang Nghé Cong nghé thong
tin( tng dung phan mém).

- Tinh chét; M6 dun duoc hoc sau cac mo dun chuyén mon nghé: Hé diéu hanh
Windows Server, Thiét ké va quan tri website.

- Y nghia va vai trd ctia mén hoc/md dun: M6 dun nay cung cip cho ngudi hoc
nhitng kién thic vé an toan va bao mat thong tin.

Muc tiéu ctiia mé dun:
- Vé kién thuc:

+ Trinh bay cac khai niém co ban vé an toan thong tin va mat ma;
+ Trinh bay quy trinh thuc thi an toan thong tin trong hé thong;
+ Trinh bay vé chiing thuc dién tir va mot so giai phap bao mat khac;

+ Van dung duoc cac phuong phap mi hoa dbi xing va co s¢ ha tang khoa
cong khai;

- V& ki nang:
+ Thyc hién duoc cac quy trinh thuc thi an toan thong tin hé thong;

+ Cé4u hinh hé théng dam bao an toan dir liéu, chéng tan cong tham nhap tréi
phép;
+ Thiét ké duoc ha ting co s& an toan thong tin cho hé thong;

+ Xay dung dugc md hinh bao mat, toan ven di liéu trén hé théng khoa cong
khali

+ Phuc héi su ¢é trong hé théng;
+ Quan tri va phan quyén trén hé thong;

- V& nang luc ty chu va trach nhiém:



- Co kha nang ty nghién cuu, ty hoc, tham khao tai liéu lién quan dén mén
hoc dé van dung vao hoat dong hoc tap.

- Van dung duoc cac kién thirc ty nghién ctu, hoc tap va kién thuc, ky ning
da duoc hoc dé hoan thién cac ky nang lién quan dén mon hoc mot cach khoa
hoc, dang quy dinh.

Noi dung cia mo dun:
Bai 1: Cac khai niém co ban vé an toan thong tin
Ma bai: MD22-1

Gidi thiéu: Bai 1 cung cép cac khai niém co ban vé an toan thong tin
Muc tiéu:

— Trinh bay nhiing khai niém co ban vé an toan thong tin, vai trd ctia chiing;

— Trinh bay mét sé dich vu va phuong thirc hay st dung trén hé thdng thong tin;

— Trinh bay cac phuong thuc truy cap hé thong;

— Xac dinh duoc rui ro va cac méi de doa trén hé théng ; C6 duoc tinh chu dong,
khoa hoc, can than, ti mi, chinh xac.

Noi dung chinh:

1. Thé nao 1a an toan thong tin

1.1. Dinh nghia

An toan thong tin la cac hoat dong bao vé tai san thong tin va la mot linh vuc rong

I6n. N6 bao gdm ca nhitng san pham va nhiing quy trinh nham ngén chan truy cap

trai phép, hiéu chinh, x6a thong tin,...

An toan thong tin lién quan dén hai khia canh d6 1a an toan vé mat vat Iy va an
toan vé mat ky thuat.

- Muc tiéu co ban cua an toan thong tin
+ Pam bao tinh bao mat

+ Pam bao tinh toan ven
+ Dam bao tinh xac thuc
+DPam bao tinh sin sang

1.2. Vai tro ciia an toan thong tin: Yéu té con ngwoi , cong nghé
* Bao v¢ tai nguyén cua hé thong

Cac hé théng may tinh luu gitr rat nhiéu thong tin va tai nguyén can dugc bao Vé.
Trong mét t6 chic, nhimg thong tin va tai nguyén nay co thé 1a dir lieu ké toan,
thong tin ngudn nhan lyc, théng tin quan 1y, ban hang, nghién ciru, sang ché, phan
phdi, thong tin vé to chirc va thong tin vé cac hé thong nghién ciu. Doi véi rat



nhiéu to chtc, toan bo dir liéu quan trong cta ho thuong duoc luu trong mot co s
dir liéu va duoc quan 1y va sir dung boi cac chuong trinh phan mém.

Céc tin cong vao hé théng co thé xuat phat tir nhimg ddi thu caa to chic hodc ca
nhan do d6, cac phuong phap dé bao dam an toan cho nhimng théng tin nay c6 thé
rat phic tap va nhay cam. Cac tan cong c6 thé xuat phat tir nhiéu nguén khac nhau,
ca tir bén trong va bén ngoai té chirc. Hiu qua ma nhiing tin cong thanh coéng dé
lai & rat nghiém trong.

* Bao dam tinh riéng tu

Céc hé thong may tinh luu giir rat nhiéu thong tin ca nhan can duoc giit bi mat.
Nhiing thong tin nay bao gom: So thé bao hiém xa hoi, s6 thé ngan hang, s thé tin
dung, thong tin vé gia dinh,...

Tinh riéng tu 13 yéu cau rat quan trong ma cac ngan hang, cac cong ty tin dung,
cac cong ty dau tu va cac hang khac can phai dam bao dé giri di cac tai liéu thong
tin chi tiét vé cach ho sir dung va chia sé thong tin vé khach hang. Cac hang nay co
nhitng quy dinh bt budc dé bao dam nhiing thong tin ca nhan duoc bi mat va bat
budc phai thuc hién nhitng quy dinh d6 dé bao dam tinh riéng tu. Hau qua nghiém
trong sé& xay ra néu mot ké gia mao truy nhap duoc nhimg thong tin ca nhén.

N6i chung 1a c6 rat nhiéu thu thuat, tir viéc truc tiép sir dung ky thuat hoac khong
can dé ky thuat nhu Social Engineering 1a cach thic khong can nhiéu dén ky thuat,
hoic 1a khdng ché nguoi than cua ai d6 dé c6 dugc thong tin minh can (nghe co vé
bao luc qua) hodc 1a cai key-logger cho né nhe nhang va lién quan toi ky thuat mot
ti. D6 chinh 13 Iy do ma viéc kiém soat truy cap ra doi va kiém soét ciing di lién véi
giam sat (bao gom ca Monitoring va Recording, tirc 1a ca Prevention lan
Detection).

1.3. Cac chinh sach vé an toan thong tin
Chinh sach bao mat

2. Kiém so6at truy cap

2.1. Khai niém 7 ‘

Access Control hay kiém soat truy cap, dugc chia thanh 2 thanh phan la Access va
Control. Access duoc biét dén nhu viéc truy cip cac tai nguyén caa mot chu thé
(Subject) téi mot dbi tuong (Object), Control duoc biét dén 1a hanh dong cho phép
hoac khong cho phép truy cap, ciing nhu cac phuong thirc ap dung cho Access
Control. M6t chu thé (Subject) ¢ thé 1a Users, Program, Service...va dbi tugng
(Object) co thé 1a File, Database, hay mot Service nao do; viéc xac dinh cha thé dé
cap cho quyén han truy cdp vao dbi tuong 1a cong viéc cha yéu cua Access



Control. Ap dung Access Control vao trong cudc s6ng rat nhiéu, va ciing co rat
nhiéu mé hinh dung nén cho Access Control ndy. Xem xét mot sé vi du vé Access
Control, khoa ctra 1a mot cach thirc ap dung Access Control vi chi ¢c6 nguoi c6 chia
khoa (Subject) méi ¢ thé mo khoa va sir dung phong (Object). O vi du ndy, nguoi
1a chu thé, khoa va chia khoa 1a phuong thirc a4p dung, con phong 1a déi tuong.

Viéc xac dinh chu thé (Subject) thuong duoc biét dén véi cai tén 1a Identify, co
nhiéu cach dé dinh danh, nhan dién, giita cic chuong trinh voi nhau c6 thé sir dung
cac PID (Process ID), cling c6 thé dua trén Username, hoic mot Biometric nhu
giong noi, van tay ... Viéc nay khong kho, va di nhién dé dam bao chinh xac 1a
nguoi d6 thi can phai kiém chtng thong qua mot vai diéu bi mat ma chi co nguoi
d6 méi biét, chang han nhu Password, PIN, Token, hoic 1a Biometric
(Fingerprint), va 1an nay s& dung nhiing thong tin d6 cung véi thuat toan, cach thuc
xu 1y dé d6i chiéu thong tin va ‘tham dinh’ c6 ding nguoi d6 hay khong. Qua trinh
nay dugc goi 1a Authentication, tirc 13 chting thuc; ching thuc c6 thé chi sir dung
mét 1an hodc nhiéu lan tuy thudc chinh sach va ciing ¢6 thé c6 nhiéu phuwong phap,
cach thirc khéac nhau.

2.2. Cac phuong thirc truy cap hé thong
Tan cong truc tiep

K§¥ thuat danh Itra
K§ thuat tan cong vao tudng an

2.3. MAC/DAC/RBAC
MAC (tieng Anh: Media Access Control hay Medium Access Control c¢6 nghia la

"diéu khién truy nhap méi truong") 1a tang con giao thuc truyén dir liéu - mot phan
cua tang lién két dir liéu trong mo hinh 7 tang OSI. N6 cung cip cac co ché danh
dia chi va diéu khién truy nhap kénh (channel access), cac co ché nay cho phép céac
tram cudi (terminal) hodc cac nut mang lién lac véi nhau trong mot mang, dién
hinh 12 mang LAN hoic MAN. Giao thic MAC khong can thiét trong lién lac
diém-t6i-diém song cong (full-duplex).

Tang con MAC hoat dong véi vai trd mot giao dién giira tang con diéu khién lién
két 16gic LLC va tang vat 1y caa mang.

Tang MAC cung cap mot co ché danh dia chi duoc goi 1a dia chi vat 1y hodc dia
chi MAC. Pay 1a mot con sé dugc cap mot cach phéan biét cho tirng bo mach mang,
cho phép chuyén giao cac géi dir liéu toi dich trong mot mang con, nghia 1a mot
mang vat 1y khong c6 cac thiét bi dinh tuyén, vi du mot mang Ethernet.



MAC - Media access control thudng dugc dung nhu 1a mot tir ddng nghia véi giao
thire da truy nhap (multiple access protocol), do ting con MAC cung cap giao thirc
va cac co ché diéu khién can thiét cho mot phuong phap truy nhap kénh nhét dinh
(channel access method). Viéc nay cho phép nhiéu tram két néi téi cing mot moi
truong vat 1y dung chung méi truong d6. Vi du vé cac mdi truong vat 1y ding
chung 13 bus network, ring network, hub network, mang khong day va céac lién két
diém-téi-diém ban song cong (half-duplex).

Céc vi du Vvé cac giao thirc da truy nhap Kiéu goi tin (packet mode) danh cho cac
mang ndi day da chang (multi-drop):

CSMA/CD (dung trong Ethernet va IEEE 802.3),
Token ring (IEEE 802.4)

Token bus (IEEE 802.5)

Token passing (dung trong FDDI).

3. Xac thuc

3.1. Kerberos

Kerberos 12 mot giao thirc mat ma dung dé xac thyc trong cic mang may tinh hoat
dong trén nhirng dudng truyén khong an toan. Giao thuc Kerberos ¢6 khd nang
chong lai viéc nghe 1én hay gui lai cac goi tin cii va dam bao tinh toan ven cua dit
liéu. Muc ti€u khi thiét ké giao thirc nay 1a nham vao mé hinh may chu-may
khach (client-server) va dam bao nhan thuc cho ca hai chiéu.

Giao thuc dugc xay dung dua trén mat ma héoa khoa doi xung va can dén mot bén
thir ba ma ca hai phia tham gia giao dich tin tuong.

3.2. CHAP

Chap la giao thic Three way

Budc 1: Cac ISP luc nao cling tung ra cac goi challenge(thach thurc)
broadcast

Buac 2: Khi model nhan dugc goi challenge n6 sé tra loi lai(response).
Password dugc hash roi méi gui. Chudi hash bao gom: Username/password va
hostname. Nén username ctia bén nay la hostname ctia bén kia va nguoc lai

Budc 3: ISP s& kiém tra xac thuc néu dung thi accept sai thi reject
- CHAP chu dong thuoc vé ISP

3.3. Chang nhan ‘ ,
Trong an ninh may tinh (computer security), xac thuc la mét quy trinh nham cé
gang xac minh nhan dang sé (digital identity) cua phan truyén gui thong tin
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(sender) trong giao thong lién lac chang han nhu mot yéu cau dang nhap. Phan gii
can phai xac thuc c6 thé 1a mot ngudi dung st dung mot may tinh, ban than
mot may tinh hoac mot chuong trinh ng dung may tinh (computer program).
Nguoc lai Su tin cay mu quang (blind credential) hoan toan khong thiét l1ap su doi
hoi nhan dang, song chi thiét 1ap quyén hodc dia vi hep hoi cta ngudi dung hoic
cua chuong trinh rng dung ma thoi.

3.4. Username/Password
Tai khodn nguoi dung username

Mat khau nguoi dung password
3.5. Tokens

Phuong phap truy nhap co dleu khién dung k¥ thuat “chuyén thé bai” dé cap phat
quyén truy nhip duong truyén. Thé bai (Token) 1a mét don vi dir liéu déc biét, co
kich thudc va c6 chira cac thong tin diéu khién trong cac khudn dang

Nguyén ly: Dé cap phat quyén truy nhap duong truyén cho cac tram dang c6 nhu
cau truyén dir liéu,mot thé bai dugc luu chuyén trén mot vong logic thiét lap boi
cac tram d6. Khi mot tram nhan dugc thé bai thi nd c6 quyén st dung dudng
truyén trong mot thoi gian dinh trude.

Trong thoi gian d6 n6 c6 thé truyén mot hodc nhidu don vi dit liéu. Khi da hét dir
li¢u hay hét thoi doan cho phép, tram phai chuyén thé bai dén tram ti€p theo trong
vong logic.

Nhu vay cong viéc phai lam dau tién la thiét 1ap vong logic (hay con goi 1a vong
a0) bao gom cac tram dang c6 nhu cau truyen dir liéu dugc xac dinh vi tri theo mot

chudi thtr tr ma tram cudi cing cta chudi s& tiép lién sau boi tram dau tién. Mdi
tram duoc biét dia chi ctia cac tram ké trudc va sau no.

Thu ty cia cac tram trén vong logic cd thé doc 1ap véi tht ty vat 1y. Céac tram
khong hodc chua c6 nhu cau truyén dit liéu thi khong dugc dua vao vong logic va

ching chi c6 thé tiép nhan dir liéu.

3.6. Multi-Factor ( Pa thanh phan) o
La phuong phéap xac thuc nguoi dung khong chi dya vao mot ma 1a nhi€u yéu to

lién quan téi nguoi dung, bao gdm: nhitng thir nguoi dung biét (knowledge factor),
nhimg thtr nguoi ding s& hitu (possession factor) va nhitng thir thudc vé ban than

nguoi dung (inherence factor)
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Thuc ra thi xac thuc da yéu t6 khong hé xa la, vi du don gian nhat 13 khi ta rat tién
0 ATM. Ta phai c6 hai yéu t6 dé€ dang nhap vao ATM: thé¢ ATM cam trén tay (thur
ma ta s¢ hitu) va mat khau cua thé (thtr ma ta biét). Cac loai yéu t6 chinh bao gom:

Yéu t6 nay 1 pho bién nhét, bao gdm cac loai nhur:
. Mat khau
« PIN: Personal Identification Number, mot xau gom cac ky tu s6 dugc st

dung nhu trong the¢ ATM ,
« Pattern: giong nhu khi dang nhap trén cac thict bi di dong Android va iOS

NHUNG THU NGUOI DUNG SO HUOU (POSSESSION FACTOR)
Bao g?)m mot sb loai nhu:

. One-time password (OTP): mat khau ding mat 1an, chi ¢ hiéu lyc tai
session hién tai. Vi du nhu céc thiét bi sau:

RSA

1
= 7 |
L2158 195 |
SecurlD® )
3 Secur:d by RSA

Thiét bi OTP ciia RSA, khi giao dich ngtf’o"i dung sé nhdp ma s6 hién tai ¢
trén thiét bi. Md so sé thay doi lién tuc theo thoi gian

ACB
HE XAC THUT

OTP Matrix

Wl thdcrmbs wi Roghin b
TLNGRn PG 150 THEACE 16819 273 5hE 254

Py oot impestaotaibardes d ISR 0000000000001100

Don gian hon nhw la thé ma tran xac thuc cua ACB, khi giao dich nguoi
diing sé nhdp md sé tai mét s6 6 ma hé thong yéu cau
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aill VinaPhone & y Q@ 20% [

Tin nhan

" VTC Pay gui quy khach mat
khau ODP xac nhan giao
dich: 903583. Mat khau co

) hieu luc trong vong 24h.

13:39 14-08-2013

SMS OTP cua VTC Pay, khi giao dich ma 6 s& duwoc gui vé dién thoqi cia
khach hang

Ngoai ra cling ¢6 cac OTP software co thé cai dat truc tiép lén PC hoac
smartphone gitp giam bat chi phi sir dung.

« Chumg thu sé: 1a mot dang dinh danh dién tir cia mot ca thé nao d6, duoc
mét t6 chuc tin cay cip va di kém véi no 1a cap public/private key duy nhat
(doc thém vé ma hoa bat d6i xing, chix ky dién tir & day). Khac vai ching
thu (certificate) va public key duoc public, private key ctia nguoi dung
thuong duoc chua trong mot thiét bi dac biét, co thé 1a usb token hoac
smartcard ¢ chira chip xtr 1y. Private key khong duoc extract ra khoi thiét bi
nay ma thiét bi chi cung cip ra ngoai cac API dé thyc hién ky/ma hoéa dir
lidu. D liéu khi ky hodc ma hoa s& duoc thuc hién ngay trong thiét bi nay.
Qua trinh xac thyc sir dung chung thu s6 dién ra nhu sau:

o Thong tin dang nhap bao gom username/password dugc ngudi ding
nhap vao

o Nguoi dung sir dung private key ciia minh dé ky 1én thong tin dang
nhap nay

o Thong tin dang nhip kem theo chir ky dugc guri 1én server. Server su
dung public key ctua ngudi dung dé Kiém tra tinh hop 18 cua chit ky,
néu chix ky hop & mai tiép tuc kiém tra password duoc nhap vao

« Dinh danh cua thiét bi di dong: Ngay nay, vai su pho bién cua cac thiét bj di
dong nhu smartphone va tablet, chung cling dugc tich hop thém chirc nang
1a mot yéu t6 dé xac thuc. Mot tai khoan nguoi dung s& duoc lién két voi
mot hoic nhiéu thiét bi. Dya vao cac thong tin cta thiét bj nhu s6 IMEI, vi
tri, khoang cach véi ngudi dang dang nhap, mat khau cua thiét bi... s& quyét
dinh xem nguoi dung c6 thé ding nhap duoc vao hé thong hay khong. Viéc
tich hop nay rat tién loi khi nguoi dung khong phai mang theo cac token lam
“moc chia khoa™.

Nhitng tht thuoc vé ngudi dung ( inherence factor)

Yéu to nay bao gom nhing thr thudc vé sinh trac hoc, 1a cac dac diém sinh hoc
ctia mdi c4 nhan du van tay, giong noi, khudn mit hay méng mit.
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Day dugc cot la cong cu xac thye hiru higu nhat, trong do pho bién nhat van 1a
nhén dang van tay boi déc tinh 6 6n dinh va doc nhit cta né va cho dén nay, nhan
dang dau van tay van dugc xem 1a mot trong nhiing phuong phap sinh trac tin cdy
nhat. Trén thé gi6i da nhiéu noi sir dung du van tay trong cac giao dich tai chinh
hay quan 1y ho chiéu, con ¢ Viét Nam méi chi ap dung trong chdm cong, diém
danh...Véi dic diém 1a chi phi cao va khé str dung nén tuy manh nhung cong nghé
x4c thuc nay van chua thuc sy phé) bién.

Pbi v6i mot hé thong, viéc ap dung hinh thirc xac thuc nao, mot hay nhiéu yéu t6
phu thugc kha nhiéu vao kha ning tich hop, chi phi, nhan thirc vé an toan thong tin,
hiéu biét vé cong ngh¢ cua nguoi dung va vao ca tam quan trong cua hé thong do.
Xac thuc da yéu t6 khong phai 13 hoan héo, tuy nhién né ciing dam bao an toan
hon nhiéu so voi phuong phap xéc thuc truyén théng dira trén mot yéu t6 1 mat
khau/sb PIN.

3.7. Mutual Authentication ( Chirng thwe twong ho) o

Ngay cang c6 nhiu trang web dang st dung two-factor (2 yéu to) hoac multi-
factor authentication (da yéu té chang thuc) dé ting cuong kha ning bao mat.
Google muédn c6 sé dién thoai di dong cua toi dé xac nhan danh tinh trude khi toi
c6 thé dang nhap vao Gmail. Va d6 1a mot y tuong tét. Ban co thay nhimg cau
chuyén vé hack thuong duoc nhan manh trén céac trang tin tic? Bao mat (hoic
thiéu bao mat) 1a mot van dé thuc su quan trong va trong khi ban c6 thé khéng du
kha ning dé ngan chan nhitng vi pham bao mat 16n nhu da xay ra tai The Home
Depot gan day, ban van c6 thé 1am mot diéu gi d6 dé bao vé thong tin va trang web
Cua minh.

3.8. Biometrics ( Sinh tric hoc)

Sinh tric hoc hay Cong nghé sinh tric hoc (tiéng Anh: Biometric) 1a cong nghé
st dung nhitng thudc tinh vat 1y, dac diém sinh hoc riéng cla mdi c4 nhan nhu van
tay, méng mét, khuon mit... dé nhan dién. bay duogc coi 1a cong cu xac thuc nhan
than hitu hiéu nhat ma ngudi ta sir dung pho bién van 13 nhin dang van tay boi dic
tinh 6n dinh va doc nhat cua né va cho dén nay, nhan dang d4u van tay van dugc
xem 1a mot trong nhimg phuong phap sinh tric tin cay nhat.

Mbi ngudi c6 mot dic diém sinh hoc duy nhét. Dit liéu sinh tric hoc cua tung ca
nhan véi dic diém khuon mat, anh chup vong mac, giong ndi s& dugc két hop voi
nhau bang phan mém dé tao ra mat khau danh cho nhiing giao dich dién tu,
phuong thirc d6 1a "cong nghé sinh tric da nhan t6" Su phat trién cua cong nghé da
thay d6i tir viéc lan tay trén myc va luu trit trén gidy sang quét trén may va luu trix
k¥ thuat sd.
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4. Nhirng dich vu va phwong thirc khong thiét yéu
4.1. Cac giao thirc x0a bé nhirng hé théng

4.2. Chwong trinh khong can thiét.

IP Helper

Chire niing: Cung cap két néi duong ham bang cach sir dung cong nghé chuyén
tiép IPv6 (6to4, ISATAP, Port Proxy, Teredo) va IP-HTTPS. Néu service nay
dirng lai, may tinh s& khong co céc tién ich két ndi nang cao ma cac cong nghé nay
cung cap.

Tai sao c¢6 thé v hiéu héa: Nhiéu t6 chuc van chua bat dau tha nghiém IPve,
chua ké dén viéc trién khai. Nhu da noi, service IP Helper dugc day manh trong
qua trinh chuyén d6i IPv4-1Pve6.

Offline Files

Chire niang: Offline Files duy tri cac hoat dong trong bo nhé cache Offline Files,
dap mg cho céac su kién dang nhap va dang xuat cia nguoi dung, cai dit bén trong
API chung, va bao cao cac su Kién dang quan tam trong cac hoat dong Offline
Files va nhiing thay doi trong trang thai bo nhé cache.

Tai sao ¢6 thé vo hiéu héa: Néu cong ty cua ban khong sir dung tinh ning Offline
Files trong ca Windows server va client, service nay c6 thé dugc vo hiéu hoa mot
cach an toan. Con néu ban dang dong bo cac tap tin trén mang, ban khong nén vo
hiéu hoa service nay.

Network Access Protection Agent

Chirc nang: NAP thu thap va quan 1y thong tin an toan cho cac may khach trén
mang. Thong tin dugc thu thap bai NAP duoc st dung dé dam bao riang cac may
khach c6 cac phan mém va thiét lap di yéu cau.

Néu mot may khach khong phit hop véi chinh sach an toan, né ¢ thé phai chap
nhan quyén truy cap mang han ché cho dén khi cdu hinh duoc cap nhat. Tuy thudc
vao viéc dat cAu hinh, may khach co thé duoc tu dong cap nhat dé nguoi dung
nhanh chéng 1y lai quyén truy cap mang day du ma khong can phai ty cap nhat
may tinh cua ho.

Tai sao ¢6 thé v hiéu héa: Néu ban khong dang khac phuc 18 hé thong, hoic néu
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ban dang stra 16i v&i mot cong cu cia bén thir ba ma khong tan dung NAP client,
service nay co thé duoc vo hiéu hoa.

Parental Controls

Chike ning: Service ndy con so khai cho chirc ning Windows Parental Control ton
tai trong Vista. N6 dugc cung cap chi cho kha ning tuwong thich ngugc.

Tai sao c6 thé vo hiéu hoéa: Cac mang doanh nghiép hiém khi sir dung chtic nang
Parental Control. Hon nita, day lai 1a mot service ké thira tir Windows Vista.

Smart Card

Chire nang: Viéc quan ly truy cap thé thong minh duogc thuc hién béi service nay.
Néu service ndy ngiing hoat dong, may tinh s& khong thé doc thé thong minh. Néu
service ndy bi vo hiéu héa, ro rang 1a bat ky service nao phu thudc vao no sé khong

thé hoat dong.

Tai sao ¢6 thé vé hiéu hoa: Néu cong ty cua ban khong sir dung thé thong minh
cho cac muc dich xac thuc, ban c6 thé vo hiéu hda mot cach an toan service nay.

Smart Card Removal Policy

Chite niing: Cho phép ciu hinh hé théng dé khoa may tinh dé ban sau khi rat thé
thong minh.

Tai sao ¢6 thé v hiéu héa: Néu cong ty khong sir dung thé thong minh cho cac
muc dich xac thuc, ban c6 thé vo hiéu héa an toan.

Windows Media Center Receiver Service

Chire niing: Service Windows Media Center ding cho bat séng truyén hinh va cac
kénh FM.

Tai sao c6 thé v hiéu héa: Trong hau hét cac moi truong doanh nghiép, tiép song
truyén hinh va FM trén may tinh ban khong duoc coi 1a mot “chién luoc kinh
doanh quan trong" can hd trg, va né thuong khong duoc chap nhan. Ban c6 thé vo
hiéu hoa service nay dé tiét kiém mot s tai nguyén.
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Windows Media Center Scheduler Service

Chike ning: Bit dau va két thuc ghi 4m cic chwong trinh truyén hinh trong
Windows Media Center.

Tai sao ¢6 thé v hiéu héa: Ciing nhu Reciever service, khong can thiét phai ghi
lai cac chuong trinh truyén hinh trong mot méi truong doanh nghiép.

Windows Media Player Network Sharing Service

Chire niang: Chia s¢ thu vién Windows Media Player t6i nhitng nguoi dung khac
trén mang va thiét bj da phuong tién s dung Universal Plug and Play.

Tai sao ¢6 thé v hiéu héa: Trong mang cong ty, Windows Media Player khong
gan nhu khong c6 ich gi, c6 1& chi trong mang gia dinh. V6 hiéu hoa service ndy s&
khong anh hudong dén hoat dong kinh doanh.

Fax

Chire ning: Cho phép ban gui va nhan fax, tan dung tai nguyén c6 san trén may
tinh hodc trén mang.

Tai sao ¢6 thé v hiéu hoa:Néu to chirc khong st dung service fax trong mang
ludi, vo hiéu hoa service nay sé& khong anh huéng dén hoat dong kinh doanh.

Home Group Listener

Chire niing: Tao thay d6i may tinh ndi bo két hop véi cau hinh va duy tri cho may
tinh tham gia Home Group. Néu service nay dung lai hay bi vo hiéu hoa, may tinh
cua ban s€ khong hoat dong chuan xac trong mot Home Group va Home Group cua
ban ciing co thé khong hoat dong chinh xac.

Tai sao c6 thé v hiéu héa: Hau hét cac t6 chirc kinh doanh ngoai trir mot sb to
chac nho hon-khong thé sir dung Home Group dé chia sé tai nguyén trén mang
ludi. Hau nhu an toan khi vo hiéu hoa service nay trong hé thong mang lugi kinh

doanh.

Home Group Provider
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Chire ning: Thyc hién cac nhiém vy mang lién quan dén cau hinh va duy tri cac
nhom Home Group. Néu service nay bi ding lai hay vo hiéu héa, my tinh caa ban
s& khong thé phat hién cac Home Group khac va Home Group ctia ban ¢ thé
khong hoat dong chinh x4c. Chiing t6i ciing dé nghi ban gitr lai service nay.

Tai sao c6 thé vé hi¢u héa: Nhu di noi ¢ trén, chi nhitng to chic rat nho co kha
nang st dung cac nhom Home Group dé chia sé tai nguyén trén mang, do do, n6
gan nhu luon ludn an toan dé vo hiéu hoa service nay trong hé thong.

Tablet PC Input Service
Chire nang: Kich hoat cac chirc nang pen and ink trong may tinh bang.

Tai sao ¢6 thé vé hiéu héa: phan 16n cac may tinh duoc trién khai cho nguoi st
dung khong c6 phan cing c6 thé tan dung kha ning giéng nhu may tinh bang.
Service nay chi str dung cac tai nguyén hé théng ma khong hé c6 loi ich

5. Cac topo mang an toan

5.1. Cac vang an toan , ,
Topology cua mang la cau truc hinh hoc khong gian ma thyuc chat 1a cach bo tri
phan tir ciia mang cling nh cach ndi gitta ching véi nhau. Thong thong mang ¢6 3
dang cau tric la: Mang dang hinh sao (Star Topology), mang dang vong (Ring
Topology) va mang dang tuyén (Linear Bus Topology). Ngoai 3 dang cau hinh ké
trén con c6 mot sé dang khac bién tong tir 3 dang nay nh mang dang cay, mang
dang hinh sao — vong, mang hon hop,v.v....

5.1.1 Mang dang hinh sao (Star topology)

Mang dang hinh sao bao gom mat trung tim va cac nut thong tin. Cac nit thong tin
1a cac tram dau cudi, cac may tinh va cac thiét bi khac cua mang. Trung tdm cua
mang diéu phbi moi hoat ddng trong mang véi cac chirc ning co ban 1a:

o Xac dinh cap dia chi giri va nhan duoc phép chiém tuyén thong tin va lién lac Véi
nhau.

o Cho phép theo ddi va xtr 1y sai trong qua trinh trao d6i thong tin.
o Thong bao cac trang thai cua mang...
— Uu diém:

0 Mang dang hinh sao cho tc 6 nhanh nhat
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0 Khi cable mang bi dut thi thuong chi lam méat két ndi caa mot may, con nhitng
may khéc van hoat dong binh thuong.

o Khi c6 16i xay ra , ta dé dang kiém tra va stra chira
0 Mang c6 thé duoc mo rong tuy theo nhu cau st dung ciia ngudi ding
— Nhuge diém:

o Kha ning mé rong mang déu phu thudc vao kha ning cua trung tim. Khi trung
tam gap sy ¢ thi toan mang déu ngung hoat dong.

0 Mang yéu cau néi doc lap riéng r& ting thiét bi ¢ cac nat thong tin dén trung tam.
Khoang cach tir may dén trung tam rat han ché (100 m).

o Chi phi day mang va thiét bi trung gian tén kém nhiéu

Nhin chung, mang dang hinh sao cho phép néi cac may tinh vao mot bo tap trung
(HUB) bang cap xoan, giai phap ndy cho phép ndi truc tiép may tinh voi HUB
khéng can thong qua truc BUS, tranh duoc cic yéu té gdy ngng tré mang. Gan day,
cung voi su phat trién switching hub, mé hinh nay ngdy cang tré nén phd bién va
chiém da sb cac mang mai lap.

5.1.2. Mang dang vong (Ring Topology)

Mang dang nay, bd tri theo dang xoay vong, duong diy cap duoc thiét ké lam
thanh mot vong khép kin, tin hiéu chay quanh theo mot chiéu nao d6. Cac nit
truyén tin hiéu cho nhau mdi thoi diém chi dgc mot nat ma thoi. Dt liéu truyén di
phai c6 kém theo dia chi cu thé caa mdi tram tiép nhan.

— Uu diém:

0 Mang dang vong c6 thuan loi 1a co thé ngi rong ra xa, tong duong day can thiét it
hon nén tiét kiém duogc day cable, toc d6 nhanh hon kiéu BUS

— Nhuoc diém:

o Nhugc diém ciia mang nay 1a tbc do van bi cham

o Khi trén duong cable c6 sy ¢b thi toan bd mang s& ngung hoat dong
o Khi ¢6 su ¢6 rat kho kiém tra phat hién 15i

Do mang nay ¢6 nhiéu nhuoc diém nén trong thyc té it dugc sir dung

5.1.3. Mang dang tuyén ( BUS topology)
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Theo cach bd tri hanh lang cac duong nhu hinh vé thi may chu (host) ciing nhu tat
ca cac may tinh khac (workstation) hodc cac nut (node) déu duoc ndi vé véi nhau
trén mot truc duong day cap chinh dé chuyén ti n tin hiéu.

Tat ca cac nut déu sir dung chung duong day cap chinh nay. Phia hai dau day cap
duogc bit bai mot thiét bi goi 1a terminator. Céc tin hiéu va géi dit liéu (packet) khi
di chuyén 1én hoic xudng trong diy cap déu mang theo dia chi cua noi dén.

— Uu diém:

0 Loai hinh mang nay dung day cap it nhat, d& lap dit nén tiét kiém duoc chi phi
lap dat

— Nhuge diém:

0 Tuy vdy ciing c6 nhitng bat loi d6 13 s& c6 su Un tic giao théng khi di chuyén dir
liu véi luu luong lon

0 Khi c¢6 su hong hoc & doan nao d6 thi rat kho phat hién, mot sy ngimg trén
duong day dé sira chita s& ngimng toan bo hé thong.

* Mot s6 dang khac:
— Mang dang ludi — Mesh topology:

0 Céau hinh mang dang nay két hop cac mang hinh sao lai véi nhau bang cach két
ndi cac HUB hay Switch Loi diém cua cau hinh mang dang nay 1a c6 thé mo rong
doc khong cach cling nh d¢ I6n cua mang hinh sao.

— Mang c6 céu triic cay — Hierachical topology

0 Mang dang nay twonng ty nhu mang hinh sao mé rong nhung thay vi lién két cac
switch/hub lai voi nhau thi hé théng két néi vai mot may tinh lam nhiém vu kiém
tra luu thong trén mang.

5.2. VLANS

Mot chire ning 16n cua cong nghé chuyén mach Ethernet d6 1a VLAN. Cong nghé
VLAN duoc st dung dé nhém cic may tram va mdy chu vao trong mdt nhom
logic. Cac thiét bi trong mét VLAN duogc han ché truyén théng cung véi cac thiét
bi trong VLAN cho nén hoat dong mang chuyén mach giéng nhu mét s6 luong cta
cac LAN riéng 1¢ khong két ndi. Cac doanh nghiép thudng str dung VLAN nhu
mot cach chic chin ring cac nhom ngudi dung riéng biét dugc nhom mot cach
logic. Vi mang LAN thong thuong cac nhom 1am viée va cac phong ban (Tiép thi
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kinh doanh, K& toan...) nam trong mdt mang vat 1y, nhung vé1 VLAN thi dugc
nam trong mot mang logic.

Phén doan mang LAN
tl'uyan thfmg Phan doan

maing VLAN

Chia xé 0]
ding HUB

Vi du: Trong mot toa nha nhiéu ting ciia mot céng ty. Cac cong ty con thanh vién
nam trén mot tang riéng biét. Cac cong ty déu c6 cac bo phan giéng nhau nhu: tiép
thi, ké toan...Nhiing nguoi ctia bd phan Tiép thi thi ndm trong VLAN Tiép thi
nhung ho van lam viéc v6i bo phan Ké toan nam trong VLAN Tiép thi.

Trong modi trudng Ethernet LAN, tap hop cac thiét bi cing nhan mdt broadcast boi
bat ky mot thiét bi con lai duoc goi la mot broadcast domain. Trén cac switch
khong hd trg VLAN, switch s& day tit ca cac broadcast ra tat ca cac cong, ngoai
trir cong ma né nhan frame. Két qua 13, tit ca cac interface trén loai switch nay 1a
cung broadcast domain. Néu switch nay két ndi dén cac switch va cac hub khéc,
cac cong trén switch nay ciing s& trong ciing broadcast domain. Mdi mot cong trén
switch co thé chia cho mot VLAN. Nhitng cong duoc chia s& cho cing mot VLAN
thi chia s& broadcast. Cong nao khong thudc cing VLAN thi s& khong chia s&
broadcast. Nhitng cai tién cia VLAN la 1am giam bot broadcast va sy ling phi
bang thong.

Mot VLAN don gian 1a mét tdp hop clia cac cong cta switch nam trong cung
broadcast domain. Cac cong c6 thé duoc nhom vao cac VLAN khac nhau trén timg
switch va trén nhiéu switch. Bﬁng cch tao ra nhiéu VLAN, cac switch s& tao ra
nhiéu broadcast domains. Khi d6, khi c6 mot broadcast dugc guri boi mdt thiét bi
nam trong moét VLAN s& dugc chuyén dén nhimng thiét bi khac trong cing VLAN,
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tuy nhién broadcast s& khong duoc forward dén cac thiét bi trong VLAN khac. Co
2 phuong thirc dé tao 1ap VLAN 1a VLAN tinh (Static VLAN) va VLAN dong
(Dynamic VLAN).

Static VLAN

Phuong thirc nay duoc am chi nhu 13 port-base membership. Viéc gan cac cong
switch vao mot VLAN la da tao mot static VLAN. Giéng nhu mot thiét bi duoc két
ndi vao mang, nd ty dong thira nhan VLAN cua céng d6. Néu user thay ddi cac
cong va can truy cdp vao cing mét VLAN, thi nguoi quan tri mang can phai khai
béo cong t6i VLAN cho két ndi téi.

Dynamic VLAN

VLAN duoc tao théng qua viée str dung cac phan mém nhu Ciscowork 2000. Vi
mot VMPS (VLAN Management Policy Server) co thé ding ky céc cong cua
switch vao cac VLAN mot cach ty dong dua trén dia chi MAC nguén cua thiét bi
dugc nbi vao cong. Dynamic VLAN hién thoi tinh dén thanh vién cua nd dua trén
dia chi MAC cua thiét bj. Nhu mé thiét bi trong mang, né truy van mot co s& dit
liéu trén VMPS cua cac VLAN thanh vién.

&

-

=1

| May tinh quan ly mang |

=

Trén cong cua switch dugc gan cho mot VLAN cu thé thi doc 1ap v6i nguoi ding
hodc hé théng gan v6i cong d6. Khi nguoi dung gan véi cing mot phan doan mang
dung chung, tit ca cic ngudi dung d6 cung chia s& bang thong cua phan doan
mang. Mdi mot ngudi diung duge gan vao mdi trudng chia s&, thi s& c6 it bang
thong san c¢6 cho mdi nguoi dung, boi vi tit ca cac nguoi dung dau nam trén mot
mién xung dot. Néu chia s& trd nén qua 10n, xung dot c6 thé say ra qua muc va cac
trinh tmg dung c6 thé bi mat chét lugng.

22



MObi mot cong trén switch giéng nhu mot cong cua bridge va switch don gian 13
mot bridge nhiéu cong.

End-to-End VLAN (VLAN dau cudi)

Céc End-to-end VLAN cho phép cac thiét bj trong mot nhom sir dung chung tai
nguyén. Bao gdm céc thong s6 nhu mdy cha luu trit, nhom dyu 4n va cic phong
ban. Muc dich ctua cac End-to-end VLAN la duy tri 80% thong lugng trén VLAN
hién thdi. Mot End-to-end VLAN ¢6 cac dic diém sau:

Céc nguoi dung duge nhom vao cac VLAN doc lap vé vi tri vat Iy nhung lai phu
thudc vao nhom chirc nang hoac nhom dac thu cong viéc.

Tat ca cac nguoi dung trong mot VLAN nén c6 cung kiéu truyén dir liéu 80/20
(80% bang thong cho VLAN hién thoi/ 20% bang thong cho céac truy cép tu xa).

Nhu mét ngudi dung di chuyén trong mot khuon vién mang, VLAN danh cho
nguoi dung do khong nén thay doi.

Mbi VLAN c6 nhitng bao mat riéng cho timg thanh vién.

Nhu vay, trong End-to-end VLAN, cac nguoi dung s€ dugc nhoém vao thanh nhirng
nhom dya theo chuc nang, theo nhém dyu dn hodc theo cdch ma nhitng nguoi dung
dé st dung tai nguyén mang.

Local VLAN (VLAN cuc bd)

Nhiéu hé thong mang ma can c¢6 su di chuyén téi nhiing noi tap trung tai nguyén,
End-to-end VLAn tré nén kho duy tri. Nhitng nguoi dung yéu cau st dung nhiéu
nguon tai nguyén khac nhau, nhiéu trong s6 d6 khong con ¢ trong VLAN cia
chung nita. Béi su thay doi vé dia diém va cach sir dung tai nguyén. Cac VLAN
dugc tao ra xung quanh cac gioi han dia ly hon 12 gidi han thong thuong. Vi tri dia
1y c6 thé rong nhu toan bd mot toa nha, hodc ciing c6 thé nhd nhu mdt switch trong
mot WiringCloset.

5.3. NAT

Hau hét nhirng nguoi sé hiru mot két néi Internet hién dai ngay nay déu phai
sit dung dén ky thuiat NAT (Network Address Translation). NAT di 1a mot
phén khong thé thiéu khi trién khai mang IP dién rong do khong gian dia chi IPv4
d3 bat dau co hep. Vé co ban, NAT cho phép mot (hay nhleu) dia chi IP ndi mién
dugc anh xa va1 mot (hay nhleu) dia chi IP ngoai mién. Diéu nay cho phép sir dung
dai dia chi IP riéng theo chuan RFC 1918 trén cac mang ndi bo trong khi chi sur
dung mot hoac mot s it cac dia chi IP cong cong.
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Bai viét s& trinh bay nhitng khai niém co ban vé NAT, cac loai NAT va cach thic
hoat dong ctia cong nghé nay.

NAT

C6 ba loai NAT khéac nhau gém c6: NAT dong, NAT tinh va NAT vuot tai (NAT
overloaded). V61 NAT tinh, mét dia chi IP ndi mién chi dinh s€ dugc anh xa sang
mot dia chi IP chi dinh khac ngoai mién, nhu hinh dudi day.

NATrtr
192.168.1.1 (F0/0) -- 203.0.113.1 (F0/1)
NAT Mappings
192.168.1.10 -- 203.0.113.10
= 73 192 168.1.024 @ 203.0.113 0"24—1‘
2168110 | - P . ‘
. NAT T
Internal Network Router External Network

{(Internet)

Trong hinh trén, mdt PC trong mang ndi bo can truyén thong té1 mot may khac
thuoc mang ngoai, trong truong hop nay la Internet. Nhung dia chi thuoc RFC
1918 khong ¢ kha nang dinh tuyén trén mang Internet cong cong do vay khong
dugc st dung lam dia chi nguén hay dich.

Pé xir Iy van dé nay, NAT c6 thé dugc cdu hinh tinh dé ndi dia chi noi bod
192.168.1.10 v¢i dia chi ngoai 203.0.113.10. Nhu vay, v6i mang ngoai, luu lugng
dén sé& 1a tir dia chi 203.0.113.10 thay vi 192.168.1.10. Trong tinh huéng nay, NAT
s€ coi dia chi IP 192.168.1.10 Ia dia chi cuc by bén trong va dia chi dugc anh xa
203.0.113.10 1a dia chi chung bén trong.

V&1 NAT dong, Dia chi IP ndi bd sé tu dong dugc khdp véi mot bo cac dia chi IP
ngoai. Qua trinh anh xa van la gitra 1 dia chi ndi bd vo1 mét dia chi ngoai nhung
dugc dién ra ty dong.
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192.168.1.1 (FO/0)

192.168.1.50
192.168.1.25

NATrtr

203.0.113.1 (FO/1)

NAT Mappings

203.0.113.10
203.0.113.11

m

203.0.113.0/24

192188125 : 192 168.1 0/24 @
192.188.1.50 NAT
o Router

internal Network

Configured NAT IP
Address Pool

203.0.113.10
203.0.113.11
203.0.113.12
203.0.113.13
203.0.113.14

Extemnal Network
(Internet)

O hinh trén, hai PC trong mang ndi bo can truyén thong t6i may ¢ mang ngoai,
trong truong hop nay 1a Internet. NAT duogc cau hinh dong dé anh xa cac dia chi
ndi bd 1a 192.168.1.25 va 192.168.1.50 v4i nhitng dia chi IP trong tap hop dia chi
d3 c4u hinh NAT. Trong hinh, may c6 dia chi 192.168.1.50 d4 dugc anh xa dén dia
chi 203.0.113.10 va may c6 dia chi 192.168.1.25 dugc anh xa t&i dia chi
203.0.113.11. Piéu ndy c6 nghia 1a may c6 dia chi 192.168.1.50 s& duogc khai tao

luu lugng ngoai trudce.

Véi NAT vuot tai (con goi 1a bién dich dia chi céng PAT), anh xa mdt mot nhu
NAT dong va NAT tinh khong dugc str dung. Thay vi mdt dia chi ngoai chi dugc
gan cho 1 dija chi IP noi bo thi gio ddy né cé thé duoc gan cho tit ca cac may noi
bd dua trén sd cong (port number). Chi khi s6 luong cong kha dung st dung boi
dia chi IP ngoai bi can kiét thi mot dia chi IP ngoai th&t hai méi duge dung dén véi

phuong phép tuong tu.
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192.168.1.1 (FO/0)

192.168.1.100
192.168.1.110
192.168.1.120
192.168.1.130
192.168.1.140
192.168.1.150

NATrtr

NAT Mappings

203.0.113.1 (FO/1)

203.0.113.10:2
203.0.113.10:3
203.0.113.10:4
203.0.113.10:5
203.0.113.10:6
203.0.113.10:7

__/3;_ \

= 192.1681.110 WL ‘\

N N2 .
152,168.1.100 1921681120 |\ @

}—192.168.1.0/24 203.0.113.0/24

= = e

1921681120 ML 1921651150 NAT -
3 Router External Network

192168114 —
._/\\ -/

{Internet)

Imernal Network

Configured NAT IP
Address Pool
(Overloaded)

203.0.113.10
203.0.113.11
203.0.113.12
203.0.113.13
203.0.113.14

O hinh trén, c6 sau may khac nhau dang truy cap t6i cac may thudc mang ngoai.
NAT vuot tai duoc cdu hinh véi tdp hop dia chi trong dai 203.0.113.10 dén
203.0.113.14. Gia sir rang luu luong qua NAT router mot cach tuan tu thi mdi loai
luu lugng s€ duge anh xa va1 mot dia chi IP ngoai (trong truong hop nay 1a dia chi
IP dau tién tron dai-203.0.113.10) va sb cong chi dinh.

V&i mdi vi du, NAT router duge ciu hinh st dung cung dia chi IP 1a 192.168.1.1
trén giao dién Fast Ethernet 0/0 dugc déanh dau 1a giao di¢n NAT nodi1 va
203.0.113.1 trén giao dién FastEthernet 0/1, dugc danh dau 1a giao dién NAT
ngoai.

5.4. Tunneling

Co s& ha tang mang Internet hoat dong trén nén IPv4, hoat dong kha 6n dinh va

quy mé hét sac rong Ion. Tan dung kha ning nay, cac nha thiét ké IPv6 da dua ra
giai phap thyuc hién co ché Tunneling nhu sau: Automatic Tunneling va Configured
Tunneling.

Sau day 1a mot s6 dac diém cia cac loai Tunneling va mot s6 khai niém lién

quan dén céc ki thuat Tunneling:

- IPv4-only Node : La mot Host hay Router hoat dong trén nén 1Pv4, nhitng

Host hoic Router nay khong hiéu IPv6, cac Host ndy chiém phan 16n cac thiét bi

trén mang Internet hién nay. Cac Node nay con duoc goi 1a Node thuan 1Pv4.
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- IPv6/IPv4 Node : La cac Node c6 kha nang thuc hién trén nén IPv4 hoic IPV6.
DPay chinh la cac Dual-stack Node.

- IPv6-only Node: 1a nhitng Node chi ¢6 kha ning hoat dong trén nén IPV6,

khong c6 kha niang hoat dong trén nén IPv4. Cac Node nay duoc goi 1a Node thuan
IPVG6.

- IPv6 Node: Bao gom nhirng Node sau: Node thuan IPv6, Dual-stack Node
IPv6/IPVA4.

- IPv4 Node: Bao gom nhiing Node sau: Node thuan IPv4, Dual-stack Node
IPv6/IPVA4.

- IPv4-compatible IPv6 address: La mot dia chi IPv6, dugc gan cho cac Node

d6i IPv6/IPv4 (dinh dang dia chi nay dd mo ta ¢ phan trén). Dang dija chi nay duoc
str dung trong co ché Tunnel IPv6 trén nén IPv4 s& dugc mo ta

dudi day.
- IPv6-only address: La nhitng dia chi IPv6 con lai.
- IPv6-over-1Pv4 Tunneling: Ky thuat nay thuc hién viéc dong goi cac

Datagram theo cau trac IPv6 vao phan dit liéu cua Datagram IPv4 dé co thé mang
g6i tin IPv6 qua mang IPv4. Ta goi co ché nay 1a Tunnel IPv6 trén nén IPv4.C6 hai
phuong thirc Tunnel nhu d4 néi dén & trén: Automatic Tunneling va

Configured Tunneling dugc dinh nghia nhu sau:
- Automatic Tunneling: Theo phuong thirc nay, dia chi cudi cung trong Tunnel
la dia chi IPv4-compatible IPv4.

- Configured Tunneling: Theo phuong thirc nay, dia chi cudi cing trong Tunnel
dugc xac dinh nhd thong tin cdu hinh tai cac nut thuc hién déng, mé goi IPv6
thanh goi IPV4 va nguoc lai.

Co ché Tunneling duoc md ta nhu sau: Cac Node IPv6/IPv4 s& thuc hién dong

g6i cac Datagram IPv6 vao thanh phan dir liéu trong Datagram IPv4 (phan tai cia
6i tin IPv4 truyén trén ha ting mang 13 goi tin IPv6) va do do, gbi tin ndy co thé
truyén qua trén nén 1Pv4.

Céc két ndi c6 thé ap dung co ché Tunneling 1a:
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- Router-to-Router: Cac Router IPv6/IPv4 két ndi véi nhau béi co so ha tang
mang IPv4, do d6, c6 thé thuc hién chuyén cac Datagram theo dinh dang
IPv6 trén nén IPv4. Trong trudng hop nay, Tunnel trdi rong tir diém bat dau
t6i diém két thic cua doan mang IPv4.

- Host-to Router: Mot Dual-stack Host IPv6/IPv4 c6 thé thuc hién Tunnel
IPv6 trén nén IPv4 dé chuyén cac géi tin téi cac Router trung gian ciing

duogc cau hinh 13 cac Node d6i IPv6/IPv4. Trong truong hop nay, Tunnel trai
rong trong pham vi tir Host téi Router do.

- Host-to-Host: Hai Host IPv6/IPv4 ¢6 thé truyén cac Datagram theo dinh
dang IPv6 trén nén IPv4. Trong trudng hop nay, co ché Tunnel trdi rong tir
diém dau dén diém cudi.

- Router-to-Host: IPv6/IPv4 Router ¢ thé ding Tunnel két néi véi IPv6/IPv4
Host théng qua ha ting mang IPv4.

Trong hai phuong phap dau: Router-to-Router va Host-to Router, goi tin IPv6
dugc Tunneled vao Router va diém cudi ciia dudng ham nay 1a mot Router, Router

nay c6 nhiém vu mé goéi “IPv4” vira ra khoi duong ham dé tach ra goi IPv6 ban
dau, sau d6 chuyén goi IPv6 vira tach toi dich, dia chi IPv6 trong géi tin duoc dua
qua Tunnel khong lién quan (khong hd tro) dén dia chi diém cudi cia Tunnel. Do
d6, cac thong tin nay phai duoc cau hinh ¢ dinh trén Router hay Node thuc hién
dong goi.

Theo co ché xac dinh dia chi dau cudi nhu vay, diém cubi caa Tunnel phai duoc
khai bao trudc. Truong hop nay goi la Configured Tunneling . Hai phuong phap
con lai, Host-to-Host va Router-to-Host goi IPv6/IPv4 dugc Tunneled tir Host hoac
Router dén dich 13 mét Host. Trong truong hop nay dia chi dau cudi cia Tunnel va
dia chi Host dich phai giong nhau. Néu dia chi IPv6 dung cho Node dau cubi 1a
IPv4-compatible IPv6, dia chi cubi ciia Tunnel c6 thé tu dong tao ra tir dia chi IPv6
d6. Vi vay khong can khai bao cac thong s6 cho Tunneling. K§ thuat nay goi la
Automatic Tunneling.

Hai k§ thuat Automatic Tunneling va Configured Tunneling c6 diém khac nhau
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co ban nhat chinh 1a viéc quyét dinh dia chi cudi cua qua trinh Tunneling, con lai
vé co ban, hai co ché nay gidng nhau. Cu thé nhu sau:

- biém khai tao Tunnel (diém dong goi tin) tao mot Header IPv4 dong goi va
truyén goi tin vira dong goi.

- Node két thuic ctia qua trinh Tunnel (diém mo goi tin) nhan dugc géi tin dong goi,
tach bo phan Header IPv4, sira doi mot s6 truong cia Header IPv6 va xir Iy phan
dir li€u nay nhu mdt goi tin IPv6.

- Node dong goi can duy tri cac thong tin vé trang thai cta mdi qua trinh
Tunneling. Vi du tham sé MTU dé xur 1y cac géi tin IPv6 bat dau thuc hién

Tunneling. Vi sb lugng cac qua trinh Tunneling c6 thé tang 1én mot sé luong

kha 16n, trong khi d6 cac thong tin nay thuong 1ap lai va do do, c6 thé sir dung ky
thuét cache va duoc loai bo khi can thiét.

6. Xac dinh riai ro

6.1.,X2'1c dinh tai nguyéy ] N ]

« Cau hinh khong chuan va viéc thieéu cac ban va 16i lam tang cac moi nguy
hiém.

Cac may tinh (MT) & nha do thiéu su giam sat cua cac chuyén gia CNTT nén
thuong c6 cau hinh khong phu hop trong viéc chia sé file hay in 4n, gdy nén nhiing
nguy co nhu 16 thong tin quan trong d6i vai ban ciing phong, vo con. Nhitng nguoi
lam viéc tir xa thuong khong str dung hé diéu hanh va cac ung dung khong duoc
cap nhat mai nhat, ngay ca cac PM diét virus ciing khong duoc cap nhat. Vi vay
cadc MT & nha thuong dé bi nhiém virus va cac chuong trinh pha hoai hon cac MT
& trong cong ty. Viéc phat hién, lam sach cac MT nay thudng mat nhiéu thoi gian
hon. Do d6, MT ctia nhitng ngudi 1am viéc tir xa 1a mot nguyén nhan tiém tang gay
mat an toan cho ca hé théng mang khi truy cap tr xa vao hé théng.

« Mang khéong diay (Wireless) khéng an toan véi cau hinh mic dinh.

Mot moi nguy hiém d6i vi moi truong MT tai nha chinh 1a Wireless. Ngay nay,
nhiéu MT & nha duoc ndi bang mang Wireless. Da s6 cac thiét bi Wireless thudng
dugc cdu hinh mic dinh va tinh ning kiém soat WEP (phwong thirc dé mi hoa va
xéac thuc trong két ndi Wireless) & ché do tat, nhitng nguoi dung thong thuong
thuong quén hodc khong biét cach bat tinh ning nay l1én. Chinh vi vay nhiing
nguoi dung khac ¢ thé str dung nhu 14 mot phuong tién dé xAm nhap vao hé thong
bén trong, truy cap vao muc chia sé file. Nguy hiém hon nita 1 nhitng ké tin cong
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gioi van c¢6 thé d qua rao can  WEP.

* Nguy co bi tan cong MT i nha.

Véi cac két nbi bang thong rong, cac ké tan cong co thé tiét kiém thoi gian dé xam
nhap vao may nguoi ding ¢ nha. Trir khi c6 cac san pham nhu tudng ltra ca nhan
duoc trién khai hop 1y, con khong thi cac hoat dong do duong, tim cach xam nhap
cua hacker s& khong bi phat hién trong thoi gian dai. Nhiing hacker nay c6 thé khai
thac cac cong duoc mo trén MT dé an cép tai nguyén hodc pha hoai cac hé thdng
khong duoc bao vé két ndi khac.

Ngoai ra, khong thé khong ké dén mdi nguy hai tir nhitng PM pha hoai (cac loai
virus, sdu MT) 1am cham hé thong cua nguoi dung, pha hoai file va cac ¢ng dung,
lam tiéu ton biang thong. Céc loai sdu MT thudng cai dat mot cira hau trén MT bi
lay nhiém dé sau nay nhitng ké gui thu rac thong qua dé gui cac email quang céo
hodc an trom thong tin. Nguy hai hon phai ké dén cac PM gian diép thuong dugc
dinh kém trong cac PM chia s¢, cac buc anh hay file nhac. Néu khong co cac giai
phap bao mat (BM) thich hop, nhiing ké tin cong c6 thé dung loai PM nay dé truy
cap dén cac tai nguyén trong hé théng thong qua cac mang riéng 4o (VPN) khéng
duoc bao Veé.

6.2. Panh gia rii ro ?

Dé han ché cac rui ro khi lam viéc tir xa, ¢6 thé ap dung cong nghé ma héa duong
truyén (tao duong ham) theo chuan IPSec hoic SSL (Secure Sockets Layer) tir
ngudi ding t6i tai nguyén cia DN/to chirc. M&i mot chuan ma hoa ¢o wu nhuoc
diém khac nhau, chuin ma héa IPSec d6 6n dinh cao, hd tro cac tng dung tét
nhung doi hoi phai cai dat va cau hinh rat phic tap cho cac may tram nay truéc khi
két ndi. Trong khi d6 mang riéng 40 sir dung cong nghé ma hoéa SSL (goi tat 1a
SSLVPN) cho phép két ndi tir bat cir dau co két ndi mang va mot trinh duyét web
thong dung, ma khong can cu hinh trén may tram khi két ni t6i tai nguyén cia
DN/t6 chic.

Hién nay trén thi truong Aventail la mot trong nhitng hang dugc danh gia co giai
phap SSL VPN dé dang trién khai va toi uu vé cong nghé. Céac cong nghé noi bat
Cua Aventail la:

« Bio vé tai nguyén hé thong

Aventail dugc x4y dung nhu mot cong truy cap céc tai nguyén, né han ché téi da
cac truy cap truc tiép vao hé thong, che gidu toan bo mé hinh mang (Topology) d6i
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v6i mang bén ngoai, qua d6 cac hacker tir xa khong c6 kha nang truy cap truc tiép
vao cac tai nguyén, ciing nhu khong cé kha ning tin cong tir chdi dich vu vao cac
tai nguyén cua hé thong. Aventail ciing han ché t6i da viéc loi dung dudng truyén
dé phat tan thu rac, cac ma doc hai vao trong hé théng mang ciing nhu loi dung céc
tai nguyén nay dé tin cong cac hé théng khac.

* Xac thuc manh cac nguoi dung tir xa

Nham dam bao chi ¢ ngudi diung hop phap méi co kha nang két ndi toi cac tai
nguyén cua hé thong, ngoai phuong thirc xac thuc cia minh, Aventail hd trg cac
phuong thirc x4c thuc nguoi dung khac nhu SecurlD, Certificate, Radius, AD... va
cac phuong thirc xac thuc manh khac c6 kha nang tao thanh h¢ théng xac thuc qua
N yéu té, tuy thudc vao lua chon caa khach hang, sé& giup cho khach hang dam bao
dung ngudi c6 quyén méi co thé khai thac tai nguyén cua hé théng.

« M3 héa dir liéu trén dwong truyén véi cong nghé SSL VPN

Cong nghé SSL VPN voi cac thuat toan ma hoa manh cia Aventail cung cap mot
phuong thirc két ndi ma cac nguoi dung tir xa khong can cai dit chuong trinh dic
biét nao khi két ndi dén tai nguyén cua to chire/DN. Piém dic biét trong cong nghé
SSL VPN cua Aventail so voi mot s6 san pham SSL VPN cung loai 1a Aventail hd
tro moi ung dung, tai nguyén trén giao thirc chuan TCP.

« Chinh sach diéu khién truy cap téi cac tai nguyén

Aventail cho phép ap dung céc chinh sach khac nhau d6i voi timg tai nguyén, doi
Véi tirng nguoi dung, tham chi cho phép ap dung chinh sach theo ca d6 an toan cua
thiét bi/MT ma ngudi dung tir xa sir dung dé truy cap dén tai nguyén.

« Kiém soat an ninh d@éi véi thiét bi/MT ciia ngudi dung tir xa

Mot trong nhiing rii ro doi v6i phurong thire 1am viéc tir xa 1a cac MT ciia nguoi
dung khong dugc dam bao an toan. Giai phap bao vé may tram (End Point Control)
ctia Aventail c6 kha ning thiét lap chinh sach an toan cho cdc may tram bang cach
tich hop chat ché véi tuong lira ca nhan va PM chdng virus, dam bao chi nhiing
thiét bi nguoi dung cudi da duoc bao vé dang din méi duoc phép két ndi dén tai
nguyén cua hé thong.

Riéng d6i véi cac may PDA va MT cong cong & quan Café Internet, Aventail gioi
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han quyén truy cap ddi vai mot sb tai nguyén. Vi du, khi nguoi dung tir Xa truy cap
dén tai nguyén tir MT cong cong(khong dam bao an toan) s& chi duoc truy cap
email, mot sé tng dung Web va khong cho phép truy cap file hoic dit liéu nhay
cam ctia DN. Ngoai ra, giai phap cua Aventail cung cap nhiéu tinh ning BM cao
hon, vi du cac may tir xa s& dugc quét don dé xoa cac dir liéu nhay cam da tao ra
trong qua trinh két ndi hoac dir liéu tai vé s& dugce dua vao mot "kho ma hoa" tam
thoi va chiing sé& bi x6a khi phién 1am viéc két thuc.

6.3. Xac dinh moi de doa 7 ,

Nhiing tan cong trén web tiép tuc phat trien vi cac hacker nham téi muc tiéu la
thong tin vé nguoi dung cudi; nén kinh té ngam tiép tuc tré thanh mi de doa
I6n...

Pay la nhitng két luan caa Symantec trong ban bao céo vé cac mdi de doa bao mat
mang (ISTR) that 14 cta hing, khang dinh rang cac hoat dong tin cong mang trén

thé gigi tiép tuc phat trién & mac ky luc trong ndm 2008, chi yéu nham t6i nhiing

thong tin quan trong tir may tinh cua nguoi dung.

Theo ban béo céo, Symantec da tao ra hon 1,6 triéu mau chit ky vé cac loai ma doc
méi trong nim 2008, twong duong véi hon 60% tong sé mau chir ky ma Symantec
da tiing tao ra tir trude dén nay - mot phan ung déi voi sy ting truang manh vé s6
lwong ciing nhu su phong phu, da dang caa nhitng méi de doa nguy hai méi.

Ban bao cdo ciing cho thay duyét web van 1a mot trong nhitg nguyén nhan chi
dao gay ra nhiing phat tan va ldy nhiém virus trén mang trong nam 2008. Hacker
ngay nay tan dung ngay cang nhiéu nhiing cong cu sinh ma doc hai khac nhau dé
phat trién va phat tan nhitng méi de doa cua ching.

Nén kinh té ngam ngay cang hoat dong phirc tap

Dua trén sd liéu cia Ban bao cao vé nén kinh té ngam maéi nhat, Symantec cho biét
c6 mot nén kinh té ngdm véi co cau to chic tinh vi
chuyén budn ban nhiing thong tin quan trong bi danh cip,
dac biét 1a thong tin vé thé tin dung va thong tin vé tai

' khoan ngén hang.

® Nén kinh té ngam nay dang bung n6, mét diéu minh
chtng 1 trong khi gia thanh san pham & nhiing thi trudng
hop phap dang suy giam thi gia thanh san pham ¢ thé gioi
ngam van khong di tir nim 2007 dén cubi nam 2008.
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Bio céo ciing cho thay nhitng ké viét ma doc ludn thay doi dé chéng lai nhitng nd
lwc ngén chin cac hanh vi cua chiing. Chang han nhu, viéc danh sip 2 hé théng
hosting mang ma (botnet) dit tai My da gop phan 1am giam dang ké cac hoat dong
botnet chu dong keé tir thang 9 dén thang 11 ndm 2008; tuy nhién, nhiing ké van
hanh botnet di tim ra nhiig dia chi Web hosting thay thé va su 1ay nhiém botnet
lai no ro, tro lai ngudng trudc khi bi danh sap mot cach nhanh chong.

Ung dung web, ngudn géc cia 16 hong bao mat

Theo Symantec, nhitng nén tang ung dung Web lai thuong 1a nhitng nguon gbc caa
nhitng 15 hong bao mat, trong giai doan danh gia ctia bao céo.

Nhitng san pham phan mém duogc xay dung san nay duoc thiét ké nham giup don
gian hoa viéc trién khai nhitng Website méi va dugc sir dung rong rai trén Internet.
Nhiéu trong s6 nhitng nén tang nay khong c6 chiic ning bao mat, va mot hé qua tat
yéu 1 chiing tiém an rat nhiéu 15 hong va trd nén rat dé bi xam hai boi céc tan
cong mang.

Trong s6 nhitng 15 hong bao mat dugc xac dinh trong nam 2008, c6 dén 63% 1a cac
tng dung web bi 14y nhiém, ting so v&i con s6 59% ciia nim 2007. Trong sb
12.885 15 hong vé ma 1énh lién két chéo cua bao cao ndm 2008 thi chi co 3% (394
16 hong) da duogc khac phuc tai thoi diém bao cao nay duoc viét ra.

B4o céo ciing chi ra rang nhiing tin cong trén Web phat sinh tir nhiéu quéc gia trén
thé gigi ma trong d6 My dan dau (38%), sau d6 1a Trung Quéc (13%) va Ucraina
(12%). Sau trong s6 10 quéc gia dan dau vé tan cong trén web 1a cic nudce trong
khu vie Chau Au, Trung Pong va Chau Phi, nhitng quéc gia nay co ty I tan cong
trén web chiém téi 45% so véi con sd toan cau, nhiéu hon cac khu vue khac.

Lira d40 qua mang va nan thw rac tiép tuc gia tiing

Bio céo cho hay nan lira da0 qua mang tiép tuc phat trién. Trong nam 2008, 55.389
may chu dat website lira ddo, ting 66% so v&i con s6 33.428 ctia nam 2007. Nhitng
vu lira do lién quan dén cac dich vu tai chinh chiém téi 76% cac vu lira dao nim

2008, tang manh so véi con s6 52% nam 2007.

Symantec ciing cho biét, s6 lugng thu rac trong thoi gian tré lai day lai tiép tuc
tang manh. Trong ndm vira qua, Symantec da theo doi sy tang trudng cua thu rac 1a
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192% trén toan mang Internet, con sé nay tang tir 119.6 ty tin nhan (nam 2007) 1én
tai 349.6 ty trong nam 2008. Nam 2008, cac mang botnet thuc hién viéc phat tan
t6i khoang 90% tat ca thu rac.

6.4. Cac diém yéu
M@t s6 ki thuat Kiém tra diém yéu vé An toan théng tin

Bai bao gioi thiéu mat s6 ky thuat kiém tra, danh gia cac 10 héng vé an toan thong
tin trong cac hé thong CNTT ciia to chirc. PAy 1a nhing cong doan cén thiét
dé c6 thé phat hién nhirng dém yéu va diéu chinh cac bién phap khic phuc kip
thoi dé dam bao hé thong hoat dong an toan.

6.4.1. Quét mang

Phuong phap quét mang lién quan dén viéc quét cac cong (port) trén hé thong
mang dé xac dinh cac thiét bi c6 16 hong, d& bi tin tac loi dung tin cong vao hé
théng mang hoic cac dich vu chay trén cac thiét bi d6. Vi du nhu: dich vu truyén
file (FTP), dich vu truyén siéu vin ban (HTTP) va dic biét 1a cac ung dung chay
mot dich vu xac dinh nhu WU-FTPD, Internet Information Server (11S), Apache
chay dich vy HTTP,.... Két qua ciua phuong phap quét nay 1a mot danh sach toan
dién cac may tinh dang hoat dong, cac dich vu va cac thiét bi khac trong hé thong.
Phuong phap quét cac cong (vi du cong cu nmap) sé xac dinh cac may tinh dang
hoat dong trén vung dia chi quét. Sau dé, trén mdi Mot mdy tinh, chuong trinh s&
Kiém tra cac cong mé thude cac giao thic TCP hodc UDP dé xéac dinh cac dich vu
chay trén thiét b.

Noi dung co ban cuia phuong phép quét la xac dinh cac may tinh hoat dong va cac
cong mé cua nd. Pé thyc hién tét muc tiéu ciia phuong phap ndy, nén quét mang
theo cac tiéu chi sau: Kiém tra quyén két ndi ciia cac mdy tinh trong mang; Xéc
dinh céc 16 hong cua dich vu; Kiém tra su sai 1éch cua tat ca cac dich vu so véi
chinh sach bao mat; Chuan bj cho viéc kiém tra sy xAm nhap mang; Ho tro cau
hinh cho hé théng phat hién xaAm nhap; Thu thap bang ching vé cac sy xam
nhap....

Két qua cua qué trinh quét mang phai duogc luu gitr lai dé 1am can cu khac phuc su
cd. Sau khi quét mang can lam mot s viéc: Ngat va diéu tra cac két ndi khong
dugc phép; Vo hiéu hoa hoic g bo cac dich vu khong can thiét hoic c6 nhiéu 16
hong bao mat; Han ché quyén truy cap vao cac dich vu c¢6 nhiéu diém yéu; Cau
hinh firewall dé han ché quyén truy cap tir bén ngoai cac dich vu c6 15 hong.

6.4.2. Quét 15 hong bio mat , 7
Phuong phap quét 16 hong bao méat thuc chat 1a viéc quét cac cong & mirc do cao
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hon. Ngoai viéc xdac dinh cac may tinh hoat dong va cac cong mé, nd con cung cap
thém céc thong tin vé 16 hong cua cac may tinh d6. Phuong phap nay cung cap cho
hé théng va nguoi quan tri mang mot cong cu dé phat hién cac 16 hong trude khi ké
tan cong co thé tiép can dén nod, bao gdm cac kha ning sau: Xac dinh cac may tinh
hoat dong trén mang; Xac dinh cac dich vu (cong) dang hoat dong trén mang va
cac diém yéu cua ching néu co; Xac dinh cac tng dung va doc “biéu ngii” duoc tra
101 tur cac ing dung; Xac dinh hé diéu hanh; Xac dinh céc 15 hong thong qua viéc
tim hiéu hé diéu hanh va cac ung dung chay trén no; Xac dinh cac thiét lap ciu
hinh sai Kiém tra viéc tuan tha st dung tng dung hodc chinh sach bao mat; Thiét
1ap nén tang cho viéc kiém tra sy xAm nhap.

Ket qua cua qua trinh quet 16 hong bao mat phai dugc luu gitr lai va lam cén
ctr dé tién hanh khac phuc cac 10 hong néu c6. Mot sb bién phap can phai lam ngay
sau khi quét 15 hong 1a: Nang cap hodc va 16i hé théng dé giam thiéu cac nguy co
tir 16 héng, Trién khai céc bién phap giam nhe nguy co néu nhu hé théng chua
duoc va 16i; Cau hinh va nang cap thuong xuyén chuong trinh quan ly; Giam sat
va canh bao vé 16 hong, thay doi cau hinh hé thong dé giam thiéu nguy co; Thay
ddi cac chinh sach bao mat, kién trac hé thong hodc céc tai liéu khac dé dam bao
hoat dong 6n dinh cho hé théng.

6.4.3. Pha mat khau

Chuong trinh pha mat khau duoc sir dung dé xac dinh cac mat khau yéu. Mat khau
duogc luu trir va truyén di dudi dang ma hoa “bam”. Khi nguoi dung ding nhap vao
hé théng, hé théng s€ tao ra day ma hoa bam tir mat khau dang nhap va so sanh vai
diy m3 hoa bam dd dugc luu. Néu chiing tring nhau tirc 1a ngudi dung da duoc
xac thuc.

Trong sudt qua trinh thAm nhap hodc tan cong, viéc pha mat khau doi hoi phai 1ay
dugc diy ma hoa bam ctia mat khau. Viéc chin bat nay xay ra khi ddy ma hoa cua
mat khau truyén di trén mang hoidc duoc 1ay tir hé thong muc tiéu. Khi di 1ay dugc
day bam ctia mat khau, chuong trinh s& nhanh chéng tao ra cac ddy bam cho dén
khi tring véi ddy bam cua mat khau da nhan dugc. Phuong phap nhanh nhit cta
cach nay 1a str dung bo tir dién tan cong gdm rat nhiéu tir phé) bién trén thé gidi.
Phuong phap manh nhat de pha mat khau 1a chuong trinh * “tn cong tong luc”, tirc
1a chuong trinh s& tan cong tat ca cac mat khau co thé co.

Sau day 1a mot sb phuong phap c6 thé sir dung dé giam thiéu kha ning pha mat
khau cta ké tn cong:

- Thay d6i chinh sach dé giam ti 16 mat khau bj pha hodc thay thé phuong phap xac
thue (vi du sir dung token key).

- Pho bién voi nguoi s dung vé nhiing tac hai ciia mat khau yéu. Néu nguoi dung
van st dung mat khau yéu thi ngudi quan tri nén ap dung cac bién phéap bd sung dé
dam bao.

6.4.4. Kiém tra file log

Céc file log trén hé thdng bao gém firewall log, IDS log, server log hoic bat ky
mot file nao ghi lai qua trinh kiém tra dix liéu trén hé théng. Viéc kiém tra cac file
log va phan tich chung s& cho biét cac hoat dong dang dién ra trén hé thong, dé co
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thé so sanh v6i muc dich va ndi dung cua chinh sach bao mat. Vi thé, viéc kiém tra
nay s& xac dinh hé théng c6 van hanh theo dung chinh sach bao mat hay khéng.
Vi du, khi ta dat mot hé thong phat hién xam nhap (IDS) ding sau tudng lira thi
file log ctia no6 s& dugc st dung dé kiém tra céc yéu cau dich vu va céc giao dich
duogc tuong lira cip phép. Néu nhu trén file log cuia IDS nay ghi lai cac hoat dong
khéng duogc phép, didu d6 ching to tudng lira d3 bi vuot qua va hé théng mang da
mat an toan.

Nén dinh ky cho viéc kiém tra file log, trir nhitng truong hop yéu cau kiém tra do
viéc nang cap hé thong. Néu hé théng khong dugc cau hinh theo diing chinh sach
bao mat thi ¢6 thé thuc hién nhiing viéc sau: G& bo cac dich vu ¢6 16 hé)ng néu
chung khong can thiét; CAu hinh lai hé théng; Thay ddi chinh sach bao mat cia
tuong lira dé han ché quyén truy cap vao cac hé théng hoac dich vu ¢6 16 hong.

6.4.5. Kiém tra sw toan ven

Kiém tra su toan ven cua mot file 14 tao va luu trir mot bién phat hién 16i checksum
cho moi file duogc bao vé va thiét 1ap mot co s dit liéu ctia bién checksum do.
Phuong phap nay cung cip mdt cong cu cho quan tri hé thong nhan ra su thay doi
cua cac file, dic bi¢t 1a su thay doi trai phép. Cac bién checksum luu trit nén duoc
tinh toan lai thuong xuyén dé so sanh voi gia tri hién tai duoc luu trit, sau do xac
dinh c6 su thay d6i file hay khong. Chirc ning kiém tra su toan ven cua file thuong
dugc tich hop vao trong hé thdng phat hién xAm nhap trén may chu thuong mai.
Phuong phap kiém tra sy toan ven 13 mot cong cu hiru ich ma khong doi hoi su can
thiép cta con ngudi & mirc dd cao, nhung né can phai thuc hién mot cach than
trong dé dam bao tinh hiéu qua.

Mot sb cong cu kiém tra su toan ven cta dit liéu nhu Aide, LANGuard,
Tripwire,....

6.4.6. Phat hién virus

Moi hé thong mang déu c6 nguy co nhiém virus, trojan, sau néu nhu chung két ndi
v6i mang Internet hodc sir dung USB, phan mém mién phi.

C6 hai dang chuong trinh diét virus chinh 1 chuong trinh duoc cai dit trén ha ting
mang va chuong trinh cai dat trén may ngudi sit dung. Mdi loai c6 nhitng wu diém
va nhuoc diém riéng, nhung véi nhitng hé thng yéu cau bao mat cao thi nén sir
dung c4 hai loai chuong trinh diét virus do.

6.4.7. Kiém tra mang khong diy

Giao thirc mang khong diy phd bién nhat 1 802.11b c6 nhiéu 16i nghiém trong khi
st dung cong cu ma héa WEP, boi vi ¢ ché do mic dinh né duoc cau hinh khong
an toan.

M&bi mét hé théng mang khong day nén dugc kiém tra dinh ky dé tim ra cac két ndi
trai phép hodc céc cau hinh yéu, dong thoi cting phai kiém tra cac tin hiéu cua
mang khong dy 14n can. Mot s6 phian mém kiém tra sy an toan cua hé théng mang
khong day nhu Aerosol, AirSnort, Kismet, Sniffer Wireless,....

6.4.8. Tham nhap thir nghiém

Pay 1a viéc kiém tra an toan ciia hé thong bang cach pha v& cac tinh nang an toan
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ctia chiing dwa trén cac hiéu biét vé thiét ké va hoat dong ciia hé thong. Muc dich 1a
dé xac dinh cac _phuong phap tiép can hé théng thong qua cac cong cu va ky thuat
co ban cua ké tin .cong. Viéc tham nhép phai duoc tién hanh sau khi khao sat hé
thong mot cach can than, thong bao cho toan hé thong va lap ké hoach tham nhap
day du.

Viéc thir nghiém tham nhép chinh la tao ra mot moé phong cudc tAn cong vao hé
théng, nén co thé bj phap luat hodc chinh sach bao mat ngan cAm. Do do, truée khi
thuc hién phai dugc sy cho phép va chi nén thyc hién nhu sau: Thuc hién trén mot
dia chi hoic mot dai dia chi cu thé; Khong thyc hién trén mot $6 may tinh bi ngan
cAm; Dung mot sb cac k¥ thuat tham nhap cho phép; Xac dinh rd thoi gian thuc
hién viéc tham nhap; Xac dinh khodng thoi gian hiru han cho vi¢e tham nhap; Xac
dinh 1 dia chi IP tir may s& thyc hién thadm nhap dé ngudi quén tri c6 thé phan biét
cudc tan cong thir nghiém vai cac cudc tAn cong thuc su khac; Xt 1y cac thong tin
dugc thu thap baoi doi thtr nghiém tham nhap.

Nhu vay, viéc kiém tra an toan cua hé théng thong tin chinh 1a hoat dong tim kiém
cac 16 hong bao mat sau d6 khic phuc cac diém yéu d6. Thong thuong, nhiéu
phuong phép kiém tra s& dugc két hop cung lac dé danh gia mot cach toan dién vé
tinh trang bao dam an toan cua mang. Vi du, dé kiém tra su tham nhap mang thi
két hop viéc quét ‘mang va quét 16 hong dé xac dinh cac may tinh dé bi tAn cong va
cac dich vu c6 thé 1a muyc tiéu cua sy tan cong sau ndy. Mot sd phuong phap quét
16 hong bao mat lai can di kém voi phuong phép pha mat khau va khong mot
phuong phap nao ¢ thé cung cip mot birc tranh toan dién vé mang va tinh trang
bao mat ctia chung.
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Bai 2: Nhirng diém yéu va phwong phap tan cong vao hé théng
Ma bai: MD22-2

Gidi thiéu: Bai 2 trinh bay nhiing diém yéu va phuong phap tan cong vao hé thong
Muc tiéu:

— Trinh bay cac kiéu tin cong vao hé théng thuong gap;
— Trinh bay cac loai ma doc hai tic dong dén hé thng;
— Kiém tra truy cap vao hé thong;

— Nghiém tuc, khoa hoc, chinh xac, can than.

N1 dung chinh:

1. Cac kiéu tan cong ]
1.1. DOS/DDOS - twr choi dich vu

Mot cude tin cong tir chdi dich vu (tn cong DoS - viét tit cua Denial of
Service) hay tin cong tir chdi dich vu phan tin (tan cong DDoS - viét tat
cua Distributed Denial of Service) la mét no lyc lam cho nhitng nguoi dung
khong thé sir dung tai nguyen cua mot may tinh. Mac du phuong tién dé tién hanh,
dong co, muc tiéu cua tan cong tur chéi dich vu c6 thé khac nhau, nhung noi chung
nd gom co sy ph01 hop, su ¢b ging 4c ¥ ciia mot ngudi hay nhiu ngudi dé mot
trang, hay h¢ thong mang khong thé sir dung, lam gidn doan, hoac lam cho h¢
théng d6 cham di mot cach dang ké véi nguoi dung binh thuong, bang cach lam
qua tai tai nguyén cua hé thong. Thu pham tan cong tir ch01 dich vu thudng nham
vao cac trang mang hay server tiéu biéu nhu ngan hang, cong thanh toan thé tin
dung va tham chi DNS root servers.

Mot phuong thire tan cong pho bién kéo theo su bao hoa may muc tiéu véi cac yéu
cau lién lac bén ngoai, dén murc né khong thé dap mg giao thong hop phap, hodc
dap tng qua cham. Trong diéu kién chung, cic cudc tan cong DoS duoc bd sung
b1 ¢ép may muc ti€u khot dong lai hoac ti€u thy hét tai nguyén cua no dén murc nod
khéng cung cdp dich vu, hoic lam tic nghén lién lac gitta nguoi str dung va nan
nhan.

Tan cong tu chdi dich wvu 1a su vi pham chinh sach st
dung internet cia IAB (Internet Architecture Board) va nhiing ngudi tan cong hién
nhién vi pham luat dan su.
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1.2. Back Door — cira sau

Sau day la 12 backdoor dwgc danh gia la “xiao quyet” nhét trong lich sir may
tinh. Nhirng loai ma dgc “cira hau nay khién nhiéu chuyén gia giéi nhit ciing
kho biét dwgc chiing lam gi trén may tinh ciia nan nhan va ai la ké diéu Kkhién.

Trudc hét, ban can biét backdoor 1a gi? Pay 1a khai ni¢m dé chi mét loai Trojan,
sau khi duoc cai dat vao may nan nhan s€ ty m¢ ra mot cong dich vu cho phép ké
tan cong (hacker) c6 thé két ndi tir xa té1 may nan nhan, tir d6 no6 s€ nhan va thuc
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hién 1énh ma ké tin céng dua ra.

Thong thuong, viéc xac dinh nhimg phan mém dang str dung c6 dugc an toan hay
khong von rét kho khin, thi dé tim va phat hién ra cac Trojan “ctra hau” lai 1a vén
dé nan giai gip bdi. Vi€c phat hién ra nhiing backdoor vira nguy hlem Vo1 phu’orng
thirc hoat dong rat tinh té nhu céc loai sau day cling khong phai 1a van dé don gian.

12. Back Orifice

Pugc xem 14 loai backdoor dau tién trong lich str, Back Orifice da khién cho thé
gi4i phai c6 mot cai nhin méi, rong 16n hon vé nhitng mbi nguy hiém cua
backdoor. Puoc tao ra vao nam 1998 boi mot nhom cé tén Cult of the Dead Cow
(Tin d6 ctua BO chét) gdm nhimng hacker khét tiéng. Back Orifice gitip nhitng tin
tic ndy co thé kiém soat va diéu khién tir xa qua mang vdi céng xam nhap 1a
31337, hoat dong trén Microsoft BackOffice Server — tién than cia Windows
Small Business Server.

Back Orifice sau d6 duoc dua ra dé ching minh cho nhiing lo ngai vé van dé bao
mat trén Windows 98. H¢ di€u hanh nay bi cic hacker khai thac nhi€u trong tinh
nang an nguoi dung dé phat tdn ma doc.

Cung tu khi backdoor Back Orifice ra doi, khai ni¢ém Trojan dugc ra doi dé chi
nhitng chuong trinh may tinh hoat dong bi mat nhdm pha hoai, gy ton hai may
tinh.

11.DSLBackdoor

Cubi nam 2013, mot s6 bd dinh tuyén st dung phén cung cua Sercomm nhu
Linksys, Netgear, Cisco va Diamond bi phat hién ra ¢c6 mot backdoor bi mat cua
nha san xuit dang gia ting tai cong 32764. Backdoor nay cho phép ké tan cong giri
céc 1énh dén nhitng by dinh tuyén theo céng TCP 32764 tir mdt dong 1€nh shell ma
khong can bat cir su xac thyc ndo cia quan tri mang. Eloi Vanderbeken, mot
Reverse-Engneer (ngudi chuyén dich ngugc phian mém) ngudi Phap da phat hién
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ra backdoor ndy va nhéan thay rang mic du 16 hong nay da duoc vé trong phién ban
Firmware mdi nhat, tuy nhién Sercomm da cai thém mdgt backdoor tuong tu bang
mot cach khac.

Mot ban vé sau do dugc tung ra vao thang 4/2014 dé khic phuc van dé nay. Tuy
vay, day ciing chi 1a mét thao tac nham an truy cép vao cong 32764 va phai doi co
mot goi cap nhat dic biét méi tim ra cach tri duoc backdoor TCP 32764. Hién van
chua c6 mot ban va chinh thirc hoan chinh nao cho backdoor méi dugc phat hién
nay.

10.Backdoor ma hoa toan b 6 dia dir liéu

bay la mdt dai dién cho mot loai “khong phai backdoor, nhung 1a mot tinh nang”
(not a backdoor, but a feature). PGP Whole Disk Encryption nay hién di thudc vé
hang bao mat Symantec. Cong cu ndy giup tao ra mot mat khau vao cac tién trinh
lac khoi dong cho 6 dia duoc ma hoa. Mic dinh mat khau s& khong con hiéu luc
ngay trong lan dau sir dung. Lan dau tién vé loai backdoor nay duoc tim thay vao
nam 2007, khi 6 nhitng san phim ma hoa toan 6 dia luu trit ciia PGP ciing c6
chtrc nang tuong tu. Tuy vy, khong co bat ctr tai liéu nao dugc cong bd 1a tién ich
nay c6 mot “tinh nang” dang so nhu vay.
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9. Backdoor an trong céc plug-in 1du ciia WordPress

WordPress hién & mot trong nhiing blog noi tiéng voi nhimg chire nang va hé
théng quan tri n61 dung manh mé&. Nhing trong ho so vé bao mat cia blog nay thi
c6 nhiéu su ¢6 ngoai mong doi cta nguoi st dung. Trong d6 déng so nhat 1a
hacker da 1gi dung nhiing so hé trong viéc quan 1y cac tién ich cai thém cho blog
dé thém backdoor vao trang WordPress. Tuy nhién, hanh vi nay khong phai ai
cling phat hién ra, ké ca nhimg chuyén gia vé WordPress.

WORDPRESS

8. Backdoor trong cac plug-in cia Joomla ’ ,
Khong chi c6 WordPress chiu anh hudng cua cach thirc tan cong qua hé thong

quan tri ni dung (CMS — Content Management System) ma ca Joomla — mdt ti¢n
ich CMS ma nguén mé ciing 1a nan nhan. H¢ thong quan tri ndi dung Joomla duoc
viét bang ngon ngtt PHP va két ndi téi co sé dit liéu MySQL dugc tin tac loi dung

nhing so hé trong cach quan 1y va cai dat cac tién ich dé tan cong (nhat 14 cac
plug-in mién phi).
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Joomlal

Cac cugc tan cong nhd backdoor mé duong nay thuong 1a bude dém dé toi pham
mang tin cong vao trang web va danh sap no. Viéc nay khién cho ca nhimg nguoi
lam web “tay mo” 1an cac 1ap trinh vién chuyén nghiép lam viéc v6i ma nguon
Joomla phai dan do va can than hon nhiéu trudc khi cai thém mot plug-in cho trang
web ctia minh.

7. Backdoor ProFTPD

ProFTPD, m6t chuan FTP Server mé dugc st dung rong rai da ting 1a muc tiéu
clia cac cudc tan cong véi backdoor. Quay tro lai nam 2010, nhiing ké tan cong da
truy cap vao bo mi nguodn cua may chu hosting (khong gian trén may chu co cai
dich vu Internet nhu ftp, www... dé chtra ndi dung trang web hay dir liéu). Sau do,
chung thém nhitng doan mi dé gitp cho ké tin cong truy cip vao tan goc cua may
chi FTP bang cach giri 1énh HELP ACIDBITCHEZ. Muc tiéu cudi cung la tin tac
s& str dung phuong thirc khai thac zero-day trong ProFTPD ctia minh dé dot nhap
vao cac trang web va phat tan nhiéu loai ma doc hai.

A
Croftpd

6. “Cira hau” Borland Interbase

Tt ndm 1994 dén 2001, phién ban Borland (sau nay 1 Inprise) Interbase phién ban
tir phién ban 4.0 dén 6.0 chira mot ma “ctra hau” cuc doc hai (hard-coded
backdoor). Diéu dang noi 1a md nay dugc thém vao boi cac k¥ su ctia Borland.
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Backdoor nay c6 thé truy cap qua két ndi mang vé6i cong 3050, mot khi ngudi ding
dang nhap véi cong cu nay thi hacker co thé toan quyén truy cap céc co so dit liéu
cua Interbase.

C6 mot chi tiét thu vi 1 thong tin dang nhap dé mé cira cho backdoor rat doc déo
v6i username 13 politically (chinh tri) va mat khau 13 correct (chinh x4c).

InterBase

Cross-platform embedded database

5. Backdoor ¢6 trén ca Linux

Vao nam 2003, mot ké nac danh da co géng chén mdt backdoor rit xao quy¢t vao
mi ngudn ctia nhan Linux. M3 ndy duoc viét ra véi vé ngoai khong c6 bat ctr dau
hiéu nao ctia mot backdoor, tir d6 ké dot nhdp vao may chu co thé thém vao ma
ngudn nhan cua hé diéu hanh.

Freedom, Chouces Beautlful

Hai dong ma thyc té da bi thay d6i, néu ludt qua thi khong dé gi phat hién ra. Vély
thuyét, su thay d6i nay co thé giup ké tAn cong c6 duoc quyén quan tri trén may.
May mén 1a backdoor nay da kip thoi bi phat hién boi mot tién ich kiém soat ma
doc.

4. Ma cira sau tcpdump

MGt nam trudce khi ké nac danh ¢6 gang dua backdoor vao nhan Linux thi cling c6
mot tin tdc khac tim cach dua backdoor vao ti¢n ich tcpdump trén Linux (va ca
Unix).

44



13:08:05.737768 pppld > slipl39-92-26-177 .ist. tr. ibe.ret 1001 > del-usw-cust
Sroptinestamp 1247771 1148494870 (DF)

13:08:07 467571 pped < dsl-usw—cust-110.inetarens . com wew > slipl39-92-26-1
{mop.roptinestasp 114849637 1247771 (DF )

13:08:07 ., 707634 ppeld < dsl-usw—cust-110, inetarena con e > slipl3%-92-26-1
rop.rop.tinestanp 11484937 1247771 (DF )

13:08:07 707922 pped > slipl3®-92-26-177 .ist.tr.ibe.pet 1221 > dsl-usw—cust
-rop . timestanp 12479628 1148496357 (DF)

13:08:08,057841 pped * slipl3®-92-26~177 .ist . tr.ibe,net 1045 > ne,de,ibe, e
13:08:08.747598 ppeld < del-usw-cust=110,inetarens . com.wwe > slipl39=92-26~1
nop.rop.timestasp 114849813 1247968 (IF )

1320808, 847870 pped ¢ del-usw-cust=110,inetarena com e > slipl39-92-26~1
e . rop . LiRestanp 114-9:'19313 1247268 (IF

13:08:08 848063 ppeld > slipld9-92-26~177.ist.tr.ibe.net 1221 > dsl-usw-cust
Jrop.tinestanp 1245082 1148498133 (DF)

13:08:08.,907566 pped < no.de.ibe.ret.domain > slipl33-92-26-177 . ist.br.ibm,
TR fimgerless or {(199)

13:08:09,151742 pped > slipl39®92-26-177 .ist.tr.ibe.pet 1221 > dsl-usw—cust
Snop.timestanp 1299112 114849813> (DF )

13:08:10, 137603 pped < dsl-usw-cust-110,inetarens.com wew > s1lipl39-92-26-1
p.nop. timestanp 114849967 1248112 (DF

13:09:01, 984210 pppd » slipl39-92-26-177.ist . tr.ibe,net 1222 » dsl-usw-cust
mss 1460 sackOk  timestamp 1253395 O.rop.wscale 00 (DF}

13:09:03.097569 pppld < del=usw=-cust=110, instarens.com e » slipl39=92=26=1
72056 win 32120 dess 1460, sackDK.timestanp 114855252 1253395,.ncp.wscale O
13:09:03, 0‘331‘3? pﬁaﬂ > :11;—139—9‘2‘—2&—1?’? Let b, ik et 1222 & del ~use-cust

Backdoor nay co6 co ché hoat dong rd rang va dé phat hién hon so v&i “ctra hau”
tan cong nhan Linux sau ndy. Ma doc ndy s& bd sung mot co ché ra Iénh va kiém
soat (command and control) dé tién ich tcpdump c6 thé hoat dong trén cong 1963.
Tuong ty nhu backdoor tdn cong Linux, &m muu ndy ciing nhanh chéng bi phat
hién va tiéu diét tan gbe ngay sau do.

3. Backdoor phén citng TAO ciia NSA

Tiét 16 gan day cho biét, nhom Tailored Access Operations (TAO — biép vu Truy
cap Hoan hao) cua NSA (Co quan An ninh Qudc gia MJ) co thé can thiép vao céac
don hang thiét bi dién tir va cai dat cac phan cting, phan mém theo ddi trude khi
cac thiét bi nay dén tay nguoi mua. Cac phan cimg duoc giao dén cac nude khac sé
bi thém cac backdoor vao firmware dé phuc vu cho viéc nghe trom. Bén canh cac
thiét bi mang, NSA ciing tao ra nhimg phin mém giam sat duoc cai trong firmware
ctia nhiéu dong may tinh, tham chi ca nhimg thiét bi ngoai vi — linh kién nhu 6
ctng luu trir. Néu nguoi dung thyc hién
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Cu thé, theo mot t& bao cta Puc, NSA c¢6 thé cai phan mém, linh kién _glan di¢p
1én du loai thiét bi tir thiét bi mang ctiia Huawei cho t&i Cisco, cac hing 6 climg tén
tudi nhu Seagate, Western Digital... Mot vai linh kién theo ddi cho phép NSA theo
ddi "vinh vién" nan nhén, boi chung duoc thiét ké dé tiép tuc hoat dong ngay ca
khi nguoi dung format & cing hodic cdp nhat firmware.

2. Windows NSAKEY backdoor

Theo phét biéu ctia NSA, vao nam 1999, cac nha nghién ctru d phat hién ra mot
bién c6 tén NSAKEY di kém v&i mot khoa cong khai (public key) 1.024-bit trong
phién ban Windows NT 4 Service Pack 5. Nhiéu nhan dinh cho rﬁng Microsoft da
bi mat ciing cip cho NSA backdoor nay dé truy cip nhiing dit liéu di dugc ma hoa
trén Windows. Tuy nhién, Microsoft d3 pht nhan cao budc nay va khang dinh
khong c6 chuyén ciu két voi NSA dé dat backdoor. Nhung van ¢6 nhiéu chuyén
gia nghi ngd ¢ diéu khong 13 rang trong chuyén nay.

1. Dual Elliptic Curve backdoor

Lai lién quan dén NSA, theo tiét 16 ctia Reuters, NSA di tra cho RSA 10 tri¢u USD
dé cong ty nay thiét ké hé thong mic dinh trong phdn mém bao mat duoc sir dung
rong rai trén Internet va trong cic chuong trinh an ninh may tinh. Hé théng nay c6
tén Dual Elliptic Curve - 12 bo tao sd ngau nhién dya trén duong cong elip nhung
n6 duoc kin ddo tao mot s6 16i hay "ctra hau" cho phép NSA giai ma.

Vé 1y thuyét, cac thong diép s& duoc ma hoa véi chuan Dual EC_DRBG (Dual
Elliptic Curve Deterministic Random Bit Generator) — mot tiéu chuan da dugc phé
chuan boi NIST. Sau khi Edward Snowden 1am ro ri ban ghi nhé ndi b NSA da
dua viéc nay ra anh sang.
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Sau khi "cua sau" cua Dual Elliptic Curve bi phat giac, RSA da nhanh chong 1én
tleng khuyén cdo khach hang ngung sur dung hé thong nay. Tuy nhién, cau chuyén
vé 10 triéu USD ma NSA hdi 16 cho RSA di gy bat ngd cho cac chuyén gia an
ninh mdy tinh trén thé gidi. Boi vi, RSA 1a cong ty bao mat lau doi cia My co
danh tiéng bao vé quyén riéng tu cho nguoi dan va timg chdng lai nd luc cia NSA
vao thap nién 90 nham thuyét phuc Chinh phii M§ cho phép st dung con chip
Clipper dé cai vao cac dién thoai va may tinh gitip cho cac co quan chinh quyén dé
giai ma tin hiéu khi dugc luat phap cho phép.

1.3. Spoofing — gia mao

Khi mot may tinh & bén ngoai hé théng mang ciia ban “gia vo” 1a mot may tinh
dang tin cay trong hé thong, hanh dong nay cua ké tan cong dugc goi 1a IP
Spoofing.

Dé truy cap vao hé thong mang ctia ban, may tinh bén ngoai phai “gianh” duoc
mot dia chi IP tin cdy trén hé thong mang. Vi vy ké tin cong phai sir dung mot dia
chi IP nam trong pham vi h¢ théng mang cua ban. Hodc cach khac 1a ké tan cong
c6 thé str dung mot dia chi IP bén ngoai nhung déng tin cdy trén hé théng mang
cua ban.

Céac dja chi IP ¢6 thé dugc hé théng tin tudng 1a boi vi cac dia chi nay co6 cac dac
quyeén ddc biét trén cac ngudn tai nguyén quan trong trén h¢ thong mang.
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Attacker
real IP: 1.1.1.1 Internet-Router

source: 3.3.3.3
destination: 2.2.2.2

IP

HHHITHIT

IP

M

source (spoofed): 3.3.3.3
destination: 2.2.2.2

source: 2.2.2.2
destination: 3.3.3.3

trusted Host Victim

IP: 3.3.3.3 IP:2.2.2.2
(might be target of DoS-attack) (possible security breach)

Mot s6 cach tan cong khac nhau cia IP Spoofing?

- Tan cong dir li¢u hodc thiét 1ap cac 1énh tdn tai trén dong dir li¢u dang duoc
chuyén doi gitra mét client va img dung Server (may chu).

- Tén cong dit liéu hodc cac 1énh trong két néi mang ngang hang (peer-to-peer).

Tuy nhién ke tan cong cting phai thay do6i _bang dinh tuyén (routing table) trén he
théng mang. Viéc thay d6i bang dinh tuyén (routing table) trén hé théng mang cho
phép ké tin cong ¢ dugce thong tin lién lac 2 chiéu . V&i muc dich nay, ké tin
cong “nham” vao tat ca bang dinh tuyén (routing table) thanh dia chi IP gia mao.

Mot khi bang dinh tuyén (routing table) da thay doi, nhing ke tan cong bat dau
nhan tat ca cac dir liéu dugc chuyén tir hé thong mang dén dia chi IP gia mao.
Tham chi nhiing ké gia mao nay c6 thé phan hoi lai cac goi dir liéu giéng nhu mot
nguoi dung tin cay.

1.4. Man in the Middle

Mot trong nhitng tin cong mang thuong thiy nhat duoc sir dung dé chdng lai
nhitng c4 nhan va cac to chire 16n chinh la cac tan cong MITM (Man in the
Middle). Cé thé hiéu ndém na vé kiéu tin cong nay thi né nhu mot ké nghe trom.
MITM hoat dong bang cach thiét lap cac két ndi dén may tinh nan nhan va relay
cac message gitra ching. Trong truong hop bi tn céng, nan nhan ct tin tudng 1a
ho dang truyén thong mot cach truc tiép v6i nan nhan kia, trong khi d6 su thyuc thi
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cac ludng truyén thong lai bi thong qua host ctia ké tan cong. Va két qua 1a cac host
nay khéng chi c6 thé thong dich dir liéu nhay cam ma nd con co thé giri xen vao
cling nhu thay d6i ludng dit liéu dé kiém soat sau hon nhitng nan nhan ctia no.
Trong loat bai nay, chung t6i s& giai thich mot s6 hinh thirc tin cong MITM hay
dugc str dung nhét, chang han nhu tin céng gia mao ARP Cache, DNS Spoofing,
chiém quyén diéu khién (hijacking) HTTP session,.. Nhu nhimng gi ban thay trong
thé gidi thuc, hau hét cac may tinh nan nhan déu 1a cac may tinh Windows. Vi ly
do do, loat bai nay chung t6i s€ tap trung toan by vao nhiing khai thac MITM trén
cac may tinh dang chay hé diéu hanh Windows. C6 thé tin cong s& dugc thuc hién
tir cac may tinh Windows. Tuy nhién trong mét sé trudng hop, khi khong c6 cong
cu nao cho céac tn cong hién dién, ching t61 sé str dung Backtrack Linux 4, co thé
download dudi dang mot live-CD hodc mot may 4o tai day.

1.5. Replay

1.6. TCP/IP Hijacking

DNS Hijacking 12 mot loai tin cong doc hai ma n6 x6a bo céc thiét lap TCP/IP cua
may tinh toi diém ma ndé & mot may chu DNS gia mao, do d6 1am mét hiéu luc cua
cac thiét 1ap DNS mac dinh. Khi ké tin cong chiém quyén kiém soat ctia mot may
tinh dé thay doi cac thiét 1ap DNS, dan t6i chiéc may tinh nay s& duoc dit toi diém
cia mot DNS server gia mao, qua trinh nay dugc goi 1a DNS hijacking.

Nhu chung ta di biét, DNS c6 nhiém vy dich mot tén mién ma ban c6 thé d& nhé
hon so véi viéc phai nhd mot dia chi IP, vi du google.com sé c6 dia chi IP tuong
ung 1a 74.125.235.46.

1.7. Social Engineering ,

Social engineering la phuong phap phi ky thuat @6t nhap vao hé thong hoac mang
cong ty. P6 1a qua trinh danh lira nguoi dung cua hé thong, hoac thuyét phuc ho
cung cap théng tin co thé gitp chiing ta danh bai bo phan an ninh.

1.8. Password Guessing — Poan mat khau ,
K§ thuat tan cong va phong thu trén khong gian mang - Ky thuat tan cong - System
Hacking

K§ thuat bé khoa mat khau dugc sir dung dé khoi phuc/xac dinh mat khau caa mot
hé théng may tinh Ké tan cong st dung k¥ thuat b& khoa mat khau dé danh quyén
truy cip trai phép vao hé thdng nguy co vé bao mat Phan 16n cac truong hop bé
khoa mat khau thanh céng 1a do cac mat khau dé doan va mat khau yéu

2. Malicious Code — Cac ma dgc hai
2.1. Viruses

Trong khoa hoc may tinh, virus may tinh (thuong dugc nguoi str dung goi tat la
virus hay vi-rat) 13 nhimg doan ma chuong trinh duoc thiét ké dé thuc hién tdi
thiéu 13 hai viéc:
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— Tu xen vao hoat dong hién hanh ciia may tinh mét cach hop 1é, dé thuc hién
tu nhan ban va nhitng cong viéc theo chu y ctia ngudi 1ap trinh. Sau khi két
thuc thuc thi ma virus thi diéu khién duogc tra cho trinh dang thuc thi ma
may khong bi "treo", trir trudng hop virus ¢ y treo may.

— Tu sao chép chinh no, tic ty nhan ban, mot cach hop I& lay nhiém vao
nhing tép tin (file) hay cac ving xac dinh (boot, FAT sector) ¢ cac thiét bi
lwu trir nhu dia ctng, dia mém, thiét bi nhé flash (phé bién 1a USB),... tham
chi cda EPROM chinh ctia may.

Trudc day, virus thuong duoc viét boi mot s6 ngudi am hiéu vé lap trinh mudn
ching t6 kha nang cia minh nén thuong virus c6 cac hanh dong nhu: cho mot
chuong trinh khong hoat dong dung, xdéa dir li€u, lam héng b cung,... hodc giy ra
nhiing tro dua kho chiu.

Nhitng virus méi duoc viét trong thoi gian gan day khong con thuc hién céc tro
dua hay su pha hoai d01 may tinh ctia nan nhan bj 1y nhiém nira, ma da phan
huéng dén viéc lay cip cac thong tin ca nhan nhay cam (cac ma s6 thé tin dung)
mo ctra sau cho tin tic dot nhap chiém quyén diéu khién hodc cac hanh dong khac
nham c6 loi cho nguoi phat tan virus.

Chiém trén 90% s virus da dugc phat hién 1a nham vao hé thdng st dung hé diéu
hanh ho Windows chi don gian boi hé diéu hanh nay duoc st dung nhiéu nhat trén
thé giéi. Do tinh thong dung cia Windows nén céc tin tic thuong tap trung hudng
vao chung nhiéu hon 13 ciac hé dleu hanh khac. Cung c¢6 quan diém cho rang
Windows c6 tinh bao mat khong tt bang cac hé diéu hanh khac (nhu Linux) nén
c¢6 nhiéu virus hon, tuy nhién néu cic hé diéu hanh khac ciing théng dung nhu
Windows hodc thi phan cac hé diéu hanh ngang bang nhau thi cling lugng virus
xuat hién c6 18 ciing trong duwong nhau.
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2.2. Trojan Horses
Trojan Horses 1a nhitng chuong trinh cai trang ban than minh nhu cac chuong

trinh vo hai va c6 191 nhung thay vao dé sé c6 mdt muc dich an ma ban khong
thé biét duoc vi du cac kiéu Trojan co thé thuc hién 1a :

— Xba tap tin va dir liéu ctia ban mot cach ban khong hay biét
— Khoa may tinh cta ban
— Cai dat backdoor dé truy cap may tinh cua ban tir xa
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— Thuc hién céc 1€nh trén may tinh cta ban
— M4 hoéa dir liéu ctia ban va viét 1 thong diép tong tién ban dé nhan duoc
chuong trinh giai ma dir liéu trén

— Ty dong tai va cai dat phan mém doc hai vao may tinh ban

— Ping nhap t6 hop phim va thuc hién trén may tinh ban

— An cap mat khau ma ban nhép vao trang web nhat dinh

— Tu khoi dong may tinh cia ban

— Tat chuong trinh bao vé may tinh ciia ban ( firewall,antivirus)

— Chuyp anh man hinh theo doi nhitng gi dang hoat dong trén may tinh cta ban

— Tu dong diéu khién webcam trén mdy tinh ban dé chup hinh ban

— Tao ra vai am thanh kho chiu trén may tinh ban

— Hién thi vai hinh anh khong dep trén may tinh ban

— In tai liéu trén may in cua ban
2.3. Logic Bombs
Phan mém doc hai giau minh - Bom 16 gic Bom 16gic (logic bom) Ma may tinh &
trang thai “ngt dong” Puoc kich hoat bdi mot su Kién 16gic xac dinh Sau d6 thuc
hién cac hanh vi pha hoai Rat kho phét hién cho t6i khi duoc kich hoat D6i khi,
bom 16gic duoc cac hang phan mém hop phap st dung dé dam bao viéc chi tra cho
phan mém cua ho. Néu viéc chi tra khong duoc thuc hién dang han, bom 16gic s&
duogc kich hoat va ngin chin khong cho dung phan mém nixa.

Trong mét sé trudng hop, bom 16gic tham chi con x6a bé phan mém, cac file vé
khach hang, cung bang chi tra kém theo. Bom 16gic (logic bom) Ma may tinh &
trang thai “ngu dong” Puoc kich hoat bdi mot su Kién 16gic xac dinh Sau d6 thuc
hién cac hanh vi pha hoai Rat khé phat hién cho t6i khi dugc kich hoat Péi khi,
bom 16gic duoc cac hang phan mém hop phap st dung dé dam bao viéc chi tra cho
phan mém cua ho.

Néu viéc chi tra khong duoc thuc hién dang han, bom 16gic s& dugc kich hoat va
ngin chin khong cho ding phan mém nita. Trong mot s6 trudng hop, bom 16gic
tham chi con x6a bé phan mém, cac file vé khach hang, cing bang chi tra kém theo

2.4. Auditing — Logging, system scanning
Scanning 1a mot budc tiép theo trong tién trinh tan cong hé théng. Giai doan nay

gitip ta xac dinh duoc nhiéu thong tin ctia hé théng can tan cong.
Céc loai scanning gom: Port Scanning, Network Scanning, Vulnerability scanning

3. Social Engineering

Social engineering la phuong phép phi k§ thuat dot nhép vao hé thong hodc mang
cong ty. Do la qua trinh danh ltra nguoi dung cua hé thdng, hodc thuyét phuc ho
cung cap thong tin co thé giiip chung ta danh bai by phén an ninh. Social
engineering 13 rat quan trong dé tim hiéu, boi vi hacker ¢ thé loi dung tdn cong
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vao yéu to con ngudi va pha vd hé thdng k¥ thuat an ninh hién tai. Phuong phép
nay co thé sir dung dé thu thap thong tin trude hodc trong cude tan cong.

Social englneermg su dung sy anh hwong va sy thuyet phuc @& danh lira ngudi
dung nham khai thac cac thong tin c6 loi cho cudc tin cong hodc thuyét phuc nan
nhan thye hién mét hanh dong nao do. Social engineer (nguoi thue hién cong viée
tan cong bang phuong phap social engineering) thuong sir dung dién thoai hoac
internet dé du db nguoi dung tiét 16 thong tin nhay cam hodc dé c6 duoc ho co thé
lam mot chuyén gi d6 dé chéng lai cic chinh sach an ninh cia to chic. Bang
phuong phap nay, Social engineer tién hanh khai thac cac théi quen ty nhién cua
ngudi ding, hon 13 tim cac 16 hong bao mat cia hé théng. Piéu nay c6 nghia la
ngudi dung véi kién thirc bao mat kém cdi s& 1a co hoi cho ki thuat tan cong nay
hanh dong.

Cdc cong ty voi cac phwong phdp xdc thiee, cdc firewalls, cac mang riéng ao VPN,
cdc phan mém gidm sdt mang van cé rat nhiéu kha nang bi tan céng. Mot nhan
vién cé thé vé tinh dé 16 thong tin key trong email hoac tra loi dién thoai cua mot
ngueoi ma ho khéng quen biét hodc thdm chi néi vé dé dn cia ho véi dong nghiép
hang gio lién & qudn ruwou.

Thong thudng, moi ngudi khong nhan thay sai sot ciia ho trong viéc bao mat, mic
du ho khong ¢ y. Nhitng ké tan cong dic biét rat thich phat trién ki nang vé Social
Engineering va co thé thanh thao dén mic nhiing nan nhan cta khong hé biét rang
ho dang bi lra. Mic du ¢6 nhiéu chinh sach bao mat trong cong ty, nhung ho van
c6 thé bi hai do tin tic loi dung long tdt va su gitip d& cia mo1 nguoi.

Nhitng ké tin cong luén tim nhimg cach méi dé lay duoc thong tin. Ho chéac chin
12 ho ndm rd vanh dai bao vé va nhirng nguoi truc thudc — nhan vién bao vé, nhan
vién tiép tdn va nhitng nhan vién & bd phéan hd tro — dé loi dung so hd cua ho.
Thudng thi moi nguoi dua vao vé bé ngoai dé phan doan. Vi du, khi nhin thdy mot
nguoi mic dong phuc mau niu va mang theo nhiéu hop com, moi nguoi s€ mo cua
vi ho nghi déy 1a nguoi giao hang. Hay khi ban nhat dugc mot chiéc USB ban c¢6
thé rat vo tu cam nd ngay vao may tinh dé xem no 1a cia ai va chira thong tin gi.
Nhung d6 c6 thé chinh 1a ngudn phat tan virus va ma doc dén ban, to chirc va
nguoi than cua ban.

Mot sd cong ty liét ké danh sach nhan vién trong cong ty kém theo sd dién thoai,
email trén Website cia cong ty. Ngoai ra, cac cong ty con thém danh sach cac nhan
vién chuyén nghiép da dugc dao tao trong co s¢ dir li¢u Oracle hay UNIX servers.
Pay 1a mot sd it thong tin gitip cho attacker biét dugc loai hé théng ma ho dang
dinh xam nhap.

4. Auditing — Logging, system scanning

Audit account logon event: ghi nhan cac su kién lién quan dén qué trinh chung
thuc. Trén domain: account logon events dugc tao ra khi user duogc chirng thuc trén
AD. Trén local: account logon events duoC tao ra khi user dugc ching thuc trén
may cuc bo. 2 trang thai: Successes hoac Failures.Audit account management: ghi
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nhan su thay doi thong tin(Tao/x6a/modify/password/...) ctia user/group. Audit
Directory service Access: ghi nhan nguoi dung truy cap vao objects. Audit logon
event: ghi nhan két qua qua trinh logon hay logoff ctia user.

Bai 3: Ha ting co sé an toan thong tin
_ Ma bai: MD22-3
Gidi thiéu: Bai 3 trinh bay vé ha tang co so an toan thong tin

Muc tiéu:

— Trinh bay vé ha tang co so trong hé théng;

— Trinh bay céc thiét bi, phuong tién duoc sir dung trong hé théng va cac phuong
thie dé truy cap dén hé théng;

— Phan biét va st dung duoc cac phuong tién, cong cu dung trong hé théng;

— CAu hinh dugc cac phuong thirc dé truy cap vao hé thng;

— Can than, chinh xac, khoa hoc.

N1 dung chinh:

1. Truy cap tir xa

1.1. 802.1x

1.2. VPN

VPN Ia mang riéng 4o, Virtual Private Network, 1a mot cong nghé mang gitp tao
két n6i mang an toan khi tham gia vao mang cong cong nhu Internet hodc mang
riéng do mot nha cung cap dich vu sé hiru. Cac tip doan 16n, cac co so gido duc va
co quan chinh phu sir dung cong nghé VPN dé cho phép nguoi dung tir xa két ndi
an toan dén mang riéng clia co quan minh

the

Internets

your ISP

your

computer webserver

Secure Proxy or
Personal VPN
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1 hé thdng VPN c6 thé két ndi dugc nhiéu site khac nhau, dya trén khu vuc, dién
tich dia 1y... twong tu nhu chuan Wide Area Network (WAN). Bén canh d6, VPN
con dugc dung dé "khuéch tan", mé rong cac mo hinh Intranet nhim truyén tai
thong tin, dir liéu tot hon. Vi du, cac trudng hoc van phai dung VPN dé ndi gitra
cac khuon vién cua truong (hoac gitta cac chi nhanh véi tru s¢ chinh) lai vo1 nhau.
Néu mudn két ndi vao hé théng VPN, thi mdi 1 tai khoan déu phai dugc xac thuc
(phai c6 Username va Password). Nhirng thong tin xac thuc tai khoan nay duoc
ding dé cip quyén truy cdp thong qua 1 dir liéu - Personal ldentification
Number (PIN), cic ma PIN nay thuong chi c6 tac dung trong 1 khoang thoi gian
nhat dinh (30s hodc 1 phut).

Khi két ndi may tinh hodc mot thiét bi khac chang han nhu dién thoai, may tinh
bang voi mot VPN, may tinh hoat dong gidng nhu né nam trén cing mang ndi bd
v6i VPN. Tat ca traffic trén mang dugc gui qua két ndi an toan dén VPN. Nho do,
ban ¢6 thé truy cap an toan dén cac tai nguyén mang ndi bd ngay ca khi dang & rat
Xa.

Ban ciling co thé str dung Internet gidng nhu dang & vi tri cua ctia VPN, diéu nay
mang lai mot so o1 ich khi st dung WiFi public hodc truy cap trang web bi chan,
gi61 han dia ly.

Khi duyét web voi VPN, may tinh s€ lién h¢ voi trang web thong qua két ndi VPN
dugc ma hoa. Moi yéu cau thong tin, dit liéu trao ddi gitta ban va website s& duogc

truyén di trong mot két ndi an toan. Néu sir dung VPN tai Hoa Ky dé truy cép vao
Netflix, Netflix s€ thay két ndi cua ban dén tir Hoa Ky.

Du pghe co veé kha don gian, nhung trén thuc t& VPN lai duoc ung dung dé lam rét
nhiéu thu:

« Truy cap vao mang doanh nghi€p khi ¢ xa: VPN thuong dugc st dung boi
nhimg nguoi kinh doanh dé truy cap vao mang ludi kinh doanh ctia ho, bao gdm
tat ca tai nguyén trén mang cuc b, trong khi dang di trén duong, di du lich,..
Cac nguodn luc trong mang ndi bd khong can phai tiép xuc truc tiép voi Internet
nho d6 lam tang tinh bao mat.

« Truy cip mang gia dinh, dit khéng ¢ nha: Ban c6 thé thiét 1ap VPN riéng dé
truy cap khi khong & nha. Thao tac nay sé cho phép truy cdp Windows tur xa
thong qua Internet, sir dung tap tin dugc chia sé trong mang ndi bo, choi game
trén may tinh qua Internet giéng nhu dang ¢ trong cting mang LAN.

« Duyét web 4n danh: Néu dang str dung WiFi cong cong, duy€t web trén nhimg
trang web khong phai https, thi tinh an toan cua dir li¢u trao d6i trong mang s&
dé bi 16. Néu mudn an hoat dong duyét web cua minh dé dir liéu duoc bao mat
hon thi ban nén két néi VPN. Moi thong tin truyén qua mang lic ndy s& duoc
ma hoa.

« Truy cap dén nhirng website bi chin giéi han dia 1y, b6 qua kiém duyét
Internet, vuot tuong lira,...

« Tai tap tin: Tai BitTorrent trén VPN sé& gitip tang toc do tai file. Pidu nay ciing
c6 ich véi cac traffic ma ISP ciia ban c6 thé gay tro ngai.
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Cac giao thirc thwong dung trong VPN:

Dé bao méat cac dix lidu trong hé théng VPN, c6 1 vai giao thure - Protocol phé bién
dugc ap dung trong mo hinh nay. Bao gom:

IP security (IPSec):

Puoc dung dé bao mat cac giao tiép, cac ludng dit liéu trong moi

truong Internet (moi trudng bén ngoai VPN). Pay 1a diém mau chét, luong traffic
qua IPSec duoc ding chu yéu bdi cac Transport mode, hodc cac tunnel (hay goi
12 ham - khai niém nay hay dung trong Proxy, SOCKS) dé MA HOA dit liéu trong
VPN.

o Proxy la gi?
« SOCKS la gi?

Su khéc biét gitta cac mode nay la:

« Transport mode chi c6 nhiém vu ma hoa dir liéu bén trong cac goi (data
package - hoac con biét dudi tir payload). Trong khi cac Tunnel ma hoa toan bd
cac data package do.

Central site

Site to ste VPN

_ ) : 5 |
w large/medium/small branch i ider/sp yp—
‘ ‘1 ________________________________________ -~--internet”>-",¢ ! @
' 3 s [ H
RS : SO s
-//M / | WAN p—

5099’6'93“0" ml’i'ind EF_E'

...........................................

SOHO VPN

(small office’home office) ‘w _________________ T
& :

) & x—

' —_— :

- Spftphong_ ’ -

-
s

2100

Remote access (SW client)

Do vay, IPSec thuong dugc coi 1a Security Overlay, béi vi [IPSec dung cac 16p
bao mat so vdi cac Protocol khac.

Secure Sockets Layer (SSL) va Transport Layer Security (TLS):

C6 1 phan tuong ty nhu IPSec, 2 giao thuc trén cling ding mat khau dé ¢am bao an
toan gitra cac két noi trong moi truong Internet.
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http://quantrimang.com/ly-thuyet-proxy-la-gi-117220
http://quantrimang.com/ly-thuyet-socks-la-gi-117225

Corporate network
192.168.208.0/24

VPNIIP: 192.168.209.100

VPN GW:192.168.209.1 ~. Authentication Server

192.168.208.60

VPN IP: 192.168.209.101
VPN GW: 192.168.209.1

VPN IP: 192.168.209.102
VPN GW: 192.168.209.1

Internal IP: 192.168.208.1
External IP;10.1.1.2
VPN IP: 192,168.209.1

Mo hinh SSL VPN

Bén canh d6, 2 giao thirc trén con sir dung ché d6 Handshake - ¢6 lién quan dén
qué trinh x4c thyc tai khoan gitra client va server. Dé 1 két nbi dugc coi 1a thanh
cong, qua trinh xac thuc nay s& dung dén cac Certificate - chinh 1a cac khoa xac
thuc tai khoan duoc luu trir trén ca server va client.

Point-To-Point Tunneling Protocol (PPTP):

La giao thirc dugc dung dé truyén dit lidu qua cac ham - Tunnel giita 2 ting traffic
trong Internet. L2TP cling thuong dugc dung song song véi IPSec (dong vai tro

1a Security Layer - da dé cap dén ¢ phia trén) dé dam bao qua trinh truyén dir liéu
ctia L2TP qua méi trudng Internet duge thong sudt. Khong gidng nhu PPTP, VPN
s& "ké thira" toan bo 16p L2TP/IPSec c6 céc key xac thuc tai khoan dugce chia sé
hodc la cac Certificate.
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Internet

aSERyy
o2 PPTP Tunnd ey

Office

Public:192.168.80.124
ocal: 10.1.101.1724

Home

Public: 192.168.90.1/24
Local: 10.1.202.124

172.16.1.132

3

*472.16.1.2132

-~ : AA——=a Workstation 3
aptop 10.1.101.4°24
10.1.202.2124 10.1.101.2123 ——

10.1.101.324

Uu diém, nhwoe diém ciaa VPN:

Ly thuyét 1a nhu vay, con khi a4p dung véo thyc té thi VPN s& c¢6 nhiing uu, nhuoc
diém nhu thé nao. Mo1 céc ban ti€ép tuc thdo ludn véi Quan Tri Mang.

Pé xay dung 1 h¢ thong mang riéng, mang ca nhan ao thi dung VPN la 1 giai phap
khong hé ton kem. Chung ta co thé tuong tuong thé nay, moi truong Internet 13 cau
nbi, giao tiép chinh dé truyen tai dir liéu, xet vé mat chi phi thi né hoan toan hop ly
so véi viéc tra tién dé thiét lap 1 duong két n6i riéng voi gia thanh cao. Bén canh
d6, viéc phai st dung hé thong phdn mém va phan cing nham hd trg cho qué trinh
xac thyc tai khoan cling khong phai 1a ré. Viéc so sanh sy tién 191 ma VPN mang
lai ciing v&i chi phi bo ra dé ban ty thiét 1ap 1 hé théng nhu y mudn, 16 rang VPN
chiém vu thé hon han.

Nhung bén canh d6, c6 nhugc diém rat dé nhan thay nhu:

VPN khong c6 kha nang quan 1y Quality of Service (Qo0S) qua moi truong
Internet, do vay cac goi dir liéu - Data package van co nguy co bi that lac, rui ro.
Kha ning quan 1y cua cac don vi cung cap VPN 1a c6 han, khong ai co thé ngd

trude duge nhitng gi c¢6 thé xay ra véi khach hang cia ho, hay néi ngan gon 1a bi
hack do.

1.3. RADIUS 9
RADIUS l1a mét giao thirc dung dé chirng thuc nguoi dung tir Xa (remote access).
Thong tin ding dé ching thuce duoc luu tap trung & RADIUS server.

1.4. TACACS / + o 7 ,
TACACS + la giao thirc cung cap diéu khién truy cap cho cac b dinh tuyén,mang
truy cap vao may chu va cac thiét bi may tinh khac ndi mang thong qua mothoac
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tap trung nhiéu may chi. TACACS + cung cép riéng biét chung thuc, uyquyén va
cac dich vu ké toan. TACACS cho phép mot khach hang chap nhan mot tén ngudi
dung va mat khauva giri mot truy van dén mot may chi xac thuc TACACS, dbi khi
duoc goi 1a motTACACS daemon hoac don gian chi TACACSD.

May chii d6,duoc ding dé chaychwong trinh trén host. Cac may chii s& xac dinh
xem liéu chap nhan hoac tir chbiyéu cau va giri mot phan ¢ng tro lai. Cac TIP sau
dé s€ cho phép truy cap haykhong, dua trén phan ung d6 . Trong nay céach, qua
trinh ra quyét dinh 13 "mo cira"va cac thuat toan va dir liéu s dung dé dua ra quyét
dinh 13 dudi su kiém soat hoantoan ctia bat cir ai chay TACACS daemon.

Céac phan ma rong cho giao thac cungeap cho nhiéu loai yéu cau chang thuc va
cac loai ma nhiéu phan ung hon 1 trong ban gbc dic diém ki thuat.Co ba phién
ban cua TACACS va phién ban th ba duoc goi 1a TACACS +, makhong tuong
thich voi cac phién ban truéc. TACACS + 1a mdt phuong phap trao d6i thong tin
gitta mot thiét bi cung cap truycap mang nguoi sir dung (cac "TACACS + client")
va mot thiét bi co chira thong tinxac thuc cho nhitng nguoi ngudi st dung (cac
"TACACS + server").

TACACS +dugc dua trén md hinh AAA: xac thuc, uy quyén va ké toan.Céc
TACACS dya trén méi truong truy cap tr xa c6 ba thanh phan chinh:
ClientAccess, Network Access Server, va TACACS Server +.

Céc Client Access c6 thé 1a mot nguoi quay s6 vao mot mang ludi cung cap dich
vukét ndi Vvéi cac trang web khac nhau trén internet (traditional User role). Ngoai
ra,cac Client Access co thé 1a mot thiét bi; né co thé 1a mot bo dinh tuyén router
ISDNhoic quay sb theo yéu cau dé co thé két ndi nhiéu nguoi dung tai mot van
phongnhé / home office

1.5. L2TP/PPTP

Céc k¥ thuat ma hoa VPN duogc phat trién va chimg nhan boi National Institute of
Standards and Technology, tuy nhién v&i vu Edward Snowden tiét 16 vé cac bi
mat ma NSA dang ¢ ging b& khoa cong nghé nay 1a mot thong tin giy sc. Diéu
nay dat diu cham héi lidu “céc cong nghé VPN nay c6 thuc sy bdo mat”? Va dé
tra 16 cau hoi nay, chiing toi nhan thay day 14 thoi diém dé viét vé chu dé nay.

Chung ta s& bit dau bang cach md sé nhirng diém khac biét giita cac giao thirc
VPN protocols trudc khi di vao ndi dung chinh lién quan t61 k¥ thuat ma hoa va
phan tich viéc NSA c6 gang bé khoa cic cong nghé ma héa niy s& tac dong toi
ngudi ding nhu thé nio.
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PPTP L2TP OpenVPN SSTP IKEv2

" Fast Typically cansidered secure, Has the ability 1o bypass Has the ability to Extremely secure —

e cllent Avallable on all modern most firewalls. bypass most supports a varicty of
built-in to devices and operating Highly configurable, firewals. Ciphers such as JDES, ALS,
almost ail systoms. Since it Is open source, it The evel of security AES 256,
platorms. Easy 10 w6t up, can be easily be vetted for depends on the Comes with suppart foe

*  Emsytoset backdoors. cpher, butitis Blackberry devices.
up. Itis compatible a variety usually secure. 1t's stable, especially

. of encryption algorithes, Entirely imegrated when reconmecting after

Highly secure Into Windows lasing a connection or
' operaling system. switching networks.
Microsoft suppost. Its casy to set up, at least
Trom the wser's end,
Relatively faster than
L2TP, PPIP and SSTP.
Cons . s Can be a litthe tricky to set Sinceit's s Supported on limited
compromis Slower than OpenVPN, up. propeietary platforms.
ed by the May be compromised by It requires third-party ’:l'"d?'do;";"ed by The UDP port 500 used is
NSA. software. : e "“"_ '" easy to block as (omgared
= Not the NSA. Support for desktop is Drporatson, to 55U based solutions,
completaty v swa‘:?'m on m-ubi‘: cannot be vetted like SSTP or OpenVPN.
secure, Can be peoblematic if used devices, it needs s badcd:ou. Not an open source
i Woaks on 1 i
with restrictive firewalls. improvement. a’n‘:l iy implementation
platform AL the sarver-end,
1t's likely that the NSA has ki implementing IKEV2 is
tricky, which can cause a
deliberately weakened the few potential issues,
protocol,
.

PPTP

Duogc phat trién béi nhoém thanh vién duoc ung ho bd1 Microsoft Corporation,
Point-to-Point Tunneling (PPTP) tao hé théng riéng 4o dua trén két noi quay sb
(dial-up) con goi 1a VPN . Va ké tir khi n6 xuat hién PPTP dugc sir dung rong rai
nhu 12 mot chuan protocol VPNs . ciing 1a VPN protocol dau tié dugc hd trg boi
Windows, PPTP hoat dong dua vao cac chuan x4c thyc nhu MS CHAP v2 la
chuan pho bién nhat hién nay.

Ug diém cua PTTP 1a kha nang thiét 1ap dé dang va khong tén nhiéu tai nguyén hé
thong. Va day 1a 1y do ma nhi€u doanh nghié€p lva chon VPN nay nhu 1a giai phap.

Mic du sir dung chuan ma hoa 128-bit, nhung PPTP chi c6 vai 16 hong nho trong
d6 dang luu y 1a kha ning giai ma MS-CHAP v2 Authentication 13 15i nghiém
trong nhat. Vi vdy, PPTP c6 thé bi bé khoa trong von 2 day. Mic du 16 hong da
dugc khic phuc bdi Microsoft nhung nguoi khong 16 cong nghé nay ciing khuyén
nghi ngudi dung st dung céc giao thirc thay thé nhu SSTP hodc L2TP.

Do kha ning bao mat chua cao nén khong qua bat ngo khi giai mé cac goi dur
liéu PPTP 1a cong viéc hang ngay tai NSA. tuy vay, rii ro dang ngai hon con nam

& cho 1a kha nang 6 thé giai ma hang loat cac dir liu cii hon dugc ma hoa bdi
PPTP khi nhiéu chuyén gia khuyén nghi day 1a giao thirc bao mat.

Uu diém
« Nhanh.

« Phan mém may tram trén nhiéu hé diéu hanh.
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« Thiét 1ap ciu hinh dé.

Cons
« Da bi bé khoa boi NSA.

o Khong hoan toan bao mat.

L2TP va L2TP/IPsec

Layer 2 Tunnel Protocol khong giébng cic VPN protocol khac khi né khong ma
héa cac dir liéu di qua né6 ma phai nhd vao mot bd protocol co tén 1a IPsec dé ma
hoa dit liéu trude khi giri. Tat ca thiét bi tuong thich va hé diéu hanh déu duoc cai
dat sin chuan L2TP/IPsec. Qua trinh thiét 1ap ciing dé nhu PPTP nhung giao thiic
nay lai sir dung cong UDP port 500, nén dé dang bi tuong lira NAT firewall chin
lai. D6 d6, ban sé& can chuyén tiép cong trong trudng hop nay.

Khéng c6 nhitng 16 hong 16n di kém véi ma hoéa IPsec encryption. Tuy vy,
Edward Snowden am chi kha niang NSA cling da bé khoa duoc trong khi John
Gilmore thanh vién sang ldp va chuyén gia an ninh cua Electric Frontier
Foundation cho rang NSA dang chua dich lam yéu di giao thirc nay. Ngoai ra, do
LT29/IPsec dong goi t6i 2 lan dir liéu nén duge danh gia 13 khéng hiéu qua
bang SSL va kéo theo tdc d6 cham hon so véi cac VPN protocols khac.

Uu diém
o Dugc danh gia 1a bao mat.
« Cai dat sin trén tat ca OS va thiét bj gan day.
« Thiét 1ap dé dang.
Nhuoc diém
o Cham hon so vai OpenVPN.
« C6 thé bi md khoa boi NSA.
« C6 thé c6 van dé néu duogc sir dung véi cac tuong lira.

« Khaniang NSA di ¢ tinh lam suy yéu giao thuc.
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OpenVPN

OpenVPN 1a mét dang VPN mé ngudn md kha méi hién nay st dung giao thirc
SSLv3/TLSv1 va OpenSSL library két hop véi cac cong nghé khac. protocol nay
c6 d6 tiy chinh cao va chay tot nhat trén cong UDP port nhung van ¢ thé cau hinh
dé chay trén cac cong khéc.

Mot wu diém ndi bat cia giao thirc nay 1a nd sir dung OpenSSL library hd tro nhiéu
thuat toin ma héa nhu 3DES, AES, Camellia, Blowfish, CAST-128 va nhiéu nita
trong d6 Blowfish , ES 1a sir dung rong rii boi cac nha cung cdp VPN. OpenVPN
su dung chuan ma hoa 128-bit Blowfish dugc danh gia 1a bdo mat nhung van co
mot s6 diém yéu

Khi néi vé céc thuat todn ma hoa, AES la méi nhat va dwoc xem 14 tiéu chuan
“vang” do dugc biét dén nhu 1a khong c6 diém yéu nao. Do do, giao thic nay
dugc chinh p hil va cac co quan chinh phtt My st dung dé bao vé cac dit liéu mat.
N6 ciing c6 thé xir 1y file dung lugng 16n tSt hon Blowfish nhd vao kha ning hd
trg goi 128-bit so voi 64-bit ciia Blowfish. Tuy vdy, ca hai déu la cac thuat todn ma
hoa dugc cong nhan NIST va dugc biét 1a khong c6 nhiéu 16 hong. Tuy nhién,
van c6 mot sé van dé ma khong duogc cong khai nhiéu ma chung t6i s& dé cap dudi
day.

Pau tién, toc do cua OpenVPN phu thudc vao thuat todn ma hoa ma né sir dung
nhung thong thuong nhanh hon IPsec. Mac du OpenVPN dugc mac dinh trong
nhiéu dich vu VPN nhung lai khong dugce hd tro & bt ky hé diéu hanh nao. Mot
s6 phan mém thtr 3 hd tro cho ca Android va iOS.

Vé thiét lap, that khong dé dé so sanh OpenVPN vé6i L2TP/IPsec va
PPTP, khi ma c6 kha nhi€u dang phan mém OpenVPN dang dugc sir dung hién
nay. Ngoai viéc tai xudng, cai dat ma thao tac cau hinh cling can thiét.

Tuy vay, néu nhan xét & birc tranh tong thé va véi thong tin tr Edward Snowden
cung cap c6 ve nhu OpenVPN van chua bi giai md hay lam yeu dugc boi NSA.
Kha niang mién nhiém trudc cac cudc tin cong ciia NSA chu yéu 1a nho vao cac
khoa tam thot dugc hoan d6i. Tuy vay, khong ai luong dugc kha nang cia NSA
dén dau nhung véi sb liéu va ching cir cho thdy OpenVPN khi két hop v6i mat ma
manh 13 VPN protocol tduy nhét bao mat hoan toan.

Uu diém
« Kha nang vuot hau hét cac firewalls.

« Tuy chinh cao.

« Do la phan mém ma ngudn mé nén cé thé duge dung dé phong ho.
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« Tuong thich vé6i nhiéu thuat toan ma hoa.

- Bao mat cao.

Nhuoc diém
« Thiét 1ap kho hon.

« Can thém phan mém thi 3.

« Phién ban desktop thi dang khen nhung trén di dong can cai thién thém.

SSTP

Duogc trinh lang béi Microsoft Corporation trong phién ban Windows Vista Service
Package 1, SSTP (secure socket tunneling) gid con xuat hién trén SEIL, Linux va
RouterOS nhung chtl yéu vin danh cho phién ban Windows. Str dung SSL v3 nén
tinh nang kha tuong tu vé1i OpenVPN nhu khé nang giam thi¢u trinh trang NAT
firewall. SSTP 1a mot VPN protocol kha 6n dinh va dé dung dac bi¢t la & hé diéu
hanh Windows.

Tuy nhién, dugc s¢ hitu béd1 Microsoft va ga khong 16 nay c6 lich st “bat tay” voi
NSA nén do bao mat van chua cao.

Uu diém
« Kha nang vuot hau hét firewalls.

o Mutc d6 bao mat phu thugc vao thuat toan ma hoéa nhung nhin chung 1a bao
mat cao.

o Tich hop hoan toan trong Window.
« H0 tro bai Microsoft.

Nhuoc diém

« Do dugc sé hitu béi Microsoft Corporation nén khong thé sir dung nhu
phuong an dy phong.

« Chi hd trg hé diéu hanh Windows
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IKEV2

IKEv?2 1a vié t tic clia cum tir tiéng anh-Internet Key Exchange Version 2 mt giao
thire dya theo cong ngh¢é duong ham IPsec, dugc phat trién boi Cisco va Microsoft.
Giao thirc nay hién xudt hién trén Windows 7 tr& di cling nhu Linux va cac nén
tang khac bao gdm ca Blackberry.

Giao thurc nay con cd tén khac 1a VPN Connect theo cach goi cia Microsoft
Corporation. N6 c6 tac dung tao lai két ndi VPN mot cach tu dong khi két ndi bi
ngat tam th Oi. enefit the most from Trén di dong, IKEv2 c6 cai tén khac 1a
Mobility and Multi-homing protocol la mot chuan hoéa giup thay d6i mang mot
cach dé dang. Ngoai ra, n6 ciing kha hiru dung voi thiét bi Blackberry vi no 1a 50 it

giao thirc hd trg ¢ ho nén tang nay. Mic du ho trg it hé diéu hanh hon néu so ’
vo1 IPsec nhung IKEv2 lai khong thua kém vé tinh 6n dinh, bao mat va hiéu suét.

Uu diém
« Cuc ky bao mat-Hd tro nhiéu mat ma nhu 3DES, AES, AES 256.
« H& trg thiét bi Blackberry.
« On dinh dic biét khi gap phai trinh trang rét mang hoac chuyén mang.
« Thiét 1ap dé dang it nhat 1 cho ngudi dung cudi.

« Nhanh hon so v6i L2TP, PPTP and SSTP.

Nhuoc diém

« Khong hd tro nhiéu hé diéu hanh

« Co6ng UDP 500 dé bi chan néu so véi cac giai phap SSL nhu SSTP hay
OpenVPN.

« Khong phai 1 giai phap ma nguon mo
. Otai may chu viéc thiét lap IKEv2 kha rac rdi ¢6 thé kéo theo mot sb van dé

tiém an.

Issues

bé hiéu vé ma hoa, ban phai nam rd mét s6 khai niém quan trong ma ching t6i s€
deé cap dudi day.
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Do dai khoa ma hoa

Céach thd nhat dé xac dinh mat bao 1au dé bé khoa dugc mot mat ma 1a dua vao do
dai cua no tuc 1a sd luong $6 0 va 1. Duya trén hinh thirc nay, cac kiéu do khoa théd
(con goi 1a do ép burc) 1a kiéu tin cong tho nhit hoat dong bang cach thir tat ca cac
cach ghép co thé cho t6i khi thanh cong. Hau hét cac nha cung cip VPN déu st
dung khoéa 128-bits va 256-bits. Cac cép do cao dugc sir dung dé xac thuc dit lidu
va handshaking, nhung diéu d6 c6 nghia 1a md hoa 256- bit thi tt hon so véi 128-
bit?

Pé cho cau tra 101 chinh x4c hay dit cac con sé 1én ban can:
« Dé bé khoa duoc ma 128-bit, may tinh can téi 3.4x10(38) budc tinh toan.

. D¢ b& khoa duge ma 256-bit, may tinh can t6i 2(128) thoi gian so véi thoi
lugng can cho ma 128-bhit.

«  Tén cong kiéu ép biit ma 256-bit can t6i 3.31 x 10(65) budc tinh toan tuwong
duong tong s6 nguyén tir phong xa toan vii try.

« Lay minh hoa, may tinh Fujitsu K, siéu may tinh nhanh nhat thé gigi 2011 ¢o
toc d6 Rmax 1én toi 10.51 petaflops thi cling phai mat t6i hon 1 ty ndm dé bé
khoa ma 128-bit AES bang hinh thirc tan cong ép buc.

- NUDT Tianhe-2, siéu may tinh manh nhat thé gici 2013 trén thé gidi c6 toc
do 1én t6i 33.86 petaflops, gap 3 lan chiéc Fujitsu K, va n6 cling mat 1/3 cua
ty nam dé bé khoa 128-bit AES key.

Trudce khi sy kién Edward Snowden thi thé gidi van tin rang ma hoa 128-bit 1a
khéng thé bé khoa bang hinh thirc ap buc (by force) duge va néd s& van nhu viy
trong tram nam tdi. Tuy vay, voi nhiing tai lyc ma NSA c6 trong tay , khong ti cac
chuyén gia va quan tri mang da ning cip d6 dai khda ma hoa. Piéu can luu ¥ 1a
chinh phtt My hién dang dung ma héa 256-bit dé bao vé cac dit liéu nhay cam (ma
hoa 128-bit dung cho cac nhu cdu mi héa hing ngdy). Vi phuong thic nao duogc
dung di nita nhu  AES, ciing nay sinh ra mot s van dé.

Mat ma

Mat mi thyc chat 14 cac thuat toan dai sé dugc sir dung trong ma héa nham ting
sttc manh khi cac thuat toan thong thuong kha yéu va dé bi khai thac béi hacker.
C6 thé noi, Blowfish va AES 1a hai mat ma thong dung dugc st dung & cac phﬁn
mém VPN hién nay. Ngoai ra, RSA duoc dung dé ma hoa va giai mi cic mat
ma trong khi SHA-1 va SHA-2 duoc dung dé xac thuc dir liéu dudi dang dau #.
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tuy nhién, AES dugc cho 1a mat ma bao mat nhat cho VPN ngay ca chinh phu My
cing su dung phuong thirc nay. Tuy nhién, cling c6 Iy do cho thay Iong tin vao
phuong thirc nay da khong dat ding cho.

NIST

SHA-1, SHA-2, RSA va AES tat ca déu dugc phat trién va ching nhan bsi Hiép
hoéi k¥ thuét va tiéu chuan quc gia My (tén tiéng Anh 1a United States National
Institute of Standards and Technology (NIST)) 13 mét dinh ché hoat dong mat
thiét voi NSA dé phat trién cac mat ma. Gio chung ta déu biét cac nd luc lam yéu
hoac bé kh o6a ngﬁm cic mat ma caa NSA, diéu nay kéo theo cau hoi vé sy minh
bach cua thuat toan NIST.

Mic du NIST ludn pha nhén cac cdo budc hanh vi sai tréi(vi du nhu ¢b ¥ 1am yéu
cac tiéu chuan ma hoa ), ho ciing tang 1ong tin ‘nguoi dung bang cach moi goi sy
tham gia cua cong chung trong cac lugt ra mat cac tiéu chuan mat ma mai cua
ho. Trong khi d6, NSA da timg bi cdo budc boi thoi bao New York Times khi cb
¥ be khoa cac tiéu chuan ma hoa ctua NIST’ bang cac lam gian doan céc cudc thir
nghiém dai tra hodc cai cac phin mém gian diép khong thé phat hién dé lam yéu di
thuat toan. .

Vao 17/12/2013, su bét tin nhiém cang cao hon khi RSA Security khuyép nghi
nguoi dung ngung str dung cac thuat toan méa hoa cu the khi chiing ¢6 thé co 16
hong dugc co ¥ tao ra bdi NSA.

Ngoai ra, cac tiéu chuan ma hoa thiét ké boi NIST, Dual EC DRBG déu d3 khong
con bao mat trong nhiéu nam roi. Bang chung 1a Pai hoc k¥ thuat Ha Lan ciing da
lvu ¥ diéu nay nam 2006. tuy vay, viéc di theo cac tiéu chuan NIST van cu tiép
dién khi ma can phai dap Gng céc tiéu chuan cua NIST dé co thé gianh cac hop
d6ng cta chinh phu My.

Do su qua théng dung cua tiéu chuan NIST trén toan cau va & nhiéu linh vuc lién
quan t6i tinh riéng tu nhu VPN khién van dé kha nang giai. Nhiéu chuyén gia
trong nganh cling chua co giai phap dé khong phy thudc vao NIST. Cong ty duy
nhat tim huéng di riéng 1a 1a Silent Circle, ciing danh déng dich vu Silent Mail
cua ho thay vi chép nhan bi thau tom b1 NSA, va chinh thirc rut lui khéi ti€u
chuan NIST vao thang 11/2013.

Thong qua bai viét ndy cling cam on sy dong gop cta BestVPN, va Liquid VPN da
bat dau thir nghiém cac mat ma khong lién quan téi NIST. Tuy nhién, day cing
la VPN duy nhat dang chon hudng di riéng ndy ma chiing t6i biét. Do do, tinh téi
thoi diém hién tai viéc s dung chuan ma hoa 256-bit AES van dugc xem 14 t0i uu
nhat
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Cdc cuéc tin cong NSA bé khéa RSA

Mot trong céc tiét 10 gan day ctia Edward Snowden lién quan t6i chuong trinh tén
1a ‘Cheesy Name’ dugc phat trién dé do ra cac key ma hoa hay ‘certificates’ ma c6
kha ning dé dang bé khéa boi siéu mdy tinh tai GCHQ. Piéu nay cho thiy cac
chtng chi nay (goi 1a certificate) thuong duoc bao vé boi ma hoa 1024-bit yéu hon
13 moi ngudi nghi va c6 thé dé dang giai ma nhanh hon nhd vao GHCQ va NSA.
Mot khi dd dugc giai ma thanh cong thi cac trao d6i qua khir va twong lai s& bi xAm
pham nho vao cac key vinh vién dung dé giai ma.

Két qua 13, rat nhiéu dang ma hoa dya vao cac key va certificate 1au nam dugc cho
la da bi b& khoa bao gobm ca TLS va SSL. Picu nay danh dong toi giao thuc
HTTPS. Tuy nhi€n, van co tin vui 1a OpenVPN lai nam vung nguy hiém do st
dung cac key tam thoi. Ly do 1a mdi trao d6i lai yéu cau mot key méi nén khong
yéu cau certificate.

Néu hacker lay dugc key riéng cua certificate, viéc giai ma chung khong phai la
chuyén don gian. Véi kiéu tan cong MitM, hacker co thé xac dinh cac két n01
OpenVPN connection nhung can xac dinh riéng két ndi va ca key riéng ciing can
phai dugc bé khoa. Ké tir khi thong tin GHCQ va NSA ¢6 thé bé khoa mi hoa
1024-bits mot s6 nha cung cdp VPN da nang cap 1én 2048- bits tham chi 1a 4096-
bits.

Perfect Forward Secrecy

Vian con tin vui 12 giai phap cho van dé ké trén van c6 tham chi cho ca ¢ két ndi
TLS va SSL khi trang web thuc hién hé théng perfect forward secrecy system
(PFS) cho phép chi mdi key ma hda (encryption key) dugc tao ra cho mdi
session. Tuy vy, chi c6 mdt cai tén thuc hién thanh cong diéu nay hién nay 1a
Google.

Truée khi két thac bai viét nay, c6 mot diéu ma cac ban nén lam theo la nghe theo
16i ctia Edward Snowden, 1a ma hoa van con dugc viéc va cac hé théng ma hoa
can phai dugc ap dung dé tang cuong tinh bdo mat. Do do, ban hoc dugc gi tur bai
viét nay? Don gian thdi! OpenVPN la protocol bao mat nhat hién c¢6 va cac nha
cung cap VPN van ludn cai tién cac bién phap phong vé bao mat cua ho. That
tuyét voi hon nita ndi cac nha cung cap ndy ciling tir bo tiéu chuan NIST nhung c6
1 diéu ma chiing t6i van con nhic ban nho.

« PPTP la giao thirc kém bao mat nhat. Khong nhiing bi bé khoa boi NSA ma
Microsoft cling da bo giao thirc nay. D6 1a Iy do ma chung t6i khuyén nguoi
dung khong dung téi PPTP mic du kha nang twong thich vai nhiéu hé diéu
hanh. Hon nita, cic wu diém nay van duoc hd tro ¢ giao thiac bao mat hon
nhu L2TP/IPsec.
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o V6i cac myc dich su dung khong quan trong , L2TP/IPsec 1a giai phap phu
hop mic du d3 bi lam yéu va c6 thé bé khoa bai NSA. Véi kha ning thiét 1ap
VPN nhanh ma khong can téi phan mém tha 3, L2TP/IPsec van nén duoc
can nhic dic biét 1a ¢ cac thiét bi di dong thiéu vang hd tro chuan
OpenVPN.

« S&can téi cac phan mém thu e dé cai dic dugc & cac hé didu hanh ,
OpenVPN khong thé tranh cii 1a VPN t6t nhat pht hop voi moi nhu cau.
Nhanh, bao mat, dang tin cdy mic du thiét 1ap s& mat chut thoi gian hon
nhung day 13 phan mém c6 tinh bao mat va bao vé su riéng tu to nhat cho
ngudi dun ma chung t6i nhan thay.

« IKEV2 ciing la giao thirc c6 toc do nhanh va bao mat néu dung kém vdi cac
giai phap md ngudn ma dac biét 1a tinh ning tu dong két ndi lai khi két ndi bi
ngét o cac thiét bi di dong. Ngoai ra, né ciing 1a mét trong sd it giao thirc
VPN hd tro thiét bi Blackberry.

« SSTP c6 nhiing tinh ning kha twong ddng véi OpenVPN tuy nhién chi hd tro
mdi Windows. Do d6, kha ning twong thich véi Windows & giao thirc nay 1a
kha 16n so véi cac giao thitc VPN con lai. Tuy nhién, day ciing 1a gidi han
ma nhiéu nha cung cidp VPN khong hd tro nhiéu giao thirc nay. Ngoai ra, VOi
lich sy lién quan mat thiét voi NSA cia Microsoft, SSTP 1a mot giao thirc
khong con dang tin cay ddi véi chung toi.

Tom lai, hdly ding OpenVPN mdi khi c6 thé, trén thiét b di dong c6 thém lya
chon 1a TIKEv2, v€ toc do hay chon L2TP trong khi OpenVPN dang ti€p cén tot
cac thiét bi di dong, chiung t61 khuyén nghi giao thirc nay trén ca.

1.6. SSH

SSH (tiéng Anh: Secure Shell) 1a mot giao thirc mang dung dé thiét 1ap két ndi
mang mot cach bao mat. SSH hoat dong ¢ 16p trén trong md hinh phan
16p TCP/IP. Cac cong cu SSH (nhu la OpenSSH,...) cung cap cho nguoi dung cach
thire dé thiét 1ap két ndi mang dugc mi hoa dé tao mot kénh két nbi riéng tu. Hon
nita tinh nang tunneling cua cic cong cu nay cho phép chuyén tai cac giao van theo
cac giao thuc khac. Do vy c6 thé thay khi xay dung mot hé thong mang duya trén
SSH, chung ta s& c6 mot hé théng mang riéng ao VPN don gian.

SSH 14 gi?

SSH 14 mdt chwong trinh twong tac giira may chii va may khach c6 sir dung co ché
m3 hoa di manh nham ngan chan cac hi¢n tugng nghe trom, danh cép thong tin
trén duong truyén. Cac chwong trinh trudc ddy: telnet, rlogin khong st dung
phuong phap ma hoa. Vi thé bat ctr ai ciing c6 thé nghe trom tham chi doc dugc
toan b ndi dung ctia phién lam viéc bang cach sir dung mot sb cong cu don gian.
Str dung SSH 1a bién phép hitu hiéu bao mat dit liéu trén dudng truyén tir hé thdng
nay dén hé thng khac.
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Cach thirc 1am viéc cuia SSH

SSH lam viéc thong qua 3 budc don gian:

. Dinh danh host - xac dinh dinh danh caa hé thong tham gia phién lam viéc
SSH.

« Mi hoa - thiét Iap kénh lam viéc mi hoa.

« Chiing thuc - xac thuc nguoi str dung c6 quyén dang nhap hé théng.

Pinh danh host

Viéc dinh danh host dugc thyc hién qua viéc trao doi khoa. Mdi may tinh c6 hd tro
kiéu truyén thong SSH c6 mot khoa dinh danh duy nhat. Khoa ndy gdm hai thanh
phan: kho4 riéng va khoa cong cong. Khoa cong cong dugc st dung khi can trao
d6i gitta cac may cha voi nhau trong phién lam viéc SSH, dir liéu s& dugc mi hoa
bang khoa cong khai va chi c6 thé giai ma bang khoa riéng. Khi ¢ su thay doi vé
cau hinh trén may chu: thay d6i chuong trinh SSH, thay d6i co ban trong hé diéu
hanh, khoa dinh danh ciing s& thay d6i. Khi d6 moi nguoi st dung SSH dé ding
nhap vao may chu nay déu duoc canh bao vé su thay doi nay. Khi hai hé théng bat
dau mot phién 1am viéc SSH, may chu s& gui khoa cong cong cia nd cho may
khach. May khach sinh ra mot khoa phién ngiu nhién va mi hoa khoa nay bang
khoa cong cong cua may chu, sau do gui lai cho may chu. May chu s€ giai ma
khoa phién nay bang khoa riéng ctia minh va nhan dugc khoa phién. Khoa phién
nay sé& 1a khod str dung dé trao d6i dir liéu gitta hai may. Qua trinh ndy duoc xem
nhu cac budc nhan dién may chu va may khach.

Ma hoa

Sau khi hoan tat viéc thiét 1ap phién lam viéc bao mat (trao d6i khoa, dinh danh),
qua trinh trao d6i dir liéu dién ra thong qua mot budc trung gian d6 1a ma hoa/giai
mi. Diéu d6 c6 nghia 1a dit liéu glri/nhan trén duong truyén déu duoc ma hod va
giai ma theo co ché da thoa thuan trudc gifra may chu va may khach. Viéc lua chon
co ché ma hoa thuong do may khach quyét dinh. Cac co ché ma hoa thuong dugc
chon bao gém: 3DES, IDEA, va Blowfish. Khi co ché mi hoa dugc lua chon, may
cht va may khach trao d6i khod ma hoa cho nhau. Viéc trao doi nay ciing duoc bao
mat dua trén dinh danh bi mat ctia cdc may. Ké tAn cong kho co thé nghe trom
thong tin trao ddi trén duong truyén vi khong biét duoc khoa ma hoa. Cac thuat
toan ma hoa khac nhau va cac uu, nhuoc diém cta tung loai:

« 3DES (ciing dugc biét nhu Triple-DES) -- phwong phap ma hod mic dinh cho
SSH.

o |IDEA—Nhanh hon 3DES, nhung chdm hon Arcfour va Blowfish.

« Arcfour—Nhanh, nhung cac van dé bao mat da duogc phat hién.

« Blowfish—Nhanh va bao mat, nhung cac phuong phap ma hoa dang dugc cai
tién.

Chirng thuc
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Vi¢c chung thyc 1a budce cudi cung trong ba budc, va 1a budc da dang nhét. Tai
thoi diém nay, kénh trao d6i ban than n6 d3 duoc bao mat. Mdi dinh danh va truy
nhdp cla nguoi st dung cé thé duge cung cip theo rat nhidu cach khac nhau.
Chéng han, kiéu chirng thuc rhosts cé thé duoc sir dung, nhung khong phai 1a mac
dinh; n6 don gian chi kiém tra dinh danh ciia may khach duoc liét ké trong file
rhost (theo DNS va dia chi IP). Viéc chung thuc mat khau 13 mot cach rat thong
dung dé dinh danh nguoi st dung, nhung ngoai ra ciing c6 cac cach khac: chimg
thuc RSA, sir dung ssh-keygen va ssh-agent dé chung thuc cac cip khoa.

1.7. IPSEC

Trong hé théng Windows Server 2003 khong hd tro mot cong cu riéng ciu hinh
IPSec, do d6 dé trién khai IPSec chung ta ding cac cong cu thiét 1ap chinh sach
danh cho may cuc bd hoic dung cho mién. Pé mé cong cu ciu hinh IPSec ban
nhap chudt vao Start => Run roi gd secpol.msc hoic nhap chudt vao Start
=>Programs =>Administrative Tools =>Local Security Policy, trong cong cu do
ban chon IP Security Policies on Local Machine.

Tém lai, cac diéu ma ban can nhd khi trién khai IPSec: - B an trién khai IPSec trén
Windows Server 2003 thong qua cac chinh sach, trén mot may tinh bat ky nao do
vao tai mot thoi diém thi chi c6 mot chinh sach IPSec duoc hoat dong. - M i chinh
sach IPSec gdm maot hoac nhiéu qui tic (rule) va mot phuong phap ching thuc nao
d6. Mic du cic qui tic permit va block khong dung dén chung thuc nhung
Windows van doi ban chi dinh phuong phap chung thuc. - IPSec cho phép ban
chung thyc thong qua Active Directory, cac ching chi PKI hoac mdt khoa duoc
chia sé trudc. - M i qui tac (rule) gom maot hay nhiéu bo loc (filter) va mot hay
nhiéu tac dong bao mat (action). - C6 bon tac dong ma qui tic co thé dung la:
block, encrypt, sign va permit.

Céc chinh sach IPSec tao san. Trong khung cta s6 chinh ctia cong cu cau hinh
IPSec, bén phai chung ta thdy xuét hién ba chinh sach dugc tao sin tén 13: Client,
Server va Secure. Ca ba chinh sach nay déu ¢ trang thai chwa ap dung (assigned).
Nhung cht y ngay cing mot thoi diém thi chi c6 thé c6 mot chinh sach duoc ap
dung va hoat dong, c6 nghia 1a khi ban ap dung mét chinh sach méi thi chinh sach
dang hoat dong hién tai s& tro vé trang thai khong hoat dong. Sau day ching ta s&
khéo sat chi tiét ba chinh sach tao sin nay. - Client (Respond Only): chinh sach qui
dinh may tinh ctia ban khong chii dong dung IPSec trir khi nhan dugc yéu cau dung
IPSec tir may ddi tac. Chinh sach nay cho phép ban c6 thé két néi duogc ca véi cac
may tinh dung IPSec hoac khong dung IPSec. - Server (Request Security): chinh
sach nay qui dinh may server cta ban chu dong ¢ ging khai tao IPSec mdi khi
thiét 1ap két ndi véi cac may tinh khac, nhung néu may client khong thé dung
[PSec thi Server van chap nhan két ndi khong dung IPSec. - Secure Server
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(Require Security): chinh sach ndy qui dinh khong cho phép bat Ky cudc trao doi
dir liéu nao vai Server hién tai ma khong dung IPSec.

Vi du tao chinh sach IPSec dam bao mét két ndi duoc ma hoa.

Trong phan nay chung ta bat tay vao thiét Iap mot chinh sach IPSec nham dam bao
mot két ndi dugc ma hoa giita hai may tinh. Chiing ta ¢6 hai may tinh, may A ¢
dia chi 203.162.100.1 va may B ¢ dia chi 203.162.100.2. Chung ta s& thiét lap
chinh sach IPSec trén mdi may thém hai qui tic (rule), trir hai qui tic cia hé théng
gom: mot qui tic ap dung cho dit liéu truyén vao may va mét qui tic ap dung cho
dir liéu truyén ra khoi may. Vi du qui tic dau tién trén may A bao gom: - B 6 loc
(filter): kich hoat qui tic nay khi co dit liéu truyén dén dia chi 203.162.100.1, qua
bat ky cong ndo. - Tac dong bao mat (action): ma hoa dit lidu dé. - Ching thuc:
chia khoa chia sé trudc 1a chudi “quantri”. Qui tac thir hai 4p dung cho méay A ciing
twong tuw nhung b loc c¢6 ndi dung nguoc lai 1a “dir liéu truyén di tir dia chi
203.162.100.1”. Cht y: cach dé nhat dé tao ra mot qui tac 1a trudc tién ban phai qui
dinh cac bo loc va tac ddng bao mat, rdi sau d6 méi tao ra qui tac tir cac bo loc va
tac dong bao mat nay. Cac budc dé thuc hién mot chinh sach IPSec theo yéu cau
nhu trén: Trong cong cu Domain Controller Security Policy, ban nhap phai chuot
trén muc IP Security Policies on Active Directory, rdi chon Manage IP filter lists
and filter actions.

Hop thoai xuat hién, ban nhap chudt vao nat add dé thém mot bo loc méi. Ban
nhap tén cho bd loc nay, trong vi dy nay ching ta dat tén 1a “Connect to
203.162.100.1”. Ban nhap chudt tiép vao nat Add dé hé théng husng dan ban khai
bao cac thong tin cho bd loc.
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Ban theo huéng din caa hé thong dé khai béo cac thong tin, cht ¥ nén danh dau

vao muc Mirrored dé qui tic nay co y nghia hai chiéu ban khong phai ton cong dé

tao ra hai qui tic. Muc Source address chon My IP Address, muc Destination
address chon A specific IP Address va nhap dia chi “203.162.100.1” vao, muc IP
Protocol Type ban dé mic dinh. Cubi cung ban chon Finish dé hoan thanh phan
khai bao, ban nhap chuét tiép vao nat OK dé tro lai hop thoai dau tién.

Tiép theo ban chuyén sang Tab Manage Filter Actions dé tao ra cac tac dong bao
mat. Ban nhap chuot vao nat Add hé thdng s& hudng dan ban khai bao cac thong

0 1P et s cor-pasedt ol mlich fhars I tis way. mobck
acfotsar 300 OIECHk: O3 b9 CEMENEG 1D o8 IF et

tin vé tac dong. Trude tién ban dit tén cho tac dong nay, vi du nhu 1a Encrypt. Tiép

tuc trong muc Filter Action ban chon Negotiate security, trong muc IP Traffic
Security ban chon Integrity and encryption. Pén diy ban da hoan thanh viéc tao

mot tac dong bao mat.

Cong viéc tiép theo 12 ban mot chinh sach IPSec trong d6 c6 chira mot qui tac két

[T Bemors | 5 Use dckt et

Close otk

hop gitra bo loc va tac dong vira tao ¢ phia trén. Trong cong cu Domain Controller

Security Policy, ban nhap phai chuét trén muc IP Security Policies on Active
Directory, roi chon Create IP Security Policy, theo huéng dan ban nhap tén cua
chinh vao, vi du 1 First IPSec, tiép theo ban phai bo danh du trong muc Active
the default response rule. Céc gié tri con lai ban dé mic dinh vi qui tac Dynamic
nay ching ta khong dung va s& tao ra mot qui tac mai.
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Trong hop thoai chinh sach IPSec, ban nhap chudt vao nat Add dé tao ra qui tac
méi. Hé théng s& hudng dan ban timg budc thuc hién, dén muc chon bo loc ban
chon b loc vira tao phia trén tén “Connect to 203.162.100.1”, muc chon tac dong
ban chon tac dong vira tao tén Encypt. Bén muc chon phuong phap chitng thuc ban
chon muyc Use this string to protect the key exchange va nhap chudi lam khoa dé
ma hoa dit li€u vao, trong vi du nay la “quantri”.

& iE]
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Pén budc nay thi cong viéc thiét 1ap chinh sach IPSec theo yéu cau trén ctia ban di
hoan thanh, trong khung ctia s6 chinh ctia cong cu Domain Controller Security
Policy, ban nhap phai chudt 1én chinh sach First IPSec va chon Assign dé chinh
sach ndy duoc hoat dong trén hé théng Server.

1.8. Tinh dé bj ton thwong
2. Email

Thw dién t&, hay email (tir chir electronic mail), d6i khi dugc dich khong chinh
xac la dién thu, 1a mot hé théng chuyén nhan thu tr qua cdc mang may tinh.

Email 1a mot phwong tién thong tin rat nhanh. Mot mau thong tin (thu tir) co thé
dugc gui di & dang ma hoa hay dang thong thuong va dugc chuyén qua cic mang
may tinh dic biét 1a mang Internet. N6 c6 thé chuyén miu thong tin tir mot may
ngudn t6i mot hay rat nhidu may nhan trong cung lic.
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Ngay nay, email chang nhitng c6 thé truyén giri dugc chit, nd con cé thé truyén
du:qc cac dang théng tin khac nhu hinI} én}l, am thanh, phim, va dajc bi¢t cac phan
mém thu dién tir kiéu moi con co thé hién thi cac email dang song dong tuong
thich vai kiéu tép HTML.

Phan mém thu dién tir (email software) 1a loai phan mém nham hd tro cho nguoi
dung viéc chuyén va nhan cac mau thong tin (thudng 1a dang chir). Thong tin co
thé dua vao phan mém thu dién tir bang cach théng dung nhat 1a go chit ban phim
hay cach phuong cach khac it dung hon nhu la dung may quét hinh (scanner),
ding may ghi hinh sé (digital camera) dic biét 1a cac Web cam. Phan mém thu
dién tir gitip d& cho viéc tién hanh soan thao, guri, nhan, doc, in, xo4 hay luu giir
cac (dién) thu. C6 hai trudng hop phan biét phan mém thu dién tir 1a

« Loai phan mém thu dién tir duoc cai dit trén timg may tinh ctia nguoi ding goi
1a email client, hay phan mém thw dién tir (cho) may khach. Cac vi du loai
phan mém nay bao gdm: Microsoft Outlook, Microsoft Outlook Express,
Netscape Comunicator, hay Eudora. Phan mém thu dién tr nay con co tén
la MUA (tir chir mail user agent) trc 1a Tac nhan st dung thw. Mot cach gol
tén thong dung khac cia email client la wng dung thw dién ti (email
application) néu khong bi nham 1an

« Nguoc lai, loai phan mém thu dién tar khong can phai cai dat ma né dugc cung
ing boi cac may chu (web server) trén Internet goi la WebMail, hay Phan
mém thw dién tir qua Web. B¢ dung duoc cac phan mém loai nay thuong cac
may tinh noi vao phai c6 mot may truy cap tuong thich véi sy cung Gng cua
WebMail. Vi du loai nay 1a mail. Yahoo.com, hay hotmail.com.

Noi cung tmg phan mém ciing nhu phuong tién chuyén thu dién tir goi 1a nha

cung wng dich vu thw dién tir (email sevice provider).

May tinh lam viéc cung tmg cac dich vu thu dién ti 1a MTA (tu chir mail transfer

agent) hay 1a dai 1y chuyén thw. Vi day 1a may cha nén khi khong bi nham lan véi

cac loai may chu khac thi nguoi ta cling goi MTA 1a may chi hay r6 hon 1a may
chu thu dién tu.

Cac dich vu thu dién tir c6 thé duoc cung (g mién phi hay c6 1¢ phi tuy theo nhu

cau va much dich ctia nguoi dung. Ngay nay, email thuong duge cung cap kem vai

cac phuong tién Internet khi nguoi tiéu dung ky hop dong vai cac dich vu Internet
mot cach mién phi.
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3. WEB
3.1. SSL/TLS
SSL viét tat cta Secure Socket Layer 1a mot giao thirc (protocol) cho phép ban

truyén dat thong tin mot cach bao mat va an toan qua mang. Viéc két néi gitta mot
Web browser t&i bt ky diém ndo trén mang Internet di qua rat nhiéu cac hé thong
doc lap ma khong co bat ky sy bao vé ndo voi cac thong tin trén dudng truyén.

TLS (tiéng Anh: Transport Layer Security: "Bao mat tang truyén tai"), cuing véi
SSL (Secure Sockets Layer: "Tang 6 bao mat") dan trudc, 1a cac giao thac mat ma
nham muc dich bao mat su van chuyén trén Internet.

32.HTTP/S ,
HTTPS, vict tat caa Hypertext Transfer Protocol Secure, 1a mét giao thic két hop

gitra giao thie HTTP va giao thirc bao mat SSL hay TLS cho phép trao doi thong
tin mot cach bao mat trén Internet.

3.3. Tinh d& bj ton thwong
3.4. Tinh d¢ bi ton thuong

4. File Transfer
4.1.S/FTP
sFTP (viét tat cua tur Secure File Transfer Protocol, hoac SSH File Transfer

Protocol) 1a mot giao thirc mang gitip ban c6 thé upload hoac download dix lidu
trén may chu

4.2.Blind FTP / Gi4u tén
Giao thuc giau tén FTP

4.3. Chia sé File

Trong Windows 7, ban c6 thé dé dang thuc hién chia sé mot thu muc hay b dia bat
ky, bang cach nhan chudt phai vao né, chon Properties > chon thé Sharing > nhan
vao Advanced Sharing. Cé thé chon nhanh hon bang cach nhan chudt phai, rdi
chon trong muc Share with...
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Trén ctra s hién ra, danh ddu chon vao Share this folder dé chia sé.

Tuy nhién, mdc dinh viéc chia sé chi cho phép nguoi khac doc dir li¢u chir khong
thé x6a hay thém dit liéu vao mdy tinh ctia ban. Ban c6 thé cap thém nhiing quyén
d3 duogc gi6i han nay cho nguoi khac bang cach nhin vao Permisssion, danh dau
vao Full Control.

Khuyén cdo: Chi nén thuc hién viéc mé rong quyén truy cap nay khi ban 1a nguoi
thao tac trén may tinh kia nham tu quan 1y dit liéu cia minh. Sau khi khong can
dung nira thi nén tit ngay dé tranh mat hay 16 dir liéu.

Tinh ning chia sé trén Windows 7 cho phép dugc bao mat cao hon véi co ché 128-
bit. Mic dinh thi Windows d4 thiét dat ché do nay. Tuy nhién, néu tiy chon di bi
thay ddi boi ai do, vao Start > chon Control Panel > mé Network and Sharing
Center. Sau do, chon thé¢ Change advanced sharing setttings va tuy chon ¢ muc File
sharing connections.

r i N
Internet Protocol Version 4 (TCP/IPv4) Properties &Lﬂ_hj

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

@ Use the following IP address:

IP address: ”192 168, 1 . 1
Subnet mask: 255.255.255. 0
Default gateway:

Obtain DNS server address automatically

'y

@ Use the following DNS server addresses:

Preferred DNS server: 8 .8 .8 .38
Alternate DNS server: 8 .8 .4 . 4
[ validate settings upon exit ke
I OK l l Cancel ]

A

Rét nhiéu truong hop ngudi dung khéng thé truy cép dir lidu cta nhau, du da thuc
hién chia sé day du quyén. Hién tuwong 1a s& gip thong bao nhdp Username
vaPassword truy cap. Nguyén nhan don gian 1a do mdy chira dit liéu can truy cép
c6 tao mat khau dang nhap cho tai khoan quan tri dang dung. Vi vy, néu gip
thong bao nhu hién twong trén thi ban hiy nhap tén tai khoan va mat khau cua tai
khoan dang m¢ trén may chira dit liéu. Con mot cach khac 1a chon Turn off
password protected sharing & muc Password protected sharing.
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Truong hop hai hay nhiéu may két ndi ngang hang véi nhau thong qua thiét bi
trung gian 13 modem dé két ndi Internet nhung dudng truyén bi hong, va ban mubn
c4c mAy tinh thiy nhau trong mang LAN, thi cin phai thiét 14p IP tinh nhu sau.
Ban vao Network Connection Center nhu di huéng dan & trén, chon Change
adapter settings, nhdn chudt phai vao biéu tuwong Local Area Connection,
chonProperties.

Trong danh sach this connection users the following items, nhan doi chuot
vaolnternet Protocol Version 4 (TCP/IPv4), chon thé General. Sau d6, danh déu
chon vao Use the following IP address, nhap vao 6 IP address mot chudi cac )
lién tiép trong 4 khoang tréng 1an luot 1a 192.168.1.x (x 1a con sb theo thtr tu cac
may dang két ndi trong mang LAN, mdi may s& sir dung mot gia tri khac nhau,
nhung nén lién tiép cho dé nho). O Subnet mask s& tu dong duogc dién gia
chudi225.225.225.0 , ban cit dé¢ mic dinh nhu vay. Vi du: v61 mang LAN 3 may
thi 3 chudi IP 12 192.168.1.1; 192.168.1.2; 192.168.1.3.

4.4. Tinh dé bj ton thwong
4.5. Packet Sniffing 7 q
Packet Sniffer hay Protocol Analyzer la nhitng cong cu dugc sir dung dé chuan

doan va phat hién 13i hé théng mang va cac van dé lién quan. Cac Hacker str
dung Packet Sniffer véi muc dich nghe trom trén nhirng dir liéu chua dugc ma
héa va xem nhiing thong tin duoc trao ddi giita 2 bén

5. Thiét bi

5.1. Firewall ,

Tuong lra (Firewall) 1a mot birc rao chan gitra mang noi bo (local network) véi
mot mang khac (chang han nhu Internet), diéu khién luu luong ra vao giita hai
mang ndy. ... Do d6, viéc thiét lap tuong lira 1a hét sic quan trong, dac biét 1a doi
vé6i nhitng may tinh thuong xuyén két néi internet.

5.2. Router ) , ,

Router, hay thict bi dinh tuyén hoac bo dinh tuyén, 1a mét thiét bi mang may tinh
dung dé chuyén cac goi dir liéu qua mot lién mang va dén cac dau cudi, théng qua
mét tién trinh duoc goi 1a dinh tuyén. Binh tuyén xay ra ¢ ting 3 ting mang caa
md hinh OSI 7 tang.

La thiét bi trung gian dung dé ndi két mang noi bo bén trong va mang bén ngoai.
N6 ¢6 chirc nang kiém soat tat ca cac ludng dir liéu di ra va vao mang nham ngan
chan hacker tan cong. Gateway ciing hd tro chuyén doi gitra cac giao thirc khac
nhau, cac chuan dit liéu khac nhau (vi du IP/IPX). Proxy gidng nhu mot firewall
(btrc twong lra), nang cao kha nang bao mat gitta mang noi bo bén trong va mang
bén ngoai. Proxy cho phép thiét lap cac danh sach duoc phép truy cip vao mang
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noi bo bén trong, cling nhu danh sach cac tng dung ma mang ndi bd bén trong co
thé truy cap ra mang bén ngoai. Ngoai ra Proxy con 13 may dai dién cho cac may
tram bén trong mang noi bo truy cap ra Internet, ddy la chtrc ning quan trong nhat
cua Proxy.

5.3. Switch

Switch (tiéng Anh), hay con goi 13 thiét bi chuyén mach, 13 mot thiét bi dung dé
két ndi cac doan mang v6i nhau theo mo hinh mang hinh sao (star). Theo mé hinh
nay, switch dong vai tro 1a thiét bi trung tAm, tit ca cac may tinh déu duoc ndi vé
day.

- Lam viéc nhu mot Bridge nhleu cong. Khac v6i HUB nhan tin hiéu tir mot cong
r0i chuyén tiép toi tat ca cac cong con lai, switch nhén tin hiéu vat ly, chuyén doi
thanh dir liéu, tir mot cong, kiém tra dia chi dich roi giri toi mot cong twong Ung.

HJ tro cong nghé Full Duplex dung dé mo rong bang thong ctia dudng truyén ma
khong c6 repeater hoac Hub nao dung duogc

Trong md hinh tham chiéu OSI, switch hoat dong & tang lién két dit liéu, ngoai ra
c6 mot sO loai switch cao cap hoat dong ¢ ting mang.

5.4. Modem khong day )

La thiét bi dung dé noi hai may tinh hay hai thi¢t bi ¢ xa thong qua mang di¢n
thoai. Modem thudng c6 hai loai: internal (13 loai dwgC gan bén trong mdy tinh
giao tiép qua khe cim ISA hoic PCI), external (1a loai thiét bi dit bén ngoai CPU
va giao tiép voi CPU thong qua cong COM theo chuan RS-232). Ca hai loai trén
déu co cong giao tiép RI11 dé ndi véi day dién thoai. Chirc ning ciia Modem 1a
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chuyén d6i tin hiéu sé (digital) thanh tin hiéu twong tu (analog) dé truyén dix liéu
trén day dién thoai. Tai dau nhan, Modem chuyén dit liéu nguoc lai tir dang tin
hiéu tuong tu sang tin hiéu s6 dé truyén vao may tinh. Thiét bj nay gid twong dbi
thip nhung mang lai hiéu qua rat 16n. N6 giap ndi cac mang LAN & xa véi nhau
thanh cac mang WAN, giup nguoi dung c6 thé hoa vao mang noi bo cia cong ty
maot cach dé dang du nguoi d6 & noi nao

el i

_n

Hinh 4.24 — M6 hinh truyén dif liéu thdng qua Modem.

5.5. RAS
Remote Access Services (RAS): 1a mot dich vu mém trén mot may tinh hodc 1a

mét dich vu trén thiét bi phan ctng. N6 cho phép ding Modem dé néi két hai
mang LAN va&i nhau hoac mét may tinh vao mang noi bo.

Hinh 4.25 — Str dung RAS dé lién lac.

5.6. Telecomm / PBX , 7

PBX la tén viét tat caa cum tu tieng Anh Private Branch Exchange (Tong dai
Nhanh Riéng), la mot mang dién thoai riéng dugc sir dung trong pham vi mot cong
ty. Nhitng nguoi stir dung hé thong dién thoai PBX dung chung mot s6 duong dién
thoai ngoai dé thuc hién cac cudc goi ra bén ngoai.

5.7. VPN

VPN (virtual private network) la cong nghé xdy dung hé théng mang riéng 4o
nham dap tng nhu cau chia sé thong tin, truy cap tir xa va tiét kiém chi phi.
...VPN cho phép cac may tinh truyén thong voi nhau thong qua mot moi trudng
chia s¢ nhu mang Internet nhung van dam bao dugc tinh riéng tu va bao mat di
liu.
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5.8. IDS

IDS (Hé théng phat hién xam pham) 1a mot hé théng phong chdng, nham phat hién
cac hanh dong tan cong vao mot mang. Muc dich cta nd 1a phat hién va ngin ngtra
cac hanh dong pha hoai ddi v6i van dé bao mat hé théng, hoic nhimg hanh dong
trong tién trinh tn cong nhu suu tap, quét cac cong

5.9. Chan doan / Theo déi mang

Khéi dong lai thiét bi

Mot trong nhitng cach don gian va d& dang nhat dé khic phuc van dé trén moi
thiét bi cong nghé tir may tinh dé ban, may tinh bang cho dén smartphone d6 chinh
1a khoi dong lai thiét bi. Trong nhiéu truong hop, thao tac nay co thé khic phuc
dugc nhiéu 16i hé thong cia thiét bi von dang bi treo, khong hoi dap hay bi qua tai.
Ngoai viéc thir kho1 dong lai may tinh, ban cling nén kho1 dong lai modem va
router trong mang. Luu ¥ 1a ban nén doi it nhat vai phat trudc khi mé tro lai dé
modem va router c6 thé x6a han bo nhé cache.

Shut Down Windows

am Windows10

2 What do you want the computer to do?

;Restart S T T

Closes all apps, tumns off the PC, and then turns it on again.

i

Sau khi khé1 dong lai may tinh cling nhu cac thiét bi trong h¢ théng mang, ban co
thé thir truy cdp vao Internet bang chinh thiét bj d6. Néu vin khong duogc, hiy thir
b'img may tinh khac hoac mot thiét bi di dong san c6 nao d6. Néu van khong dugc
thi gid day ban c6 thé khoanh vung 16i xuét hién tir cac thiét bi mang hay tir dudng
truyén cta nha cung cdp mang ISP.

Trong truong hop may tinh hoac thiét bi di dong khac c6 thé truy cap mang thi Van
dé nam & chlec may tinh ctia ban. Néu roi vao truong hop do, ban nén thir tai vé
cac phan mém diét virus dé kiém tra xem may c6 bi dinh mi doc nao hay khong,
hoic ¢ thé diing mot trinh duyét khac dé mé trang web.

Kiém tra két noi

Khi d3 khéi dong lai may tinh va cac thiét bi trong hé thong mang ma van khong
khic phuc dugc 15i. Piéu tiép theo ban can lam 1a kiém tra lai két ndi vat Iy gilra
thiét bi va noi phat tin hi¢u mang. Truong hop ban dang su dung cap Ethernet dé
két ndi may tinh véi router, hiy kiém tra dé dam bao rang n6 dang duoc gan chéc
chén va khong bi ai d6 théo ra. Néu laptop cua ban c6 tich hop cong tic chuyén doi
vat Iy dé bat/tit ché do két nbi khong day Wi-Fi thi hdy chic rang né khong bi
chuyén sang ché do OFF.
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Mot khi da kiém tra két ndi, hay xem qua tinh trang cua cac thiét bi mang. Ban can
kiém tra xem dén tin hiéu trén router vd modem c6 nhap nhay mau xanh nhu binh
thuong khong? Néu khong thy thi co thé thiét bi nay da bi hong. Hodic néu thay
den tin hiéu chuyen sang mau do hay dén tin hiéu ngudn dién sang nhung khong c6
két ndi, rat c6 thé dudng truyén tir nha mang ISP ctia ban c6 véan dé.

Chay trinh Network Troubleshooter

Ngoai hai cach ké trén thi ban ciing c6 thé kiém tra 16i hé thong mang bang cach
st dung cong cu g& rdi (Troubleshooter) dugc tich hop sin trén hé diéu hanh
Windows. Cong cu nay s& tu dong tim va stra chita nhiéu van dé lién quan dén hé
thong, 6 dia hay két ndi mang. Dé khoi chay trinh g& réi nay, ban hiy nhan chuot
phai vao biéu tuong Network trong khay hé théng cia Windows rdi chon
Troubleshooter Problems.
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= Windows Metwork Diagnostics

Detecting problems

Harting network diagnostics..

Cancel

Khi trinh g& rdi nay chay xong, c6 the xuat hién nhiéu truong hop nhu: tim thay va
khic phuc dugc van dé, tim thay van dé nhung khong giai quyét duoc hay khong
tim thdy bat ctr van dé nao.

Néu trinh Troubleshoot phat hién duoc van dé va co thé sira 161, hay thur két nbi lai
ngay sau d6. Néu ban nhin dugc thong bao 18i véi théng bao tén cu thé nhung
Windows khong thé stra chita duoc thi c6 thé luu lai va tim cach khéc phuc dugc
b6 bién trén cac dién dan va trang cong nghé uy tin.

Kiém tra dia chi IP hop 1é

Néu da thir cac cach trén ma van khong vao duge mang, c6 thé xac dinh rang van
dé khong phai 1a tam thoi va nod co lién quan dén phan cing. Do Windows khong
thé khac phuc van dé nay, chung ta phai tu xac dinh nguyén nhan va tim cach giai
quyét

Mot trong nhitng nguyén nhan thuong gap nhat khi roi vao tinh hudng nay d6
chinh 12 dia chi IP chua chinh x4c. Do d6, ban can kiém tra xem mdy tinh ctia minh
da duoc gan IP hop 1€ tr modem hay router hay chua.

Pé kiém tra diéu do, ban hdy g6 cum tur Network and Sharing Centrer vao Start
Menu dé mo quan ly két nbi mang. O bén phai, ban s& thdy muc Connectios va
nhan vao lién ket c6 tén cua két ndi mang c6 day hoidc Wi-Fi. Trong cura sO trang
thai cua két ndi da chon, hiy nhin vao nit Properties trong phan Activity va tiép
theo nhan dup vao Internet Protocol Version 4 (TCP/IP v4).
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General w

Connectica Networking Internet Protocol Version 4 (TCP/IPv4) Properties

1P Connect PRI St
Connactusing General  Afternata Configuration

1Pv6 Connect
e @ Realek P
Media State: You can get IP sethings as=gned automatscally if your netwark
Duration: supports this capabilty. Ol!‘r;-tvwirz‘, you need to ask your network
administrator for the appropriate 1P settings.
i rgad This camnecticn d
Detais.. ¥ ¥ Cientfor| (@) Obtain an IF address automatically
¥ "SmFile andF (7) Use the following IP address:
¥ QoS Pacl
Activity v . IntemetP,
. Microsoft
v . Micrasoft
v _, IntemetP
< -
Bytes: 2 (@) Obtain DNS senver address automatically
Install () Use the following DNS sarver addresses
Gﬁopcrbes Descripson

Transmession
area network g
diverse merce

e

Hay dam bao rang cac tiy chon "Obtain an IP address automatically" va "Obtain
DNS server address automatically" dang dugc danh dau. Khi d6, hé thong s& tu
dong duoc gan IP tir modem hodc router mot cach chinh xac. Ban c6 thé 1ip lai cac
budc tuong tu v6i dia chi IPv6 & phan Internet Protocol Version 6 (TCP/IP v6).

Sau khi da thuc hién cac budce thiét 1ap trén, ban nén kiém tra thém lan nita dé chic
chan rang may tinh dang dugc router ciAp mot dia chi IP hop 1. Dé 1am diéu nay,
ban hiy mé giao dién dong 1énh Windows va gd cmd vao Start Menu. Tiép do, ban
g 1énh ipconfig va tim thong tin bén dudi phan Ethernet adapter (d6i v6i két ndi
c6 day) hoac Wireless LAN Adapter (d6i véi két ndi khong day).

Néu dia chi IPv4 c6 dang 169.x.x.x c6 nghia 1 may tinh ctia ban chwa dugc router
cép IP ma chi nhan duoc dia chi IP cuc bd cta hé diéu hanh. Hay thtr g6 lan luot
hai 1énh duéi ddy trong giao dién cmd dé giai quyét van dé: ipconfig/release va
ipconfig/renew. Sau d6, néu mdy tinh van c6 dia chi IP dang 169.x.x.x kho gd cac
Iénh trén, hay thir gan day mang két néi may tinh truwcjt iép vao modem va xem
c6 mang Internet vao dugc khong. Néu vao duoce tic 1a router cuia ban ¢6 van dé.
Chay Iénh Ping va Tracet

Néu dia chi IP bat dau bang chudi s6 khac dang 169.x.x.x khi chay lénh ipconfig
theo hudng dan trén, diéu d6 co nghia la may tinh cua ban da nhan dugc IP hop 1€
tir router va van dé c6 thé xay ra giita router va mang Internet.

Pé x4c dinh 15i nay, ban hiy thtr gd 1énh ping 8.8.8.8 dén cac may chu DNS cua
Google dé kiém tra xem may tinh c6 thé két ndi dugc mang hay khong. Thao tac
trén s& giri 4 goi tin dén Google. Néu that bai, ban s& nhan dugc thong bao goi tin
gip van dé trong khi giri. Dé biét thém chi tiét, hdy gd 1énh tracert 8.8.8.8 nham
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theo ddi duong di cua timg gbi tin nay giita may tinh cta ban dén may chu DNS
cua Google.

B CAWINDOWS\system32\cmd.exe — | Y

123.29.15.2211]

Muc dich cua viéc thue hién cac 1énh nay nay 1a giap ban theo doi duong di nudce
budc cla cac goi trén ma xem van dé nam & chd nao, trong mang cuc bd hay ngoai
mang Internet.

Lién h¢ nha mang ISP
Néu d4 hoan thanh tat ca cac budc trén, kiém tra ’céc thiét bi dang hoai[ d(f)r}g tot,
may tinh dugc gan dia chi IP hop 1€ tur b dinh tuy€t va xac dinh dugc van dé dang
xuary ra bén ngoai mang Internet, lwa chon tot nhat tiép theo ma ban nén lam la
lién hé ngay véi nha cung cap mang IPS dé thong bao van deé.

5.10. May tram
May tram Workstation (con goi la may tram, maytinh tram, may tinh
workstation,...) 1a mot may tinh danh cho ca nhan hay doanh nghiép str dung c6
cau hinh manh hon, chay nhanh hon dugc thiét ké danh dé chay cac ung dung ky
thuat hoac khoa hoc va c6 nhiéu kha ning hon mot may tinh c4 nhan thong thuong
c6 thé két ndi véi ...

5.11. Server ) o ‘

Server (may chu) 1a mot hé thong (phan mém va phan cirng may tinh phu hop)
dap Gmg yéu cau trén mot mang may tinh dé cung cap, hoic hd trg cung cap mot
dich vu mang. Cac server c6 thé chay trén mot may tinh chuyén dung, ma ciing
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thuong dugc goi 1a "may chu”, hoic nhiéu mdy tinh ni mang c6 kha niang may
chu luu tri

5.12. Thiét bi di dong
- 6 cung di dong trong mang

6. Phuong tién truyén thong

6.1. Coax ) ‘ ‘

La ki€u cap dau tién dugc dung trong cac LAN, cau tao cua cap dong truc gom: -
Day dan trung tdm: ddy dong hoic day dong bén. - M 6t 16p cach dién gitra day
dan phia ngoai va day dan phia trong. - Dy dan ngoai: bao quanh day dan trung
tam dudi dang diy dong bén hoic 1a. Day nay co tac dung bao vé day din trung
tam khoi nhidu dién tir va duoc nbi dat dé thoat nhidu. - Ngoai cing 1a mot 16p vo
plastic bao vé cap.

Uu diém cua cap dong truc: 1a ré tién, nhe, mém va dé kéo day. Cap mong (thin
cable/thinnet): ¢6 duong kinh khoang 6mm, thuoc ho RG-58, chiéu dai duong chay
t6i da 1a 185 m. - Cap RC-58, tré khang 50 ohm dung voi Ethernet mong. - Cap
RC-59, tr& khang 75 ohm dung cho truyén hinh cap. - Cap RC-62, tré khang 93
ohm dung cho ARChnet.

6.2. UTP/STP ’ ) ‘ ‘
Cap xoan do6i c6 vo boc chong nhicu STP (Shielded Twisted- Pair). - G 6m nhiécu
cap xoan dugc phu bén ngoai mot 16p vo lam bang diy dong bén. Lop vo ndy ¢o
tac dung chéng EMI tir ngoai va chong phat xa nhiu bén trong. Lép vo boc chdng
nhidu nay duoc ndi dat dé thoat nhidu. Cap xoan ddi cd boc it bi tac dong bai nhidu
dién va truyén tin hiéu xa hon cap xoan doi tran. - Chi phi: dt tién hon Thinnet va
UTP nhung lai ré tién hon Thicknet va cap quang. - T 6c do: toe do 1y thuyét
500Mbps, thuc té khoang 155Mbps, véi duong chay 100m; téc d6 phd bién
16Mbps (Token Ring). - Do suy dan: tin hiéu yéu dan néu cap cang dai, thong
thuong chiéu dai cap nén ngan hon 100m. - Pau ndi: STP sur dung dau néi DIN
(DB -9).

Cap xoan doi khong co vo boc chéng nhidu UTP (Unshielded Twisted- Pair). Gom
nhiéu cip xoan nhu cap STP nhung khong co 16p vo dong chdng nhidu. Cap xoin
do6i tran sir dung chuan 10BaseT hoic 100BaseT. Do gia thanh ré nén di nhanh
chong trd thanh loai cap mang cuc bd duge uu chudng nhat. Po dai tdi da cia mot
doan cap 1a 100 mét. Do khong c¢6 vo boc chdng nhidu nén cap UTP dé bi nhidu
khi dit gan cac thiét bi va cap khac do d6 thong thuong dung dé di day trong nha.
Pau ndi dung dau RJ-45.
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Cap UTP c6 niam loai: - Loai 1: truyén 4m thanh, toc d6 < 4Mbps. - Loai 2: cap
nay gébm bdn day xodn ddi, toc d6 4Mbps. - Loai 3: truyén dit liéu véi tbc do 1én
dén 10 Mbps. Cap nay gom bdn day xodn doi véi ba mit xodn trén mdi foot ( foot
1a don vi do chiéu dai, 1 foot = 0.3048 mét). - Loai 4: truyén di liéu, bén cip xoin
déi, tbc do dat dugc 16 Mbps. - Loai 5: truyén dit liéu, bdn cap xoan déi, téc do
100Mbps. Céap xoan c6 vo boc SCTP-FTP (Screened Twisted-pair). FTP 1a loai cap
lai tao gitra cap UTP va STP, n6 hd trg chicu dai téi da 100m.

6.3. Fiber

Céap quang c6 ciu tao gom day din trung tam 1a soi thay tinh hozc plastic da duoc
tinh ché nham cho phép truyén di ti da cac tin hiéu anh sang. Soi quang dugc
trang mot 16p nham phan chiéu céc tin hiéu. Cap quang chi truyén song anh sang
(khong truyén tin hiéu dién) véi bang thong rat cao nén khong gip cac sy ¢b vé
nhiéu hay bi nghe trom. Cap dung ngudn sang laser, diode phat xa anh sang. Cap
rat bén va do suy giam tin hiéu rat thap nén doan cap c6 thé dai dén vai km. Bang
thong cho phép dén 2Gbps. Nhung cap quang c6 khuyét diém 1a gia thanh cao va
khé lép dat. Cac loai cap quang: - Loai 161 8.3 micron, 16p 16t 125 micron, ché do
don. - Loai 161 62.5 micron, 16p 16t 125 micron, da ché dd. - Loai 16i 50 micron,
I6p 16t 125 micron, da ché do. - Loai 16i 100 micron, 16p 16t 140 micron, da ché do.

6.4. Phwong tién truyén thong c6 thé doi di dwoc
6.4.1 Bang tu

Cassette (con duoc goi Compact Cassette hoic phién dm cat-xét) 1a mot thiét bi
dung dé luu trix dir liéu 1a tin hiéu hinh anh hay am thanh. Tai Viét Nam, khi noi
dén Cassette, thuong duoc nghi dén bing nhac Cassette, xa hon chat 13 nghi
dén may Cassette, va sau nay 13 biang Video Cassette. Ra doi tir thap nién 60, pho
bién rong tir cudi thap nién 70, trong gan 40 niam, Cassette dong mot vai trd quan
trong trong viéc ghi 4m va truyén ba 4m nhac, ra doi sau bang cdi (¢ Viét Nam con
goi 14 bing Akai) va dia nhya va chat luong am thanh khong bang nhung Cassette
dugc tng dung nhiéu trong cong nghé thu-phat 4m thanh va dat dugc muc phd
bién cao hon vi tién loi, nhé gon va gia thanh ré. Tir nhitng ndm 90, cing véi Viéc
phat trién k¥ thuat s6 va su ra doi nhitng Ky thuat ghi 4m, ghi hinh tan ky hon, nhu
dung dia CD, DVD, do d6 Cassette da khong con duoc wa chudng nira va dan dan
chim vao quén lang.

6.4.2. CD-R

Pia CD (tiéng Anh: Compact Disc) 1a mot trong céc loai dia quang, ching thudng
ché tao bang chat déo, dudng kinh 4,75 inch, dung phuong phap ghi quang hoc dé
luu trit khoang 80 phut am thanh hoac 700 MB dir li¢u may tinh da dugc ma hoa
theo k§ thuat sd.
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6.4.3. O ctng

O dia ctrng, hay con goi 14 0 cirng (tiéng Anh: Hard Disk Drive, viét tit: HDD) 1a
thiét bi dung dé luu trir dir li€u trén bé mat cac tam dia hinh tron phu vat liéu tir
tinh.

O di fa cimg la loai bd nh¢ "khong thay doi 61" (non-volatile), c6 nghia 1a chiing khong
bi mét dir liéu khi ngimg cung cap ngudn dién cho chung.

O dia cting 1a mot thiét bi rat quan trong trong hé thong boi ching chira dir liéu
thanh qua cua mot qua trinh lam viéc cua nhiing nguoi sir dung may tinh. Nhiing
su hu hong cua cac thiét bi khac trong hé thong may tinh c6 thé stra chira hodc thay
thé dugc, nhung dir liéu bi mat do yéu t& hu hong phan cing cua 6 dia cung
thuong rat kho lay lai duoc.

O dia cing 1a mot khdi duy nhét, cac dia cing duogc lip rap cd dinh trong 6 ngay tir
khi san xuat nén khong thé thay thé¢ dugc cac "dia cing" nhu véi cach hiéu nhu doi
vo1 0 dia mém hodc 6 dia quang.

6.4.4. Dia

Pia CD (tiéng Anh: Compact Disc) 1a mot trong cac loai dia quang, chiing thudng
ché tao bang chat déo, duong kinh 4,75 inch, dung phwong phap ghi quang hoc dé
luu trlr Khoang 80 phut am thanh hoac 700 MB dir liéu may tinh da dugc ma hoda
theo k§ thuat sd.

6.4.5. Flash Card

Flashcard hoic Flash Card 1a loai thé mang thong tin (tir, 6 hoic ca hai), dugc
st dung cho viéc hoc bai trén 16p hoac trong nghién ctru ¢4 nhan. nguoi dung sé
viét mot cau hoi & miat trude thé va mot cau tra 1oi ¢ trang sau. Nguoi ta thuong
dung flashcard hoc tir ving tiéng Anh rat hiéu qua. Ngoai ra c¢6 thé dung flashcard
dé hoc ngay thang niam lich sir, cong thirc hoac bat ky van dé gi c6 thé duoc hoc
thong qua dinh dang mot cau hoi va cau tra loi. Flashcard duoc st dung rong rai
nhu mot cach rén luyén dé hd tro ghi nhé bang cach lap di 1ap lai cach nhau

6.4.6. SmartCard
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Thé thong minh, thé gin chip, hay thé tich hop vi mach (integrated circuit
card -1CC) la loai thé bo tai thuong co kich thudc cua thé tin dung, bén trong chira
mot mach tich hop c6 kha nang lwu trit va xt 1y thong tin. N6 ¢6 thé dong vai tro
nhu thé can cudc, thuc hién viéc xac thuc thong tin, luu trir dit liu hay dung trong
cac ung dung thé. Co hai loai thé thong minh chinh. Cac thé nhé (Memory card)
chi chtra cac thanh phan bo nhé bat bién(non-volatile memory), va ¢ thé c6 mot s6
chtrc niang bao mat cu thé. Thé vi xur Iy chira bd nhd kha bién(volatile memory) va
céc thanh phan vi xtr 1y. Thé 1am bang nhya, thuong 1a PVC, d6i khi ABS. Thé ¢
thé chtra mot anh 3 chiéu (hologram) dé tranh cac vu lira dao.
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Bai 4: Mat ma cong khai mé hinh wng dung
Ma bai: MD22-4

Gidi thi¢u: Bai 4 trinh bay mat ma cong khai moé hinh tng dung.
Muc tiéu:

— Trinh bay céc giai thudt vé mat ma;
— Trinh bay mé hinh khéa cong khai trong hé théng;
— Thiét ké dugc co so ha tang khoa cong khai;
— Chinh xac, can than, ti mi, khoa hoc.
N1 dung chinh:

1. Attacks
1.1. Weak Keys ’
Hacker c6 thé xam nhap hé thong dung cac k¥ thuat brute-force attacks, trojan

horce, IP spoofing va packet sniffer.

Thudng mdt cudc tan cong brute-force attack duoc thuc hién dung 1 chu trinh chay
xuyén qua mang va c6 gang xen vao chia sé moi truong. Khi hacker gianh duoc
quyén access dén mot nguon tai nguyén, hacker ciing voi user cling chia sé quyén
loi. Néu nhu c6 du tai nguyén thi hacker s& tao ra mot caa s6 kin cho 1an access
Sau.

Hacker c6 thé lam thay ddi bang dinh tuyén trong mang. Diéu d6 sé& lam chic chin
rang tat ca cac goi tin s& duoc goi dén hacker trude khi duoc goi dén dich cudi
cung.

Trong mat vai trudng hop, hacker c6 thé giam sat tat ca cac traffic, that sy tro
thanh mot man in the middle.

Ta c6 thé han ché password attack bang nhing cach sau:
Khéng cho phép user dung cung password trén cac hé théng.

Lam mat hiéu luc account sau mot vai 1an login khong thanh cong. Budc kiém tra
nay giup ngan chin viéc ra soat password nhiéu lan.

Khong dung passwords dang clear text: dung k¥ thuat OTP hoac ma hoa password
nhu d3 trinh bay phan trén.

Dung “strong” passwords: Dang password nay dung it nhat 8 ky tu, chira cac
uppercase letters, lowercase letters, nhitng con sé va nhimg ky tu dac biét.

1.2. Mathematical
Phuong phép tan cong todn hoc
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1.3. Birthday

Tan cong Ngay sinh 13 mot loai tdn cong mat ma dya trén sy khai thac van dé Ngay
sinh(Birthday problem)- mét hién tugng xac suit tao ra nghich 1y déi voi cam giac
cta con nguoi, do vay con dugce goi 1a “Nghich Iy Ngay sinh”(Birthday paradox).
Bai nay phén tich va chirng minh hién tuong nghich 1y trén cing v6i méi lién hé
g dung mat ma trong tan cong/phong vé tan cong. Cudi bai 1a mot chuong trinh
v6i ma ngudn thyc thi, kém theo cac giai thich can thiét. Kién thtrc trong bai phan
16n 1a nhirng kién thirc phd thong cho nén cac ban s& hiéu dugce d& dang, chi can tbt
nghiép phé) thong trung th(bﬁng that, hoc that). Ban s& gdp thuan loi ddi véi mot
vai chi tiét khac néu ban c¢6 trinh d6 tin hoc cin ban. Vé phﬁn chuong trinh thi ban
can biét so qua vé ngdn ngit C++, ban s& 1am viéc véi hé Unix/Linux néu muén
thuc hanh chuong trinh. Con lai khai niém nao chua dugc thong tin déy du, ching
s& thudc vé chil dé trong tAm trong cac bai sau.

Bai nay ciing 13 co s cho cac khai niém co thé gip trong cc bai sau ¢o lién quan
dén cac van dé bi mat thong tin, cac thuat todn mat ma, thuat todn mat ma khong
an toan, tdn cong tién anh, tdn cong tién anh tht hai, tin cong xung dot manh,
chién lugc tim kiém, k¥ thuat mat ma khoa cong khai, thuc hanh ma hoa va giai ma
thong tin, thyc hanh ky k¥ thuat s, thuc hanh xac minh chir ky k¥ thuat sd, thuc
hanh x4c minh chtng chi tham dinh an ninh mang.

Néu ban dang & trong mot nhém ngudi ngau nhién trong mot cin phong véi sb
nguoi 16n hon con sb 23, ban c6 thé ca cuge véi ai d6 rang co it nhat mot cip hai
nguoi nao d6 co tring ngay sinh, va phan thing s& nghiéng vé ban. Mot nam khong
ké ndm nhuan 13 c6 365 ngay vi thé co 365 ngay sinh khac nhau, mot con sb 16n
hon nhiéu so véi 23 1am cho chiing ta c6 cam giac day 1a diéu nghich 1y. Nhung 1y
thuyét xac suat thong ké di chi ra rang véi 23 ngudi ngau nhién thi xac suét co it
nhat hai nguoi c6 tring ngay sinh 1a 50%.

Goi x4c suat can tinh 1a P(A). Chung ta giai bai toan nguoc lai, tim xac suat P(A”)
dé 23 nguoi ngau nhién cé ngay sinh hoan toan khac nhau.

Vi mdi mot ngudi déu co thé c6 ngay sinh 1a mot ngay trong 365 ngdy cua nim
nén s6 kha nang vé tinh trang ngay sinh cta 23 ngudi s& 1 chinh hop lap chap 23
ctia 365 phan tur

nf—=365%

S6 kha nang thuan loi 1 s6 bd 23 ngay sinh ma khong cé cip hai ngay sinh nao

trung nhau, ddy chinh 13 chinh hop(khong lap) chap 23 ciia 365 phan tir

! 365!
P(nk)=—% __—
k) (n—k)! (365—23)!

Viy xac suat P(A”), tir 46 xac sut P(A) s& bang
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P(n,k)  nI 365!

= — = ~0.4927 (49.27 %
" n*(n—k)! 3652(365—23)! 2

P(A')=

P(A)=1-P(A')=1-0.4927=0.5073(50.73 %)
Cong thirc tong quat cho n nguoi, xac sudt p(n) dé c6 it nhat hai nguoi trong n
ngudi ngau nhién trung ngdy sinh s& 1a

365!
365"(365—n)! (x

Dé thir két qua, ban dung mot tién ich tinh toan. 365! 1a mot s6 rat 16m, co dén 778
chir s6 0, mot chuong trinh tinh toan binh thuong khong tinh dugc. Ban chay
chuong trinh kcalc, vao menu Settings, chon ché d6 khoa hoc(Science Mode)

2. Cac thuat giai (Algorithms)

2.1. Co s toan hoc

Céc cau truc diéu khién, Cac phép bién doi tir sb nguyén sang nhi phan, nguoc lai.

p(n)=1-

Céc thuat toan sap xép, tim kiém. Biéu dién mang, chudi.

Lénh if:

Cu phap: if ( diéu kién) Phat_bicul ;

Bi€u thure di¢u kién dugc tinh toan (tra tri 0: sai; 1: ding)
Hoac: if ( bi€u thirc) Phat_biéul;

else Phat bicu2;

<I--
#include<stdio.h>
int Max3(int a, int b, int c)
{

int max=a;

if(max < b)

max=b;
if(max < c)

Max=c,
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return max;

by
void main()
{
int kg = Max3(4,8,2);
printf("max la: %d", kq);
by
-->

Lénh switch

— Cu phap :switch (biéu thuc).

{
case N1 : Iénh 1; break;

case N2 : Iénh 2; break;

[ default : 1énh;]
¥

switch case hay con goi 1a cau tric chon. néu bi€u thirc thoa case 1 thi s€ thuc hién

khéi 1énh 1 dong thoi s& thoat khoi switch bang 1énh break, néu khong thoa thi cir

xuong dudi kiém tra tiep tuc.

Vi du: Viét chuong trinh cho ngudi ding nhap 1,2 hodc 3 va xuat thong bao tic vu

ma ho da nhap.

<I--
#include<stdio.h>

void main()

{

int Choice;

printf("Ban go vao tac vu: 1, 2 hoac 3: \t");
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scanf("%d",&Choice);
switch (Choice)
{
case 1:
printf("Ban vua chon 1");
break;
case 2 :
printf("Ban vua chon 2");
break;
case 3 :
printf(*Ban vua chon 2");
break;
default:
printf(*'Ban da khong chon 1, 2 hoac 3");
break;

Két luan:
Viy la chiing ta da hinh dung dugc cau tric diéu khién, day 1a cac cau lénh quan
trong ma C hodc bat ky ngén ngit 14p trinh ndo ciing trang bi. N6 duoc sir dung rat
nhiéu trong 1ap trinh.
Bai tdp dé nghi:
.Tinh diém TB cua 3 mén Toan, Ly, Hoa va Xép loai hoc luc:
o DTB<5: Yéu
5<=DTB<7: TB
7<=DTB<8: Kha
8<=DTB<9: Gioi
DTB>9: Xuat sic

o O O O
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2.2. Hashing

Ham biam (tiéng Anh: hash function) 1a giai thuat nhim sinh ra cac gia tri
bim tuong tng v6i mdi khdi dir liéu (co thé 13 mot chudi ky tw, mot dbi twong
trong 1ap trinh hudng dbi tuong, v.v..). Gia tri bamdoéng vai gan nhu
mot khéa dé phan biét cac khéi dir li¢u, tuy nhién, ngudi ta chap hién twong
tring khoéa hay con goi 1a dung do va ¢ ging cai thién giai thuat dé giam thiéu
su dung d6 d6. Him bam thuong dugc dung trong bang bim nhdm giam chi phi
tinh toan khi tim mot khéi dir liéu trong mot tap hop (nho viée so sanh cac gia tri
bam nhanh hon viéc so sanh nhiing khoi dir liéu c6 kich thude 16m).

Vi tinh théng dung cua bang bam, ngay nay, da s6 ngon ngit 1ap trinh déu cung cap
thu vién ing dung bang bam, thuong goi 1a thu vién collection trong d6 c6 cac van
dé nhu: tap hop (collection), danh sach (list), bang(table), anh xa (mapping), tir
dién (dictionary)). Thong thuong, cac lap trinh vién chi can viét ham bam cho cac
d6i tuong nham tich hop véi thu vién bang bam da duoc xay dung san.

Mbt ham bam tot phai thoa man céc diéu kién sau:

o Tinh todn nhanh.

o Cac khoa dugc phan bd déu trong bang.

o It xay ra dung do.

o Xu ly duoc cac loai khoa co kiéu dit liéu khac nhau.
2.3. Symmetric: RSA , Diffe-Hellman

Trong mat ma hoc, cac thuit toan khoéa do6i xing (ticng Anh: symmetric-key
algorithms) la mot 16p cac thuat toan mat ma hoa trong d6 cac khoa dung cho viéc
mat ma hoa va giai ma c6 quan hé rd rang v6i nhau (c6 thé d& dang tim duoc mot
khoa néu biét khoa kia). M4 khoa loai nay khong cong khai.

Khoa dung dé mi hoa co6 lién hé mot cach rd rang véi khoa dung dé giai ma co
nghia chung c6 thé hoan toan giéng nhau, hodc chi khic nhau nho mot bién doi
don gian gitra hai khéa. Trén thuc té, cac khoa nay dai di€n cho mot bi mat duoc
phan hudng bdi hai bén hoic nhiéu hon va dugc sir dung dé giit gin sy bi mat trong
kénh truyén thong tin.

Nhiéu thuat ngir khac danh cho viéc ma hoéa dung chia khoa ddi xtmg bao gém cac
phuong phap ma hoa don khoa (single-key), phuong phap ma hoa mét khoa (one-
key) va phuong phap ma hoa khéa ca nhan (private-key). Cach sir dung thuat ngi
sau cung do6i khi gay xung dot voi thuat ngir khoa ca nhan (private-key) dung
trong mat ma hoa khoa cong khai (public key cryptography).

2.4. Asymmetric: DES , 3DES

Céac hé mat ma ¢ dién dojoc gidi thiéu trong chojong trojée déu thudc loai mat ma
dong (stream cipher), trong d6 phép bién d6i mat ma thuc hién trén timg ky tu doc
lap. Tuy nhién ngay nay dojoc oja chudng sir dung hon 13 mét kiéu mat ma khac —
mat ma khoi (block cipher) -- trong d6 tirng khéi nhiéu ky tu dojoc ma héa cing
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mot lac. Trong mat ma khéi, cac tham sé quan trong 1a kich thoyde (d6 dai khdi) va
kich thojdc khoa. Cac khai niém nay dojoc minh hoa qua vi du sau day.

ke D00 | D01 [ D10 [ OFD | 100 | 101 | 110 | 111
0 o1 e o rio [ 00D | 100 | OO | 1Ol | o1l
1 0or o ey 1o {Oorr | o1l | 000 | 101
2 001 | 000 | 100 [ 101 ( 110 | e | Olo | o1l
3 100 | 101 | 110 (111 | 000 | 001 | 010 | Ol
4 101 | 1o | 100 (010 | o11 001 (o1l | 111

Theo bang nay, dir liéu plaintext 010100110111 s¢ dugc ma hoa thanh:
010100 110111 =>111 011 000 101 theo key=1
010100 110111 =>100 011 011 111 theo key=4

O day sb lojong khéa 1a 5, do 272 < 5 < 23 nén can 3 bit dé biéu dién va loju giir
khoa, tirc 1a kich thojdc khoa 1a 3. Bong thoi kich thojoc khéi ciing 1a 3.

Ciing qua vi du don gian nay (chi c6 tinh chat minh hoa), ta thay rang néu cac tham
s6 kich thoigc khoi va khoa qua nhé thi mat ma rat dé bi pha bang cac tin cong
thong qua phan tich thong ké. Chang han trong vi du trén, néu ké thi nhan dojoc
mot khéi ma ciphertext 001 thi n6 c6 thé dé dang suy ra plaintext tojong ung chi co
thé 1a 000 hoic 101 (nho thdng ké trén bang bién dbi ma). Vi vay, cac diéu kién
can cho mat mi khoi an toan 1a: e Kich thoidc khéi phai du 16n dé chong lai cac
loai tin cong pha hoai bang phojong phap thong ké. Tuy nhién can lopu y rang kich
thojoc khéi 16n s& lam thoi gian tré 16n. e Khong gian khoa phai du lon (tac 1a
chiéu dai khéa phai du 16n) dé chong lai tim kiém vét can.Tuy nhién mat khac,
khoa can phai du ngan dé viéc 1am khoa, phan phdi va lopu trit dojoc hiéu qua. Vé
cac nguyén ly thiét ké mat ma khoi, ngojoi ta dd ghi nhan 2 nguyén tic co so sau
dé c6 bao mat cao, do6 1a viéc tao ra confusion (tinh hon loan, ric réi) va diffusion
(tinh khuéch tan). Confusion. (HGn loan, rac rdi) Su phu thuc cua ban ma di véi
ban rd phai thuc phtc tap dé gy rac réi, cam giac hon loan ddi véi ké thu c6 ¥
dinh phén tich tim qui luat dé phd mi. Quan hé ham sé cua ma-tin 13 phi tuyén
(non-linear). Diffusion. (Khuéch tan) Lam khuéch tan nhiing mau van ban mang
dic tinh thong ké (giy ra do doj thira cia ngon ngit) lan vao toan b van ban. Nho
d6 tao ra kho khin cho ké thu trong viéc do pha ma trén co s& thong ké cac mau
lap lai cao. Sy thay doi cua mot bit trong mot khéi ban rd phai dan téi su thay dbi
hoan toan trong khdi ma tao ra. Mét cach don gian nhat, confusion ¢ thé dojoc
thuc hién bang phép thay thé (substitution) trong khi diffusion dojoc tao ra bang
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cac phép chuyén d6i chd (transposition/permutation) hay hoan vi. Toan bo so do
bién d6i mat mad s& 1a mot lojéi cac bién d6i thay thé-hoan vi (substitution-
permutation network).

Vi du 2.2: Phép hoan vi cot: Bé mi hoa “computer security”,
ta viét lai thanh nhiéu hang 5 cot

compu

terse

curit

y.

M3 tao ra bang cach viét lai theo cot: CTCYOEUMRRP S1UE T Bén canh
cac nguyén tac tao tinh bao mat néi trén, viéc thiét ké mat ma khoi ciing dé cao cac
nguyén tac cai dit hiéu qua.: Cai dit cho phan mém can d¢am bao tinh mém déo va
gia thanh thap. Cai dat cho phan cang can dam bao toc do cao va tinh kinh té. Dé
dap @ng t6t cac nguyén 1y thiét ké da néu trén, cac thuat toan mat ma khéi thojong
dojoc t6 chirc nhop mét ciu tric nhiéu vong 1ap

3. St dung mat ma

3.1. Bao mat o

Bi mat: Chi c6 nguoi nhan da xac thuc co the lay ra duoc ndi dung cta thong tin
chtra dung trong dang di mat ma hoa cta nd. No6i khac di, né khong thé cho phép
thu lvgm duoc bat ky thong tin dang ké nao vé noi dung cua thong diép.

3.2. Toan ven dir ligu 7

Nguoi nhan can c6 kha nang xac dinh dugc thong tin c¢6 bi thay doi trong qua trinh
truyén thong hay khong.

3.3. Xac thuc ?

Nguoi nhan can c¢6 kha nang xac dinh nguoi gui va ki€m tra xem ngudi gui do co
thuc sy gui thong tin di hay khong.

3.4. Tinh khong choi tir

Nguoi gui khong theé tir choi viée minh da giri thong tin di.

3.5. Kiém séat truy cap

Néu nhu Xac thuc (authentication) 1a pha dam bao an toan dau tién ma hé thdng

can kiém soat khi ngopoi s dung méi dang nhap, nham dam su chinh danh, thi
diéu khién truy nhap (AC: access control) 13 pha thtr hai quyét dinh xem ngooi
dung c6 thé 1am gi va nhoy thé nao trong ngdi nha hé théng nay. Trong gido trinh
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“Security Engineering”, tac gia Ross Anderson c6 viét “Its function is to control
which principals (persons, processes, machines, ...) have access to which resources
in the system -- which files they can read, which programs they can execute, and
how they share data with other principals, and so on”. C6 thé hinh dung hé théng
c6 mot kho tap hop céac tai nguyén (files, tién trinh, cong thiét bi ...) ma NSD
(thong qua tién trinh thuc hién) c6 thé dugce cho phép truy nhap dén mot mic do
nao do (tir khong dojoc phép dén toan quyén), va ciing c6 thé chia sé nhiing quyén
truy nhap ma minh c6 nay véi cac NSD khac. Mot co ché diéu khién truy nhap cu
thé (AC mechanism) s& quyét dinh toan bd cau chuyén cho phép va chia sé quyén
st dung tai nguyén nay.

Y nghia mang tinh nén moéng ctua AC cho thay tam quan trong va su pho bién rong
rdi ciia n6. D& nhin thay AC c6 mat & hau khap cac ung dung lién quan dén doanh
nghiép, cac hé co so dir lidu, va dojong nhién 1a cac hé diéu hanh va trinh diéu
khién thiét bi phan ciing. Pojong nhién khai niém vé AC da ra doi tir rat som khi
ma mot ¢d may tinh toan khong phai dojoc ché tao cho chi mot NSD ma 1a mot tap
hop ngojoi, chia sé sur dung, voi cac nhiém vu (va kéo theo no6 1a pham vi st dung
tai nguyén) khac nhau ma c6 thé rat phong pha. Vay mé hinh dau tién vé AC da
dojoc hinh thanh nhu thé nao va tir bao gio? M6 hinh dau tién dojoc biét dén vé AC
]a mot mo hinh rat co ban, mé hinh ma tran diéu khién truy nhap (access control
matrix), duoc dua ra dé nghién ciru co ché bao vé hé théng (Protection), tic 1a
thudc vé nhitng nghién ctru dau tién trong linh vuc anh toan thong tin. M6 hinh bao
vé nay dojoc doja ra boi Lampson (1971), sau d6 dugc lam min hon béi Graham va
Denning (1972) va dojoc nang cao thanh mot mé hinh khai quat vé bao vé hé diéu
hanh (“Protection in Operating Systems”, 1976). O day cac tac gia khai quat khai
niém hé théng nhol mot mdy trang thai, trong d6 tinh trang an toan (dwoc bao vé
cua hé thong) dojoc goi 1a trang thai bao vé (protection state). Trang thai bao vé
nay cé thé mo ta bang cac thudc tinh ché do cai dit cua hé thong co lién quan dén
bao vé. Sy hoat dong khong ngiing cia hé théng s& gay nén sy chuyén dich cua
trang thai bao vé. Chang han nhu su thay d6i quyén tojong tac cia moét NSD vai hé
théng, du chi 1a thém vao hay b6t di kha ning st dung ddi véi mot tép dix liéu.
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4. M6 hinh PKI ( Co sé¢ ha ting khoa cong khai )
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4.1. Chitng nhan (Certificates)

PKIs dua vao mot thiét bji mat md dé bao dam cac khoa cong khai dugc quan 1y an

toan. Cac thiét bj nay khong hoat dong cung lac duoc thuc hién ¢ cac ham mang

rong c6 lién quan dén viéc quan 1y phan phdi khod, bao gdm cac thanh phan sau:

-chtng thuc va ding ky mat ma dau cudi

-kiém tra tinh toan ven cta khoa cong khai

-chting thuc yéu cau trong qua trinh bao quan cac khoa cong khai

-bi mat cap phat khoa cong cong

-huy bo khoé cong khai khi n6 khong c6 du gia tri 4o dai

-duy tri viéc thu hoi cac thong tin vé khod céng cong (CRL) va phan bo thong tin

(thong qua CRL cap phat hodc dap tng dén Online Certificate Status Protocol

[OCSP] messages).

-dam bao an toan vé do 16n cua khoa.

‘Public Keys Certificates :

Muc tiéu cta viéc trao d6i khod bat d6i xtimg 1a phat mot cach an toan khoa cong

khai tr nguoi gui (mé hoa) dén ngudi nhan (giai ma). PKI hd tro tao didu kién cho

viéc trao d6i khoa an toan dé dam bao xéac thuc cac bén trao d6i véi nhau.

Public key Certificate dugc phat boi Certificate Authority(CA ). Pé CA phat

public key certificate cho dap ing mat ma dau cudi thi dau cudi dau tién phai dang

ky vo1 CA. Qua trinh dang ky gom: sy dang ky, su kich hoat, va su chung nhan

ctia mat ma dau cudi véi PKI (CAs va RAs). Qua trinh ding ky nhu sau:

« Mat ma dau cudi dang ky voi CA hoic RA. Trong qua trinh diang ky, mat mai
dau cudi dua ra cach nhan biét dén CA. CA sé& xé4c thuc dau cudi, phat public
key dén dau cubi .
« Céc dau cudi bat dau khoi tao phase bang cach tao ra mot public/private

keypair va public key ctia keypair duoc chuyén dén CA.
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« CA viét mat hiéu 1én public key certificate cung voi private key dé tao mot
public key certificate cho mat ma dau cudi.

Luc ndy cac mit ma dau cudi c6 thé yéu cau public key certificate tir mat ma dau
cudi khac. Chung c6 thé sir dung CAs public key dé giai ma public key certificate
dé thu duoc khoa thich hop-Registration Authorities:
Trong nhiéu trudng hop, CA s& cung cép tit ca cac dich vu can thiét ctia PKI dé
quan ly cac public key bén trong mang. Tuy nhién c6 nhiéu truong hop CA ¢ thé
uy nhiém lam cong viéc cua RA. mot s6 chire nang ma CA c6 thé uy nhiém thay
thé cho RA nhu:
kiém tra mat ma dau cudi thir da dang ky public key voi CA dé co private key ma
dugc dung dé két hop vai public key.

« Phat public/private keypairs dugc dung dé khoi tao phase cta qua trinh dang

ky.

« x4c nhén cac thong sd cua public key.

« phat gian tiép céc certificate Revocation List (CRL).
-Certificate Authorities :
CA dung dé cép phat chimg nhan, xac thue PKI clients, va khi can thiét thu hoi lai
ching nhan.
CA dai dién cho nguon tin cdy chinh ctiia PKI. Vi CA 14 yéu t duy nhat trong PKI
ma c6 thé phat Public Key Certificates dén cac mat ma dau cubi.
CA ciing ludn dap ung cho viéc duy tri CRL va phuc vu cac loai nhu: CRL Issuer.
PKI khong phai chi ¢ 1 CA ma PKI c6 thé thiét 1ap nhiéu CAs.
CAs gitp thiét lap cho viéc nhan dang cua céac thuc thé giao tiép v61 nhau duoc
dung dan. CAs khong chi chimg cho PKI client ma con cho nhimg CAs khac bang
cach cip phat nhitng chimg nhén sb dén ching. Nhitng CAs d3 chimg nhén lan
lugt c6 thé chimg nhan cho nhitg CAs khac cho dén khi mdi thuc thé ¢ thé uy
nhiém cho nhiing thyc thé khac c¢6 lién quan trong qua trinh giao dich.
a.Muc tiéu va cac chirc nang caa PKI
PKI cho phép nhitng ngudi tham gia x4c thuc 1an nhau va sir dung cac thong tin tir
cac chimg thuc khoa cong khai dé mat ma hoa va giai mi thong tin trong qué trinh
trao doi.
PKI cho phép céc giao dich dién tir duoc dién ra dam bao tinh bi mat, toan ve va
xéc thyc 14n nhau ma khong can trao d6i cac thong tin bao mat tir trudc.
Muc tiéu chinh cta PKI 1 cung cap khoa cong khai va xac dinh mdi lién hé gitra
khoa va dinh dang ngudi dung. Nho vay, ngudi dung co thé sir dung trong mot sd
ung dung nhu :
-M3a hoa Email hodc xac thuc ngudi giri Email
-Ma hoé hoac chirng thuc van ban
-Xac thyc nguoi dung tng dung
-Céc giao thirc truyén thong an toan : trao d6i bang khoa bat d6i xtg, ma hoa
bang khoa ddi xing.
PKI bao gém cac thanh phan sau day:
-Phét sinh mét cdp khod riéng va khoéa chung cho PKI client
-Tao va xac nhan chir ky dién tr
-cap phat ching nhdo ngudi ding
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-Panh dau nhitng khoa da cap phat va bao tri qua trinh sir dung cia mdi khoa
-Huy bo nhitng diang ky sai va hét han

-Xac nhan PKI client

¢)Muc dich cua PKI

PKI duoc st dung véi cac muc dich :

-Ma hod: gitt bi mat thong tin va chi c6 nguoi ¢6 khoé bi mat mai gidi ma duoc.
-Tao chir ky s6 : cho phép kiém tra mot van ban ¢o phai da duogc tao vo1 mot khoa
bi mat nao do hay khong.

-Thoa thuan khoa: cho phép thiét 1ap khoa dung dé trao d6i thong tin bao mat giira
2 bén.

4.2. Revocation — Thu hai chirng nhan

4.3. Trust Models — Cac md hinh uy quyén

Kiém tra

Bai 5: Céc chinh sach va quy trinh thie thi an toan thong tin trén hé thong
Ma bai: MD22-5

Gidi thigu: Bai 5 trinh bay cac chinh sach va quy trinh thyc thi an toan thong tin
trén hé thong.

Muc tiéu:

— Sao luu va phuc héi dugc néu hé thdng gap su ¢o;

— Quan tri va phan quyén ngudi dung;

— Chinh xac, can than, khoa hoc, sang tao, linh hoat.
Noi dung chinh:

1. Phuc héi sau sw co

1.1. Backups

"Back-up dir liéu" c6 nghiala bansao chép cac dir liéu trong may
tinh (hodc tablet, smartphone) ctia ban va luu trit n6 & mot noi khac, phong khi
may tinh ctia ban gip van dé nhu hong 6 cung, bi nhiém virus ning, bi mat
may. Ban s& khong lo bi mat dit liéu trén may nira vi ban c6 thé backup dir
liéu ctia minh vé tir noi luu trit du bi. Cach nhanh nhét dé back-up dir liéu 13 su
dung cac 6 dia roi, 6 cung di dong, USB hay tham chi 1a dia DVD, VCD. Tuy
nhién day 1a cach 1am truyén thong di tré' nén 18i thoi, vi nguy co mat dit liéu do
cac nguyén nhén vét 1y cling c6 thé xay ra véi chinh céac thiét bi luu trit di dong
nay, d6 1a chua ké dén chi phi mua sim ciing khong hé ré va dung lugng luu
trir .Dir liéu 12 tai san quy gia d6i v6i mdi ca nhan va mdi doanh nghiép. Néu ban
khong mudn mot hom dep tro1 nao dé toan bd dir li€u cua minh luu trén may tinh
ca nhan, may tinh bang hay tham chi dién thoai di dong bdc hoi mat vi may bi
héong hay mat trom thi ban can  phai back-up dir  lidu.

1.2. Secure Recovery
Bao mat tinh phuc hoi dir liéu
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1.3. K& hoach huc hdi sau sw c6 (Disaster Recovery Plan)

Mot ké hoach phuc héi sau tham hoa (Disaster Recovery Plan - DRP) 1a mdt qua
trinh duoc van ban héa hodc tap hop cac quy trinh dé phuc hdi va bao vé ha tang
cong nghé thong tin (IT) khi xay ra tham hoa.

Tham hoa c6 thé 1a ty nhién (natural), méi trudng (environmental), hodc do con
nguoi (man-made).

Céac to chirc khong phai lac ndo ciing tranh dugc tham hoa, nhung véi mot ké
hoach k¥ ludng thi s& giam thiéu dugc anh hudng cta tham hoa. Muc dich cua ké
hoach phuc hdi sau tham hoa 13 giam thiéu thoi gian gian doan cua hé thdng va mét
mat dir ligu.

Thue té, mot ké hoach DRP hiéu qua khong chi giup giai quyét viéc bao vé va
phuc hdi cong ngh¢, ma con can c6 nhitng yéu té can thiét nhu con nguoi, quy
trinh va thu tuc dé tao nén thanh céng thuc sy. N6 con cho phép nguoi dung cudi
quan ly nguy co doanh nghiép, phan ung voi cac rui ro dinh tré hé thong, va hoan

tat cac giao dich kinh doanh m¢i, trong khi van bao vé dugc cac giao dich truyén
théng co vai tro toi quan trong v4i doanh nghiép.

Trong DRP, can phai dua ra cac budc chi tiét dé khoi phuc cac hé thong IT vé
trang thai binh thudng dé co thé hd tro hoat dong sau mot tham hoa. Trude khi xay
dung ké hoach khoi phuc chi tiét, can phai thuc hién danh gia rai ro (Risk
Assessment - RA) va/hoidc phan tich tac dong (Business Impact Analysis - BIA) dé
xac dinh cac dich vu IT hd trg cac hoat dong quan trong cua td chuc; sau do xay
dung céc thoi gian khoi phuc va diém khoi phuc. Sau d6 can tién hanh xay dung ké
hoach chung phuc hdi tham hoa (Disaster Recovery Strategies), sau do 1a cac ké
hoach chi tiét thuc hién (Disaster Recovory Plan).

2. Tinh lién tuc trong kinh doanh (Business Continuity)

2.1. Cac tién ich
Cong nghé quang va cong nghé luu trit cho phép bao dam tinh lién tuc trong kinh
doanh va khac phuc tham hoa.

2.2. High Availability/Fault Tolerance
Su khac nhau co ban gitra Fault Tolerance va High Availability 1a: Fault tolerance

khong gy ra su gian doan cho hé théng nhung chi phi s& cao hon nhiéu, con High
Availablility giam thiéu téi mac ti da sy gian doan cua hé thong

Fault Tolerance dya vao cac phan cang dic biét dé xac dinh cac 16i phan ctng va
ngay lap tic thay thé bang cac thanh phan dy trir. Pidu ndy c6 vé kha suéng va da
vi hé thong ludn chay mugt ma khong ngirng nghi nhung thuc té thi phai tra gia
kha cao cho ca phan cing va hiéu ning béi vi cac phan cang du trix cha 1am gi ca
ma chi chd may thang chinh bi hu 14 nhay vao thay thé ma thoi. Ngoai ra, khi c6 sur
cb thi hiéu niang c6 thé s& giam xudng néu nhu cac thanh phan thay thé c6 toc do
xt Iy khong bang thanh phan bi hu hai.
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Trong khi d6, High Availability khong tién hanh thay thé cic thanh phan phan
ctrng bi 1i. High Avalibility sir dung tap hop cac hé théng chia sé tai nguyén nham
giam thiéu téi muac téi da thoi gian hé thdng khong hoat dong bang cach nhanh
chong phuc hdi cac dich vu thiét yéu trong khoang thoi gian chwa t6i 1 phat. Do
vay, véi High Availability, ngudi ding s& c¢6 thé chiu dung mét vai khoang thoi
gian “downtime” ngan cua hé thong.

High Availibility thudng duoc st dung nhiéu hon bdi vi chi phi thap hon nhiéu
so v&i Fault Tolerance va cac cong ty, tap doan co thé chap nhan dugc khoang thoi
gian “downtime” cua hé théng. Cac cong ty Dich vu thudng dua ra con sé wéc
luong khoang thoi gian ma dich vu cia cic cong ty d6 sdn sang bang “nines of
availabillity” nhu Amazone la three nines of availibility (99.9% uptime) — tirc 1a
downtime khoang 43.2 phut/thang. Con Hadoop sur dung Fault Tolerance nhu mot
giai phap dam bao dir liéu trén HDFS. Ngoai ra RAID ciing 12 mot cach thé hién
ctua Fault Tolerance khi dit liéu duoc luu trit va back-up trén nhiéu dia ctng khac
nhau.

2.3. Backups

3. Chinh sach va cac quy trinh (Policy and Procedures)
3.1. Chinh sach an toan thong tin (Security Policy)

Chi thi va huéng dan vé an toan thong tin.

3.2. Chinh sach phan wng truéc s co (Incident Response Policy)

4. Quan tri phan quyén (Privilege Management)

4.1. Quan tri vai tro nguwoi dung / nhém (User/Group Role Management)

User va Group la nhitng thanh phén co ban dé quan 1y may tinh va tai nguyén trén
may tinh. Ty vao mirc do dugc cip quyén ma nguoi dung c6 quyen truy xuat vao
nhimg tai nguyen nao trén may tinh, hodc trong h¢ théng mang. O bai nay ching ta
tim hiéu vé cach tao va quan 1y user trén mdy cuc bo (local host).

Pay 1a hé théng quan 1y nguoi dung (User) va nhom nguoi dung (Group) cia
Windows. Ban c6 thé tim thdy trinh quan 1y nday trén cac phién ban
Workstation: Windows XP pro, Windows Vista & Windows 7 professional |,
Ultimate, Windows server (chua dung Domain).

Trong truong hgp Windows server chua 1én Domain thi chung hoat quan ly user va
Group nhu Windows workstation. Khi da nang cap 1én Domain thi Local user and
group khong hoat dong nira, thay vao do 1a Active Directory User and Computer .

4.2. Pang nhap don (Single Sign-on)

Vé6i hé théng co nhiéu website va application thi viéc sir dung Single Sign On
(SSO) 1a kha can thiét nham dem lai nhiéu thuan tién cho ngudi dung va tang tinh
nang bao mat.SSO chi dugc trién khai sau khi da xay dung dugc hé théng xac thuc
va phan quyén. SSO ¢6 nhiém vu cung cép cho ngudi ding quyén truy cip nhiéu
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tai nguyén Web, Applications trong pham vi cho phép chi v6i mot lan dang nhap
(xac thuc). No1 thém vé Phan quyén (Access Control), c6 2 Rules chinh:

. Authentication: La qua trinh dé dinh danh mét nguoi dung c6 hop 1& hay
khéng. (Thuong thé hién qua mot form diang nhap)
. Authorization: La qua trinh kiém chung mot nguoi dung da duoc xac thuc
c6 du quyén truy Cap vao tai nguyén (ma nguoi dung) yéu cau hay khong.
Tai nguyén yéu cau c6 thé phu thudc vao Policy domain (cap quyen theo
domain) hodc mot policy dac biét nao do (vi du cap quyén theo cap).
SSO c6 thé duge st dung dudi cac dang:

1. Single Domain: Khi x4c thuc thanh cong vao domain.com, ngudi dung dong
thoi duoce xac thue vao cac sub-domain.domain.com ton tai.
2. Multi Domain: Khi xac thyc thanh cong vao facebook.com, ngudi dung
ddng thoi dugc xac thuc vao example.com
3. Applications vs Third-Party Products: vi du SSO gitra Oracle Access
Manager va IBM WebSphere Application Server
02 dang dau tién, SSO thuong st dung Cookie dé nhan dién, webserver (hay
webgate) guri cookie da duoc ma hoa cho browser da xac thuc thanh cong, cookie
nay s¢ 1a chia khoa str dung cho cac xac thuc to1 cac tai nguyén khac hoac cho céac
xéc thue co cing cap.

Phan Cookie duoc ma hoa cé thé bao gdm cac thong tin: session, distinguished
name cta ngudi dung di xac thyc thanh cong, IP cta client di yéu cau, thoi diém
khoi tao cookie, thoi diém stra ddi cookie.. cac thanh phan khong ma hoa cia
cookie c6 thé bao gdm: thoi gian expired, domain hoat dong, SSL/ Httponly...

Thuat :[oém ma hoa dugc recommend hién nay la AES, bén canh lé. cac thuat toan
kérp b@:n vitng hon nhung thong dung nhu MDS5-salt, RC4, RC6 van dugc st dung
pho bién trong cac ma hoa cookie/ session.

- Single Domain SSO
Cookie Path dugc cau hinh d€ dung chung cho moi subdomain: .domain.com (bao
gom dau . & dau)
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https://domain.com/

host1.domaini.com
WebGatel

Request page1. himl
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Browser

Access
Challenge the user Server

Send the usemames
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Authenticate the user and pass the
ObS80Cookie and page1.htmi
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host2.domaini.com

Request page2 html and supply

the DbSS0Cookie WebGate2
—0 >
Validate the
E Fass page2.htmi @ODSSOCODME
Mo

hinh cua Oracle® Access Manager

« Multi Domain SSO
Multi Domain SSO cho phép ngudi dung truy cdp vao nhiéu domains/hosts sau 1
lan dang nhap. Mot tng dung xac thuc chinh s& cung cp céc cookie hop 1& cho
mdi domain.Chang han ngudi dung truy cdp vao gmail.com, khi d6 toan bo
services cua Google, nhu Google.com, Picasa, Blogspot... déu nhan dién tinh xac
thuc cho nguoi dung do.
Tuy nhién cookie khong thé duoc thiét dit cho across domains do Policy bao mat
cta hau hét browser, do 36 mdt domain chinh s& duge chon dé xac thuc & moi quy
trinh, goi chung 1a master domain. V&i modi domain khac ma ngudi dung thyc hién
qua trinh xac thuc, mdi webgate cia hé thong do sé redirect t6i master domain.

Master domain s€ hoat dong nhu quy trinh cta Single Domain SSO, né chinh 1a
*proxy* dé truyén tai cookie hop 1€ vé cho mo61 domain cé yéu cau xac thuc.
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]
: host2 domain2.com
:- ...--Ffb.ﬁftfz.-._e_p
C  ———— R «0—

host3.domain3.com
WebGate3

—) >

Access
Server

MG hinh cua Oracle® Access Manager
Hoat dong
1. Tathiet dat master domain, login-service.domain.com.

2. Mbi mot domain nam trong group SSO déu co script login riéng.

3. Moi hé thong trén mdi domain déu sir dung chung Session Database.

4. Khi mdi Client yéu cau ngudi dung xac thuc, Webgate ciia n6 sé& redirects
t6i master domain c6 chua login service. Néu nguoi dung chua dang nhap,
master domain s& triéu goi script login cua client dé thuc hién viéc login vao
master domain. Khi nguoi dung dé xac thuc, mot session sé duoc tao trong
database va master domain s& cung cép session id cho client yéu cau dé co
thé tao cookie theo session do.

Cac thuat toan ma hoa session. session id phai dugc dung chung (RFC 4122)
Master service chi xur 1y & redirect t&i nhitng domain nam trong whilelist
Cac domain cod thé o nhiéu dang khac
nhau, login.domain.com, domain.com/service, client.abc.com...

Logout

Day 13 qua trinh quan trong vi mdi qua trinh logout & mot client chi ¢ hiéu luc voi
cookie ctia client d6, can thiét dat mot timeout pht hop cho cookie hay thiét dit co
ché clear cookie & moi domain lién quan (cham chap), c6 thé x6a ludn session &
database nhung luu ¥ session ¢6 thé tao lai bai tinh ning Ghi nhé dang nhap.
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4.3. Quan tri tap trung va phan tan (Centralized vs. Decentralized)
Mot hé théng 1on, tac 1a gdm rat nhiéu bd phan va c6 tim bao phu rong, thuong thi

rat kho diéu khién, quan 1y hodc kiém soat (s& goi chung 1a "van hanh"). Nén khi
xem xét hé théng 1on, mo hinh t6 chic van hanh nhu thé nao thudng 1a van dé nén
tang duoc giai quyét dau tién, tir d6 xac dinh huéng thiét ké toan hé théng.

Hai loai mo hinh co ban 1a mé hinh centralized mang tinh chat tap trung moi tht
vé mot trung tdm dé ra cac quyét dinh van hanh, va mo hinh decentralized mang y
tuéng chia phan viéc ra va phan vé cho nhiing bo phan nho xir 1y, ra quyét dinh &
cap bo phan.

Pé moi ngudi d& phai ty thac méc, t& néi ludn 1a viéc xem xét cac loai md hinh
van hanh s& nham giup thiét ké hé théng 16n ma chung ta dang 1 thanh vién cua
n6, OlympiaVN. Lua chon mé hinh phat trién nao cho OlympiaVN, diéu d6 s& anh
huong dén chién luge xay dung cong dong, cam nang phat trién OlympiaVN s&
xoay quanh tinh than ciia mé hinh do.

Chon cho minh mé hinh nhu thé nao thi cin din do nhiéu, trude tién t& giGi thiéu 2
loai md hinh centralized va decentralized, dé sau ndy dung ching ma tao ra mo
hinh cho riéng minh.

Thur 1y vi du dé minh hoa vé cac mé hinh centralized va decentralized:

+ Mot nhém ban clng giai mot bai tap 16n. Néu nhom nay c6 mot ngudi rat gioi va
lam hau hét cong viéc cho ca nhom, thi d6 1a kiéu centralized. Con chia ra mdi
nguoi 1am mot phan thi 1a decentralized.

+ Mot tap doan da qudc gia, néu tat ca s liéu vé tai chinh dugc dwa vé tong hanh
dinh dé xu 1y, thi viéc quan 1y tai chinh d6 14 theo centralized (trong khi cac hoat
d6ng khac van c6 thé do cac chi nhanh tu thuc hién). Néu mdi chi nhanh ty kiém
soat tai chinh ctia minh va chi bao cao két qua kinh doanh cho tong hanh dinh, thi
doé 1a decentralized.

+ Nha nudc dau tu cho gido duc dé xay tat ca cac trudng hoc bang ngan sach nha
nudc, thi d6 1a kiéu dau tu centralized. Con "xa hoi hoa gido duc" dé nhiéu t6 chirc
khac cung dau tu thi 1a mot hinh thirc decentralized.

+ Dir liéu trén mang Internet dat & cac servers trai khap thé gioi, d6 1a mé hinh
decentralized. Néu Google gom tat ca dit liéu vé trung tdm luu trit cia no, thi la
Google dang tao mot ban copy kiéu centralized cho Internet.

Cai lgi cua mo hinh centralized la:
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- Khong c6 sy chong chéo, mdi quyét dinh / thong tin / dit liéu déu 1a duy nhat,
tranh rac réi khi c6 nhiéu di ban.

- Hoat dong xuyén sudt, it tré ngai.
- Truy cap thong tin nhanh va chinh xac, do chi can két néi voi trung tam 1a duoc.
Khiém khuyét ctia m6 hinh centralized:

* Tuy vy, mo hinh centralized gap khuyét diém 1a tén kém rat nhiéu dé c6 thé xay
dung duoc ca hé thong 16n, lai c6 nhitng hé théng 16n khong thé dat duoc mé hinh
centralized vi cdc bd phan cia né khong tuan theo mot trung tim dau ndo nao.
Ngoai ra, khi trung tdm dau ndo gip van dé thi toan bd hé thdng bj té liét.

Uu diém cua mé hinh decentralized 1a:
- Pau tu cho ting bd phan 14 nho, c6 thé vira van hanh vira dau tu thém dan.

- Cac bo phan chi c¢6 anh huong nhau mot cach han ché, néu mot bo phan giap van
dé thi chi anh huéng mot cum xung quanh nd, con cac noi khac van co thé tiép tuc
hoat dong.

- Xtr 1y cong viéc don gian, khong doi hoi nhiéu nang luc (trinh d6 dau oc, co sd
ha tang).

Han ché cua mo hinh decentralized:

* Khuyét diém ctia mo hinh decentralized 14 cac van dé ma mo hinh centralized co
vu diém nhu liét ké ¢ trén. Quan trong nhat 1a mé hinh decentralized tiém tang céc
mau thuan noi b, co khi thong tin tir cac bd phan khong khép nhau, hoic nhiéu bo
phan cung lam mot viéc va bi thira, tring 1ap.

4.4. Kiém tra (Auditing (Privilege, Usage, Escalation))

Thong thuong khi tham nhap vao mot hé thong (Ttr Windows 7 tro 1én) ban chi co
quyén 1a 1 user Nhung, mot sb tac vu dic biét yéu cau quyén Administrator vi vay
cac ban phai thuc hién ki thuat leo thang dac quyén

4.5. MAC/DAC/RBAC

Piéu khién truy cap trén co so vai tro (RBAC) khac voi hinh thitc MAC va DAC
truyén théng. MAC va DAC truéc ddy 1a hai moé hinh duy nhat duoc phd bién
trong diéu khién truy cap. Néu mot hé théng khong duing MAC thi ngudi ta chi co
thé cho rfmg hé théng d6 dung DAC, hoac nguogc lai, ma thoi. Song cudc nghién
ctru trong nhitng nam 1990 di chimg minh rang RBAC khéng phai 148 MAC hoic
DAC.
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Trong ndi bd mdt to chirc, cac vai trd (roles) dugc kién tao dé dam nhén cac chic
nang cong viéc khac nhau. M&i vai trd dugc gin lién voi mot sé quyén han cho
phép né thao tic mot sé hoat dong cu thé (‘permissions’). Cac thanh vién trong luc
lugng can bo cong nhan vién (hodc nhimg nguoi dung trong hé thong) dugc phan
phdi mot vai tro riéng, va thong qua viéc phan phéi vai trd nay ma ho tlep thu duoc
mot s6 nhitng quyén han cho phép ho thi hanh nhiing chtrc ning cu thé trong hé
thong.

Vi nguoi dung khong dugc cap phép mot cach truc tiép, song chi tiép thu dugc
nhitng quyén han thong qua vai trd cta ho (hodc cac vai trd), viée quan Iy quyén
han cua ngudi dung tré thanh mot viéc don gian, va nguoi ta chi can chi dinh
nhiing vai tro thich hop cho ngudi dung ma thoéi. Viéc chi dinh vai tro nay don gian
hoa nhiing cong vi¢c thong thuong nhu viéc cho thém mdt nguor dung vao trong
hé thong, hay doi ban cong tac (department) ctua nguoi dung.

RBAC khac véi cac danh sach diéu khién truy cap (access control list - ACL) dugc
dung trong hé thong diéu khién truy cép tuy quyén, & cho n6 chi dinh céc quyen
han t61 tung hoat dong cu thé véi y nghia trong co quan t6 chirc, thay vi téi cac doi
tugng dir liéu ha tang. Lay vi du, mot danh sach dleu khién truy cap co thé dugc
dung dé cho phép hoic tir choi quyen truy cap viét mot tap tin hé thong (system
file), song no khong noi cho ta biét phuong cach cu thé dé thay doi tap tin do.
Trong mot hé thong diung RBAC, mdt thao tac c6 thé 1a viéc mot chuong trinh tng
dung tai chinh kién tao mdt giao dich trong 'tai khoan tin dung' (credit account
transaction), hay la viéc mot chuong trinh tng dung y hoc khoi thily mot ban ghi
'thtr nghiém ndéng d6 dudng trong mau' (blood sugar level test). Viéc chi dinh
quyén han cho phép thi hanh mot thao tac nhat dinh 1a mot viéc 1am day ¥ nghia, vi
cac thao tac da duoc phan dinh tinh t™ va mdi c4 nhéan thao tic c6 mot ¥ nghia
riéng trong chuong trinh trng dung.
5. Kiém tra

CAU HOI ON TAP
Cau 1: Hoc sinh/ sinh vién hay trinh bay cac khai niém co ban vé an toan thong tin
va mat ma?

Cau 2: Hoc sinh/ sinh vién hay trinh bay quy trinh thyc thi an toan thong tin trong
hé thong?

Cau 3: Hoc sinh/ sinh vién hay trinh bay vé chung thuc dién tr va mot sb giai phap
bao mat khac?

Cau 4: Hoc sinh/ sinh vién hay van dung cac phuong phap ma hoa d6i xtmg va co
s& ha tang khoa cong khai?
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